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1 Reason for Change

Since OMA DM 1.1.2 already defines that more secure versions of authentication, like HMAC, as mandatory this Change Request proposes to remove the current “Mandatory” requirement placed on “Basic Authentication” in the DM 1.1.2 Conformance Requirements
2 Impact on Backward Compatibility

This change proposal is not expected to create any backward compatibility issues. 
3 Impact on Other Specifications

There is no additional dependencies detected for this change request.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This Change Request proposal recommends that the DM working group approve this change request and make relevant modifications to the DM 1.1.2 Static Conformance Tables identified in Section 6 below.
6 Detailed Change Proposal

This change request will modify the “Other Transport Class” table in Section 8 (SCR for SyncML DM Security) of the above mentioned OMA DM 1.1.2 Conformance Requirements document. 
The change proposed is:

8.
SCR for SyncML DM Security

The following specifies the static conformance requirements for SyncML DM Security for devices conforming to SyncML Device Management Security specification [DMSEC]. 

Secure Transport Class: 
	Command
	Support of Management Server
	Support of Management Client

	
	Sending
	Receiving
	Sending
	Receiving

	Basic (Chal) 
	MUST 
	MUST 
	SHOULD** 
	MUST 

	Basic (Cred) 
	MUST 
	MUST 
	MUST 
	SHOULD** 

	MD5 (Chal) 
	MUST 
	MUST 
	SHOULD** 
	MUST 

	MD5 (Cred) 
	MUST 
	MUST 
	MUST 
	SHOULD** 

	HMAC (Chal) 
	MUST * 
	MUST 
	MAY 
	MAY 

	HMAC (Hdr) 
	MUST * 
	MUST 
	MAY 
	MAY 


*Server MUST NOT challenge for HMAC unless the client has provided HMAC credentials and a challenge is needed (e.g. to agree on a new nonce). Server MUST send HMAC credential IF AND ONLY IF challenged. 

**For a client using a transport framework with guaranteed authentication in transport level authentication SHOULD be supported. However, if the transport framework cannot guarantee authentication, authentication MUST be supported 

Other Transport Class: 
	Command
	Support of Management Server
	Support of Management Client

	
	Sending
	Receiving
	Sending
	Receiving

	Basic (Chal) 
	MUST 
	MUST 
	SHOULD 
	SHOULD

	Basic (Cred) 
	MUST 
	MUST 
	SHOULD
	SHOULD 

	MD5 (Chal) 
	MUST 
	MUST 
	MUST 
	MUST 

	MD5 (Cred) 
	MUST 
	MUST 
	MUST 
	MUST 

	HMAC (Chal) 
	SHOULD 
	MUST 
	MUST* 
	MUST* 

	HMAC (Hdr) 
	MUST 
	MUST 
	MUST* 
	MUST* 


*Client MUST be able to respond appropriately with one exception. A client that also supports secure transports may comply by terminating the non-secure transport session and initiating a secure transport session upon receiving HMAC credentials or an HMAC challenge. Therefore it is recommended that clients which do not support the HMAC feature always use secure transports when they initiate a session with a server. 

NOTE: OBEX may or may not be secure. 
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