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1 Reason for Change

A new Requirement Document for Smart Card in Device Management is under consideration in the DM group before submission to the REQ group of OMA.

A baseline document has been approved in the DM group (OMA-SmartCard-V1_0_0-20040622-D) describing the concept of dynamic provisioning based on the Smart Card. No Use Case was precisely describing this functionality in the RD of DM. This CR intends to propose such a Use Case, knowing that many of the smart Card related-Requirements induced by it were already present in the DM RD 1.2.

2 Impact on Backward Compatibility

No impact. 

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this CR is approved by the group.

6 Detailed Change Proposal

5. Use Cases
(Informative)

5.1 Provisioning

5.1.1 Use Case CORP, Smart Card based Provisioning

5.1.2 Use Case CORP, Smart Card Dynamic Provisioning

Each time a device is switched-on with a smart card different from the one previously used, some of its services and/or applications have to be provisioned. The provisioning data may be linked to access to the network (network operator specific data) but not only: other kind of data may be provisioned such as corporate or device manufacturer oriented data. 

Dynamic provisioning shall be the operation during which the device provisions itself with data from the smart card at each switch-on. The device may afterwards initiate a session to a remote DM server for additional OTA provisioning, if specified or not by some data from the SC.

	
	Affected Areas

	
	Device
	Connectivity
	Enabling Services
	Applications
	Content

	Tickmarks (X)
	X
	
	
	X
	X

	Additional Keywords
	
	
	
	
	


Table 1: Affected Areas for Smart Card Dynamic Provisioning

5.2.1.1  ASK  \* MERGEFORMAT Short Description

A Smart Card is inserted into the Device. The smart card contains pre-configured service and/or application parameters in Management Objects (SC MOs) that enable access to a Service Provider’s infrastructure.  It may also contain any other DM related data to be included in the Device management tree.

When the Device switches on, it is provisioned (with optional user interaction) with the Management Objects from the Smart Card. These management objects may have been provided by the card issuer (which is generally the network operator) in the case of a private use, or by another source (for example, device manufacturer or corporation) in the case of a corporate use. 
If indicated by the data extracted from the SC, the Device may then establish a session to the Service Provider’s DM Server through the network.
When the Device switches off, the data previously extracted from the SC should be made unavailable for the Device and its applications/service in case the following swith-on is done with a different Smart Card.
5.2.1.2 Actors

· Private End User or Corporate End User 

· Network Operator

· Corporation

· Card Issuer
· Device

· Device Manufacturer

· Management Server
· Content Provider

5.2.1.2.1 Actor Specific Issues

The Private End User needs to have its device properly configured, at least according to its subscription and the services it can access to. He needs also to keep its data private and not usable by other subscribers.
The Corporate End User needs to have its device properly configured, on a network as well as on a corporate services point of view. He needs also to keep its data private and not usable by other subscribers.

The Card Issuer (who is generally also the Network Operator) needs to provide to its subscribers a mechanism enabling a correct, secure, and dynamic provisioning of their devices.

The Content Provider may have applications and/or services in devices needing to be properly provisioned.

The Device Manufacturer may need, in specific cases (operator branded devices, for example), to have some its specific devices and associated applications properly provisioned according to agreements with the Card Issuer.

The (End User) Corporation may have “corporate” applications and/or services in devices needing to be properly and securely provisioned.

5.2.1.2.2 Actor Specific Benefits

Thanks to the SC dynamic provisioning:

· The Private End User is given the ability to have a configured device, whatever the Device or subscription used. He can access to network services at any time, even when using a SC for the first time in a device.

· The Corporate End User benefits from the same Private End User benefits, but also from having corporate application and/or services correctly configured.

· The Card Issuer (often the Network Operator) benefits from having its subscriber base always able to use its network and their embedded applications/services.

· The Content Provider is gaining benefit from the fact that its applications are correctly provisioned and configured in the devices.

· The Device Manufacturer is given the ability to have some of its application/services correctly configured in devices when these latter are used on specific operator networks.

· The Corporation is gaining flexibility because corporate users may access to their corporate services and/or applications on any device that has been branded for this corporate use.

5.2.1.3 Pre-conditions

The Device is DM compliant and is supporting SC.

The Device is encompassing applications/services that need to be configured/provisioned by data originating from any or several of these sources (actors): Network Operator, Card Issuer, Content Provider, Device Manufacturer, Corporation.

The provisioning data is present in the Smart Card that will be inserted into the Device.

5.2.1.4 Post-conditions

The Device and its services/applications are provisioned with the data that are provided by the Smart Card.

The Device services/applications that need to access the network are able to use the network.

The Device is able to connect to a remote Management Server whose connection data have been provisioned from the Smart Card. 

5.2.1.5 Normal Flow

1) A Smart Card is inserted into the Device and includes some DM Management Objects (SC MOs).

2) The device is switched on by the End User (Corporate or Private) and authenticates itself correctly onto the mobile network.
3) The SC MOs from the Smart Card are inserted into the Device management tree.

4) If applicable (i.e. the applications/services corresponding to extracted data do exist in the Device, and if the Device policy allows it), the Device provisions its services/applications with the data from the extracted SC MOs.

5) The Device may initiate a session to the (or of the) DM server(s) whose account and connection data have been provided in one of the extracted SM MOs.

6) At the Device switch-off, the Device shall make unavailable the data provisioned from the Smart Card in its management tree and in the applications/services that were provisioned with them at switch-on.

5.2.1.6 Alternative Flow

a) User indication: after the Device switch-on and the SC MOs transfer to the Device management tree, data in the Smart Card may ask for user interaction before use of some provisioning data.

b) Subscriber/network operator data persistence: for some of the configuration data related to access to the operator network (connection information, for example), the device must be able not to discard the data at Device switch-off if the user or the network operator allows it.

c) Corporate use: in very specific cases, a corporation may lock some device applications/services. In these cases, the Device may not use some of the provisioning data extracted from the Smart Card.
d) Selected Provisioning: (similar to the above Corporate Use) some provisioning information (Management object) may be private and protected against use by any Device. It means that only some types of Devices (Device branded by the Operator, for example) may understand and use the data from the Smart Card
5.2.1.7 Operational and Quality of Experience Requirements

The provisioning data extracted from the Smart Card by the Device shall not imply the deletion of former identical data in the Device.

At switch-off, the goal of the unavailability of the Smart Card data from its management tree by the Device is linked to preserving the privacy of the user/subscriber/Operator/card Issuer data.

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

<< This clause identifies the high level functional requirements to support the use cases identified in this specification.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title> 
	


Table 2: High-Level Functional Requirements

6.1.1 Security

	<Ref: Use Case Title, HLFR>
	The dynamic provisioning by Smart Card SHALL occur after the authentication of the pair (Device, Smart Card) onto the Operator Network.

	<Ref: Use Case Title, HLFR>
	A  SC Management Object MAY  be protected by a mechanism such as Cryptography in order to only be understood and used by specific Devices.

	<Ref: Use Case Title, HLFR>
	


Table 3: High-Level Functional Requirements – Security Items

6.1.2 Charging

<< This clause identifies the high level charging needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 4: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

<< This clause identifies the high level administration and configuration needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title,  HLFR>
	


Table 5: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

<< This clause identifies the usability needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	Unless indicated otherwise by the Smart Card or the Network Operator, the Device SHALL put as unavailable after the Device switch-off, the Management Objects provisioned from the SC in the Device management tree.

	<Ref: Use Case Title, HLFR>
	If indicated by the Smart Card data or OTA by the Network Operator, the Device SHALL keep as available a provisioned Management Object in the Device management tree after the Device switch-off.

	<Ref: Use Case Title, HLFR>
	

	<Ref: Use Case Title, HLFR>
	


Table 6: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

<< This clause identifies the high level interoperability needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 7: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

<< This clause identifies the high level privacy needs to support the use cases identified in this specification. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Ref: Use Case Title, HLFR>
	


Table 8: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>
	


Table 9: High-Level Functional Requirements – Security Items

<text>

6.3 System Elements

<< This section identifies the high level requirements, on each system element in the use cases, identified in this specification, including the user’s device(s) if relevant. Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  Each subsection should have sub-subsection(s) covering the requirements on interfaces.  DELETE THIS COMMENT >>

	System Element <letter>:
	<System Element Description>
	<Ref: HLFR, HLFR_sec, -_char, _-adm, etc.>


Table 10: System Elements

6.3.1 Device

<This section contains numbered high level requirements on System Element A.  DELETE THIS COMMENT >>

	<Nr.>
	


Table 11: Requirements for System Element <A>

5.2.1.8 Interfaces to System Element X

<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.  DELETE THIS COMMENT >>

5.2.1.9 Interfaces to System Element Y

<etc>

6.3.2 Smart Card

<This section contains numbered high level requirements on System Element A.  DELETE THIS COMMENT >>

	<Nr.>
	

	<Nr.>
	


Table 12: Requirements for System Element <A>

5.2.1.10 Interfaces to Device Management Servers

	<Nr.>
	


<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.  DELETE THIS COMMENT >>

5.2.1.11 Interfaces to System Element Y

<etc>

6.3.3 Overall Device Management Server

<This section contains numbered high level requirements on System Element A.  DELETE THIS COMMENT >>

	<Nr.>
	

	<Nr.>
	


Table 13: Requirements for System Element <A>

5.2.1.12 Interfaces to Device Management Servers

	<Nr.>
	


<This subsection and the following subsections describe the high level requirements on the interfaces from System Element A to the other Elements in the System.  DELETE THIS COMMENT >>

5.2.1.13 Interfaces to System Element Y

<etc>

6.3.4 Network interfaces

<This clause identifies the high level network interface (bearers/protocols) needs to support the requirements identified in this specification.  Requirements shall be presented at a high level, and not assume or imply the technology or implementation of the requirements.  DELETE THIS COMMENT >>

	<Nr.>
	<Ref: SE (letter)>
	


Table 14: Requirements for Network Interfaces
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