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1. Scope
(Informative)

The scope of this document is a requirements description for Client Provisioning. This document describes a set of functional requirements (partly on an abstract level) for the bootstrap (initial provisioning) of a Device’s changeable parameters, as seen from the Management Authority’s points of view.

This document contains information applicable to Network Operators, terminal and network manufacturers, enterprises, independent software vendors, content providers, and service providers.

This document covers the requirements needed to supply the core Client Provisioning service. Additional, related functionality not described here may involve requirements outside the scope of this document. This additional functionality shall not interfere with the core service described in this document.  

2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	Archiving of applications
	The process initiated by the Device Management System or the Device itself that, together with DRM policies, allows applications to be moved to an offline or online storage medium. These remotely stored applications may run on request by the User, and be transparently restored to the device or the User may take explicit action to restore the application.  The process includes all actions required to temporarily replace applications on demand.

	Backup and Restore
	The secure and reliable offline storage of personal information, parameters and applications that can be used at a later date to restore the device. The backup copy can be stored locally, remotely or as a combination of both.

	Bootstrap Provisioning
	The process of installing parameters and/or applications on a Device to establish a given service for the first time, or for the purposes of resetting a Device to initial settings.

	Content Provider
	An entity that provides data which forms the basis of a service.

	Continuous Provisioning
	The process where a Device is updated with new data, parameters, or application upgrades to replace pre-existing versions.

	Device
	In this context, a Device is a voice and/or data terminal that uses a Wireless Bearer for data transfer.  Device types may include (but are not limited to): mobile phones (GSM, CDMA, 3GSM, etc.), data-only terminals, PDAs, laptop computers, PCMCIA cards for data communication, unattended data-only Devices (e.g., vending machines), and smart cards if associated with these Devices. If within a particular context an associated smart card should not be regarded as part of a Device this is marked explicitly.

	Device Discovery
	A mechanism to allow devices to identify each other for the purposes of performing some data exchange.

	Device Query
	The process of polling a mobile Device for a specific piece of information.

	Device Reporting
	The process whereby a Device sends specific information to a management server in the network.  This can occur as a response to a Device Query (pull) or it can occur autonomously in response to a state change in the Device (push).  The information that is sent may either be parameters stored in data fields in the Device, information about the configuration of the Device, information about the capabilities of the Device, or data that has been collected, stored, and assembled for later forwarding (e.g., performance metrics).

	Device Management
	Management of the Device configuration and other managed objects of Devices from the point of view of the various Management Authorities. Device Management includes:

-      Setting initial configuration information in Devices

-      Subsequent updates of persistent information in Devices

-      Retrieval of management information from Devices

-      Processing events and alarms generated by Devices

	Device Management System
	A background system capable to interact with a (set of) Device(s) for the purpose of Device Management.

	Enterprise
	A business with deployment and Management Authority for WLAN Bearers, Local Wired Bearers, computers, Devices, software, and employees.

	Enterprise Device Management Server
	Part of the Device Management System that is under administration of an Enterprise Management Authority.

	Friendly Name
	A human readable string which is created by the user.



	Local Wired Bearers
	Serial, USB, Ethernet

	Management Authority
	An entity that has the right to perform a specific Device Management function on a Device or manipulate a given data element or parameter. For example, the Network Operator, handset manufacturer, enterprise, or Device owner may be the authority or share authority for managing the Device. One Management Authority may own all Device resources or may share or delegate all or parts of these with/to other Management Authorities

	Management Object
	A logical element that can contain or represent and manage configurable data and software within a Device. The data and/or software includes but is not limited to

· Parameters such as connectivity address, User preferences, proxy settings, User Identity, etc.

· Software such as applications, applets, drivers, modules, firmware and their updates.

A management object may represent the complete device configuration or a portion of a device configuration. There may be multiple Management Objects on a Device with a pre-specified relationship between them. Each Management Object will support the following operations.

· Add/Install – insert new elements into a Management Object.

· Replace/Update – modify existing and/or insert new elements into a Management Object.

· Delete/Uninstall – remove existing elements from a Management Object.

· Query/Enumerate – List all or part of a Management Object.



	Network Bearers
	Wireless Bearer and Local Wired Bearers

	Network Device Management Server
	Part of the Device Management System that is under administration of a Network Management Authority

	Network Operator
	An entity that is licensed and allocated frequency to operate a public mobile wireless telecommunications network for the purpose of providing publicly available commercial services.

	Network Unique Name
	A full qualified domain name.

	Parameters
	In this context, parameters are service-related data elements that are stored in the Device and can be manipulated (i.e., changed, added, or deleted) over Network Bearers.  For example, system parameters can be used to establish or maintain a bearer session, and application parameters can be used to specify the profile of a particular service, or some parameters may be related with performance characteristics.

	PC Agent
	Application running on a PC or PC-like device in User's proximity, not the Device itself, that facilitates Device Management functionality, and which MAY involve a logical association with a DMS.

	Policy
	The set of Service configuration settings and installed applications which are mandated by the Management Authority.

	Provisioning Mechanisms
	Network bearers, smart card, and Media card

	Regulatory Agency
	A governmental agency (typically) that regulates the use and/or sale of Devices. For example the FCC in the USA.

	Regulatory Agency Label
	A digital signature or digital certificate that securely identifies a piece of software and/or data as being approved by a particular Regulatory Agency.

	Removable Media Card
	A removable card for the purpose of storing and/or exchanging mass data as e.g., music, video. 

	Radio Software
	The software within a Device that is coupled with the radio hardware to derive the overall “radio” functionality.  Radio software is not to be confused with User applications and content, but has certain commonality for functional requirements for device management.

	Service Provider
	An entity that provides and administers a service to a Subscriber and/or User.  The Network Operator is often a Service Provider.

	Software Originator
	The entity that creates, directly or through a third party, software and/or data targeted for use in a Device, Platform or Base Station. In the event that the software and/or data is controlled by a Regulatory Agency, the Software Originator is responsible for obtaining any Regulatory Agency license and Label.

	Subscriber
	The individual or organisation that is paying for service.

	User
	The individual who is in possession of and operates the Device.

	Wireless Bearer
	WAN Network Bearers ( e.g. GPRS, GSM Data, CDMA), WLAN Bearers (802.1x), Local Wireless Network Bearers (e.g. Bluetooth, IR)


3.3 Abbreviations

	DM
	Device Management

	DMS
	Device Management Server

	IR
	InfraRed

	MMS
	Multimedia Messaging Service

	OMA
	Open Mobile Alliance

	OTA
	Over The Air

	PDA
	Personal Digital Assistant

	POST
	Power On Self Test

	WAP
	Wireless Application Protocol


4. Introduction
(Informative)

Client Provisioning is the process by which a device is initially configured with connectivity and application access parameters.  The provisioning process also includes subsequent updates of persistent information in WAP client devices. 

The term covers both OTA provisioning and provisioning by means of, e.g., SIM cards.

The actors involved in Device Management/Client Provisioning include Management Authorities (including Network Operators, Enterprise Managers, Service Providers), Device Management Systems, Subscribers and Users.

The objective of this document is to develop a standardized approach to Device Management.

This document defines the requirements for Device Management as a framework to enable such functionality as:

· Bootstrap provisioning of configuration data to a Device

· Secure transmission of data to the Device

· Cost-effective administration of configuration on the Management Authority’s side

· Easy handling or virtual invisibility of actions on the Subscriber's side

· Device conformance to policy established by the OMA

· Segregation of management ownership between one ore more entities.  For example, the operator and enterprise can share management responsibilities

5. Use Cases
(Informative)

5.1 Use Case A, Provisioning

5.1.1  ASK  \* MERGEFORMAT Short Description

A new Device (e.g., a handset or PDA) is purchased by a network Subscriber in an authorised retail store and has to be provisioned with the correct network-specific parameters. The Device is powered on and store personnel at the retail outlet use a Device Management system to provision the Device with network-specific parameters (e.g. gateway addresses, etc.) that enable delivery of subscribed services, as well as User-specific preferences (e.g. message headers, etc.) as defined by the User.  The Device provisioning can be done via a local or public transport mechanism, e.g. IR, Bluetooth, local, or non-local, wired, or wireless network.  The new Device and all accompanying services are fully operational when the Subscriber leaves the store.

5.1.2 Actors

· User/Subscriber

· Network Operator
· Authorised agent of the Network Operator
5.1.2.1 Actor Specific Issues

· User/Subscriber: The User/Subscriber is authorised to define and change the User Preference parameters.
· Network Operator:  The Network Operator is authorised to define and change the Network Parameters.
5.1.2.2 Actor Specific Benefits

· User/Subscriber: The user has a fully functional device by the time he leaves the store where the device was purchased.
· Network Operator: The network operator can ensure that all end users have devices that are able to access and benefit from value added services.
5.1.3 Pre-conditions

· User is the Subscriber and has purchased a service contract with the Network Operator.
· Authorised agent (e.g. a retail outlet) has a Device Management system for provisioning Devices. 

· Device is capable of interfacing with the Device Management system.
5.1.4 Post-conditions

· Device is provisioned with parameters necessary to obtain the services the User/Subscriber has purchased.

· Device is configured with User-specific parameters as defined by the User.

· Network and service provider end points recognise the device as having authorisation to use the purchased services.

· Device and all purchased services are fully operational.
5.1.5 Normal Flow

1. Device is discovered by local Device Management infrastructure.

2. Trusted Relationship is established.

3. Device is queried for Type and Capabilities.

4. Type and Capabilities are transferred.

5. Provisioning data is transferred to Device.

6. Provisioning is confirmed.

O : Optional the User overwrites the predefined values for the User's preferences. 
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Provisioning of a new purchased Device

Remarks: The User Preference parameters should be changeable for the User in a comfortable way.  The network parameters should be altered only by an authorized Management Server.

If pre-configured Devices are brought in bulk by the operator, it should be possible for the operator to give a simple "Provisioning Content" XML file to the Device manufacturers, so that the Device (or the smart card) can be provisioned in factory.
5.1.6 Alternative Flow

The user purchases a device in retail market, on power on the device is automatically provisioned over the air.

5.1.7 Operational and Quality of Experience Requirements

5.2 Use Case B, New Enterprise Device Purchase

5.2.1  ASK  \* MERGEFORMAT Short Description

A new Device (e.g., a handset or PDA) is purchased by an Enterprise Management Authority from a Device vendor.  The Enterprise management system has also obtained Network parameters and software from the Network Operator and uses these with Enterprise specific parameters (as appropriate), Enterprise policy/preferences, Enterprise applications, and Enterprise security credentials to enable Enterprise use of the device.  All this data is then used to create a set-up program for the device. The User receives and powers on the Device.  The User then configures their device using the set-up program created by the Enterprise management authority.  This set-up program can be communicated to the device using a removal media card, USB, Fire Wire, wireless network etc . The setup program is automatically executed and after a few seconds  the Device is provisioned with WAN Network and all accompanying services/applications are fully operational after setup is complete.
5.2.2 Actors

· User  

· Network Operator Management Authority  

· Enterprise Management Authority  

· Enterprise Administrator
5.2.2.1 Actor Specific Issues

· User: The user is an enterprise employee.  
· Enterprise Management Authority: The enterprise authority wants to configure the device with enterprise specific settings. The Enterprise Authority composes the set up program (e.g. provisioning document) based on information retrieved from the Network Operator Management Authority.
5.2.2.2 Actor Specific Benefits

· User/Subscriber: The user has a fully functional device by the time he leaves the store where the device was purchased.
· Network Operator: The network operator can ensure that all end users have devices that are able to access and benefit from value added services.
5.2.3 Pre-conditions

· User may be a Subscriber and has purchased a service contract with the Network Operator.

· The Enterprise has a Device Management system. 

· Device is capable of interfacing with the Device Management system.

· The Enterprise Management Authority has programmatic access to the appropriate WAN Network Bearer parameters established by the Network Operator Management Authority.  This may involve partial transfer of Management Authority.
5.2.4 Post-conditions

· Device is provisioned with parameters and applications necessary to connect to the enterprise network and run the installed enterprise applications.
5.2.5 Normal Flow

1. Device is discovered by local Device Management infrastructure.

2. Enterprise Administrator creates the contents of a removable media card.

3. Device Mgmt Server (DMS) obtains the Network settings from the Network Operator.

a. DMS obtains Enterprise parameters and applications.

b. DMS writes the appropriate data and instructions to the media card.

4. Enterprise Administrator gives the media card to a User.

5. The User inserts the media card into a Device.

6. The setup runs and the device is appropriately configured.
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New Enterprise Device Purchase

5.2.6 Alternative Flow

The user purchases a device in retail market, on power on the device is automatically provisioned over the air.

5.2.7 Operational and Quality of Experience Requirements

5.3 Use Case C, Smart Card based Provisioning

5.3.1  ASK  \* MERGEFORMAT Short Description

A smart card is inserted into the Device for the first time.   The smart card contains pre-configured service parameters that enable access to a Service Provider’s infrastructure and a key that allows to establish a trust connection to the Device Management system.  The User inserts the smart card into the Device and the Device is provisioned (with optional user interaction) with parameters from the smart card.  Upon use, the Device then establishes a relation to the Service Provider’s management server in the network.
5.3.2 Actors

· User/Subscriber

· Service Provider/Operator
5.3.2.1 Actor Specific Issues

· User/Subscriber: The device is transparently provisioned. 
· Service Provider: The Service Provider must pre-program the Smart Cards with settings.
5.3.2.2 Actor Specific Benefits

· User/Subscriber: The device of the user is transparently enabled for value added services when the device is started with the Smart Card.
· Service Provider: The Service Provider does not have to set up any kind of interactive provisioning mechanism.
5.3.3 Pre-conditions

· The User/Subscriber has established a contractual relationship with the Service Provider for service and has obtained a pre-configured smart card with a key (Issuing aspects of the smart card are not within scope of this document).

· The Device is equipped with a Device Management User Agent

· The Device is equipped with an User Agent associated with the pre-configured service, if required (or the Device has the ability to download such a User Agent)
5.3.4 Post-conditions

Device is provisioned with parameters and applications necessary to connect to the enterprise network and run the The Device is fully provisioned with parameters necessary to allow delivery of the purchased service.

5.3.5 Normal Flow

1. The User inserts the smart card into the Device.

2. If applicable (parts of) provisioning data is transferred from the smart card to the Device.

3. With the key on the smart card a trusted connection is established between the Device and the Device Management server. 

4. The relevant provisioning data is downloaded towards the Device.

5. The Transfer of the Provisioning data is confirmed.
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Smart Card based Provisioning including a partial transfer of provisioning data (Normal Flow)

5.3.6 Alternative Flow

Instead of having parameters pre-configured on the smart card, the card could contain only a key that enables establishment of a trust relationship with the Service Provider’s management server.  Service parameters could then be subsequently provisioned onto the Device by the Service Provider over the air.

Instead of purchasing a new smart card with a Device, a Subscriber could purchase a service from a Service Provider and have their existing smart card configured with parameters or keys by an entity with Management Authority of the smart card.

5.3.7 Operational and Quality of Experience Requirements

5.4 Use Case D, Bootstrap Provisioning for used Devices

5.4.1  ASK  \* MERGEFORMAT Short Description

A Subscriber acquires a Device outside the operator's normal sales lines, e.g. second-hand. An inappropriate configuration in this case is very likely. The only connection to the operator is the smart card, where applicable. The Subscriber's first time use of the Device is detected automatically by the operator's infrastructure.

Alternatively the Subscriber asks explicitly for a configuration parameter set, e.g. by Customer care call or an abbreviated dialling request. The characteristics of the Device (e.g., Device capabilities, resident applications, configuration parameters) are determined and transmitted to the operator's management server. The appropriate provisioning parameters are transferred to the Device; optionally after a confirmation by the Subscriber. In addition User-specific preferences are defined by the User.

5.4.2 Actors

· Subscriber

· User

· Network Operator
5.4.2.1 Actor Specific Issues

· Subscriber: The Subscriber has decided to connect to a particular Network Operator.
· User : The User is authorised to define and change the User Preference Parameter. 

· Network Operator:  The selected Network Operator is authorised to define and change the Network Configuration Data.
5.4.2.2 Actor Specific Benefits

· Subscriber/user: The Subscriber is able to re-provision an incorrectly provisioned device.
· Network Operator:  The selected Network Operator is able to activate value added services for one of his subscribers, on a second hand device.
5.4.3 Pre-conditions

· The Subscriber has purchased a service contract with the Network Operator.

· Device  is capable of interfacing with the Device Management system.
5.4.4 Post-conditions

· Device is provisioned with parameters necessary to obtain the services the User/Subscriber has purchased.

· Device is configured with User-specific parameters as defined by the User.

· Device and all purchased services are fully operational.
5.4.5 Normal Flow

1. User inserts smart card (where applicable)

2. Radio Network detects a new combination of Subscriber (e.g. IMSI) and Device (e.g. IMEI).

3. Establishment of trusted relationship between Device and Device Management Server.

4. Management server queries the Device for its capabilities

5. Device responses to the request

6. Appropriate configuration is transferred by the Device Management Server.

7. The provisioning of the Device is confirmed.
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Provisioning for used Devices including network detection (Normal Flow)
5.4.6 Alternative Flow

The Device Management data transfer is triggered by the User. In this case step 2 is replaced by the User's request.

Operational and Quality of Experience Requirements

5.5 Use Case E, Subscriber provisioning through the PC

5.5.1  ASK  \* MERGEFORMAT Short Description

A new Device is purchased by the User via the Internet from a Device vendor.  The User receives the Device from the vendor. 

To provision the Device the User places the new Device in proximity to their PC. The PC Agent discovers the Device. The User is prompted to ask if they wish to provision the Device, after an affirmation of consent the PC Agent connects to the Network Management Authority.

The User is then presented with options on the PC UI and is stepped through the process of provisioning the Device via a secure Network connection. The User selects to configure network settings, add additional prepaid minutes and selects the game service.  The User enters their personal and credit card information and confirms the transaction.  Upon completion of a credential check the Network Management Authority provisions the device via the PC Agent.

5.5.2 Actors

· User  

· Network Operator Management Authority  

· PC Agent
5.5.2.1 Actor Specific Issues

· User: The user finds it convenient to shop on the internet rathe rthan in a retail store.

· Network Operator
5.5.2.2 Actor Specific Benefits

· User: The user is able to provision his device using his home PC as a convenient user interface.
· Network Operator: The Network operator is able to support commercial environments outside the scope of his own retail.
5.5.3 Pre-conditions

· User may be a Subscriber and has purchased a service contract with the Network Operator.

· PC Agent is capable of interfacing with the Network Management Authority.

· PC Agent is capable of interfacing with the Device.

· PC Agent has obtained mechanism to access the Network Management Authority.

· PC Agent is present on the PC.

· Device is capable of interfacing with the Network Management Authority (Alternative flow 1).

· User has obtained mechanism to access and log into Network Management Authority website (Alternative flow 1).
5.5.4 Post-conditions

· The Device has network connectivity.

· The Subscriber has more prepaid minutes on their account.

· The appropriate applications are installed and server side service provisioning is complete.
5.5.5 Normal Flow
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Provisioning via Computer Agent
5.5.6 Alternative Flow

The Device provisioning can be performed via an OTA mechanism between the Network Management Authority and the Device.
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Provisioning via OTA

The User while sitting in front of their computer places the Device in proximity of the PC.  The PC Agent discovers the Device and interrogates the Device for the number of available service minutes. If the service minutes are below a preconfigured limit the PC Agent prompts the User if they wish to top up the number of service minutes.
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5.5.7 Operational and Quality of Experience Requirements

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Enabler Release

	
	The authentication procedure MUST be strong enough to ensure that is not be possible for a third party to masquerade as a Device management server by spoofing its identity. 
	

	
	The client and sever MUST be capable of detecting replay attacks.
	

	
	The client MUST successfully authenticate the Device Management server.
	

	
	If the Device management operation is related to personal information then the user MUST successfully authenticate himself to the Device management server.
	

	
	The Device Management Server May also authenticate the Device.
	

	
	Whenever there is communication between Device Management Servers the Device Management Servers MUST mutually authenticate.
	

	
	 The Device Management server MUST be authorised to carry out any Device management operations on the Device.
	

	
	 All data communication between the Device Management Server and a Device MUST be integrity protected.
	

	
	All data communication between the Device Management Server and a Device, that is personal to the user or confidential to the owner of the information (e.g. some network operator settings) MUST be confidentiality protected.
	

	
	The Data Link between the Device Management Server and the Device MAY maintain data confidentiality, where appropriate.
	

	
	Provisioning data on smart card SHALL be protected against unauthorized modification.
	


6.1.2 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	
	If user confirmation is indicated by smart card data, the Device SHALL ask for user confirmation before incorporation of provisioning data (stored on smart card).
	

	
	If indicated by smart card data, the Device SHALL establish the connection to Device Management Server autonomously.
	


Table 4: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	
	The Device Management infrastructure MAY be based on a distributed architecture, wherein functional elements of the system (e.g., the Device Management Server) MAY consist of one or more coordinated, but physically separate entities.
	

	
	The overall  system SHALL support a distributed system architecture.
	

	
	Device Discovery by the Device Management Server MUST be clearly defined (e.g. SMS, push.).
	

	
	The Device Management System SHALL  make provision for different Management Authorities (e.g. Enterprise, Network Operator) to manage different data sets or applications in a single device.  Each Management Authority can control data sets and applications owned by that Management Authority.
	

	
	The Device SHALL be capable of discovering the presence of nearby, active Device Management system elements if those elements are using compatible local bearers.
	

	
	The Device SHALL be capable of detecting the presence of provisioning data on an installed, activated Smart Card.
	

	
	The Device SHALL be capable of autonomously establishing a data link with the Device Management Server, using connectivity information stored on the Smart Card. 
	

	
	The Device SHALL be capable of participating in a mutual authentication with the Device Management Server, using authentication credentials (e.g., a challenge response) stored on or derived from the Smart Card. 
	

	
	Device SHALL retrieve and incorporate relevant configuration data stored on the smart card into the Device's DM structure.
	

	
	The Device SHOULD announce itself on the network to all control points it detects. The act of announcement does not imply the Device will receive rights, since assignment of rights is an expression of the user's decision. When the Device is added to the network, the discovery protocol allows that Device to advertise its services to control points on the network. The fundamental exchange in both cases is a discovery message containing a few, essential specifics about the Device e.g., its type, identifier, and a pointer to more detailed information..
	

	
	Protocols used SHALL be generally accepted and standardized (e.g. TCP/IP, http, https, Universal Plug and Play, etc)
	

	
	Data links between the Device Management Server and Devices SHALL be over standardized, local and/or remote, wired and/or wireless bearers (e.g., Bluetooth, IR, USB, Ethernet, GPRS, etc.).
	

	
	Interface MUST be discoverable.
	

	
	The Device Management Server MUST support secure connectivity via HTTPS
	

	
	Protocols used SHALL be generally accepted and standardized (e.g. TCP/IP, http, https, Universal Plug and Play, etc)
	

	
	The Device Management Server and the Device MUST be able to exchange their respective capabilities and select a set to be used for the download.
	

	
	The Smart Card SHALL be capable of storing Management Objects (e.g., network address(es)).
	

	
	The Smart Card SHALL be able to securely store authentication parameters, such keys, encryption mechanisms, etc. 
	

	
	The smart card MAY store data allowing the establishment of a secure connection to the Device Management Server.
	

	
	The data tree for containing Device management objects on the Smart Card SHALL be capable of being modified (i.e., nodes or data fields added or deleted), read from, and/or written to. 
	

	
	Smart card SHALL provide mechanism that allows efficient detection of its DM structure. 
	

	
	If the Smart Card is present, the Smart Card MAY be used to ensure authenticity, integrity and non-repudiation of session between Device and DMS.
	

	
	The Device Management Server SHALL be able to establish a data link with a Smart Card installed in a Device.
	

	
	Protocols used SHALL be generally accepted and standardized (e.g. TCP/IP, http, https, Universal Plug and Play, etc)
	

	
	Data links to Devices SHALL be over standardized, local and/or remote, wired and/or wireless bearers (e.g., Bluetooth, IR, USB, Ethernet, GPRS, etc.).
	

	
	The Device Management Server SHALL be able to establish a secure data connection to the Device.
	

	
	Data links between the Device Management Server and Devices SHALL be over standardized, local and/or remote, wired and/or wireless bearers (e.g., Bluetooth, IR, USB, Ethernet, GPRS, etc.).
	

	
	The DMS MUST support secure connectivity via HTTPS.
	

	
	Protocols used SHALL be generally accepted and standardized (e.g. TCP/IP, http, https, Universal Plug and Play, etc
	


Table 7: High-Level System Requirements
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