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1 Reason for Contribution

The backup and restore is required in various cases and is not yet defined by the DM specification. The specification has the infrastructure to do so.

2 Summary of Contribution

DM manages device related data, and DS syncs the user related data. There could be backup & restore in both cases. But the purpose in case of DM is more than different.

The DS has certain formats supported for all user related data. So in DS its not defined how the firmware, application data, settings, certificates etc can be stored. But on the contrary DM is open to all data formats backup like DS data phonebook, email etc in addition to DM data.

.

3 Detailed Proposal

A WID for the “Backup and Restore”, or a section to be added as part of “Software Management” specification. 

5. Use Cases

5.2.1 Short Description

The DM can have numerous use cases for the backup and restore:

1.The user wants to change from one handset to another with the same brand say, then the backup and restore of all the following would be required:

- Application data like wallpapers, screensavers, ring tones, Java applications like games etc, 

- Settings, 

-Certificates,

- Specific user downloaded application softwares,

This also applies to DS wherein user data like phonebook; contacts etc can be backed up and restored.

2. The device has had some fault and customer call is reported. There is a firmware corruption. So the backup in this case helps track, which was the firmware version on that handset. And the DM server could probably restore the firmware.

3. The applications corruption has happened and user wants the same version of application. So the restore can happen here also.

4. The anti virus software has been corrupted, and then the new anti virus software can be restored.

5.The applications data like ring tone, screen saver is lost/deleted and user wants the same application data. So the restore can happen here also.

6. The certificate can be restored in case of change in handset/loss of phone/loss of certificate.

7. The settings are lost and the user wants them, then it can be restored from backup.
5.2.2 Actors

· User
· Device
· Device Management Server
· Management Authority

· Network Operators
5.2.2.1 Actor Specific Issues

· User: The User wants the Network Operator to solve the problems of his device like device recalls and user data loss like settings etc. User has to pay minimal for the facility.

· Management Authority: A Device Management session is initiated but will not be established due to some device recall. This can be an issue of authority not able to know the cause. 

· Network Operators: Operators have the burden to explain high transfer costs after users allowed Device Management sessions/Firmware Updates in ‘Backup and Restore” case. So the user should be asked before generating data traffic in roaming case.
5.2.2.2 Actor Specific Benefits

· User: The User is not charged heavily. 
· Management Authority: The Device Management Enabler Service provided by Management Authority gains higher acceptance since the device problems are handled easily and automatically. 

· Network Operators: Operators have less Customer Care effort of charged users and gain higher acceptance. They can control anti-virus updates in the network. Also firmware update is handled well in case of device recalls.
5.2.3 Pre-conditions
The device is detected for requirements as per use cases defined above, and backed up or restored as required.
5.2.4 Post-conditions

The management task is deferred until the Management Authority's Device Management Server initiates a new Device Management session, in case of device recalls, firmware restores, anti virus restores, settings restore, all backups etc.
5.2.5 Normal Flow

1. The Device is backed up at intervals predefined, or on request from user /server triggered.

2. The Device Management Server initiates a Device Management Session for settings administration, Firmware restores, anti virus restores, certificates restores etc. 

3. The User can also start a restore after a compliant at the customer care about device recall, or loss of settings, viral corruptions etc.

4. The Device asks for explicit confirmation including a reminder notices about the backup & restore facility, especially the implied charges that may apply.

5. Depending on the user's choice the DM session is established, deferred or rejected.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Add this use case to the “Software management” Requirements Document. Or have a new WID for these “Backup and Restore” operations.
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