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1. Scope
(Informative)

This document defines the requirements for Device Management Smart Card (DM_SC) work stream, enhancing the role of the Smart Card started in the OMA DM v1.2 specifications (as defined in [ERELDDM]: [DMBOOT], [DMDDFDTD], [DMNOTI], [DMPRO], [DMREPU], [DMRD], [DMSEC], [DMSTDOBJ], [DMTND] and [DMTNDS]) and also making use of the functionalities provided by these latter specifications. 
2. References
2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Bootstrap-V1_2_0. URL:http://www.openmobilealliance.org

	[DMDDFDTD]
	“OMA DM Device Description Framework, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-DDF-V1_2_0. URL:http://www.openmobilealliance.org

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.2”. Open Mobile Alliance(. OMA-DM-Notification-V1_2_0. URL:http://www.openmobilealliance.org

	[DMPRO] 
	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Protocol-V1_2_0. URL:http://www.openmobilealliance.org

	[DMRD]
	“OMA Device Management Requirements Document, Version 1.2”. Open Mobile Alliance(. OMA-RD-DM-V1_2_0. URL:http://www.openmobilealliance.org

	[DMREPU]
	“OMA Device Management Representation Protocol, Version 1.2”. 
Open Mobile Alliance(. OMA-TS-DM-RepPro-V1_2_0. URL:http://www.openmobilealliance.org

	[DMSEC] 
	“OMA Device Management Security, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Security-V1_2_0. URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-StdObj-V1_2_0. URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TND-V1_2_0. URL:http://www.openmobilealliance.org

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM-TNDS-V1_2_0. URL:http://www.openmobilealliance.org

	[ERELDDM] 
	“Enabler Release Definition for OMA Device Management Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-DM-V1_2. URL:http//:www.openmobilealliance.org

	
	

	
	


2.2 Informative References

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


3.2 Definitions

	Card Issuer
	Issues to its customers smart cards. Telecommunications Network Operators can be card issuers.

	Smart Card Management Object
	Management Object (as defined [DMTND] and [DMSTDOBJ]) describing part of the Smart Card content.


3.3 Abbreviations
3.4 
	DM
	Device Management

	DMS
	Device Management Server

	
	

	
	

	MO
	Management Object

	OMA
	Open Mobile Alliance

	OTA
	Over The Air

	RD
	Requirement Document

	SC
	Smart Card

	
	

	
	


4. Introduction
(Informative)





As differentiation between Device (i.e. any User terminal) types grows and Device functionality broadens, the difficulty in provisioning these Devices with service-specific parameters and software increases. 

Device equipped with a smart card may use this latter element in order to provide efficient, secure and swift provisioning information of some of its services and/or application.  
This document defines the requirements for Smart Card functionalities in the scope of Device Management in the following areas:

· dynamic provisioning of Management Objects available on the Smart Card; 

· definition and description of Smart Card Management Objects;

· Authorization and security for some other DM related functionalities such as Firmware Update, etc. (This work can be socialized / re-used by other enablers as: Scheduling, Software Management, Diagnosis, etc.) 

· management of Management Objects in the Smart Card. It would include: MO’s update in the SC over-the-air, MO’s update in the DM-client and synchronization with the SC, etc.





5. Use Cases
(Informative)

The use cases are classified into the following categories:

· Provisioning 

· Device Firmware update 
· Smart Card DM data management

5.1 Provisioning

Immediate Provisioning of services and applications parameters
5.1.1.1  ASK  \* MERGEFORMAT Short Description
5.1.1.2 Alice has been using the IMPS and Email services on her device of model X for a while, using the Service Provider’s configuration stored by the Card Issuer in a Smart Card. She receives as a gift another device of model Y in which the IMPS service and Email application are still available. As soon as Alice inserts the Smart Card inside model Y, she is instantly able to use the IMPS service and Email application without any manual configuration.
5.1.1.3 Actors 
· User

· Device

· Service Provider: entity that provides a service/application (IMPS or Email for example) to Users. 
· Card Issuer: entity that issues the Smart Card to the User. A Card Issuer is, as well, a Service Provider.
· Smart Card
5.1.1.3.1 Actor Specific Issues
· User

· Device needs to refresh the configuration parameters of  its services/applications when a new card is inserted and is providing this configuration
· Service Provider want that their services/applications remain available when the User changes her device or when the configuration of the services/applications changes
· Card Issuer

· Smart Card

5.1.1.3.2 Actor Specific Benefits
· User: flexibility in device renewal, immediate configuration and usage of services and applications
· Service Provider: immediate access to services and applications offered, reduced helpdesk costs
· Card Issuer: optimize resource usage, reduced customer care costs
5.1.1.4 Pre-Conditions
· Service/application configuration parameters are stored in the Smart Card
5.1.1.5 Post-Conditions
· Service/application is configured with the appropriate parameters and is immediately usable
5.1.1.6 Normal Flow
1. User inserts Smart Card with service/application configuration parameters in a different device

2. Device reads service/application configuration parameters from the Smart Card
3. Device refreshes service/application configuration using parameters read from the Smart Card
Alternative Flow

1. Service/application configuration parameters are updated in the Smart Card using over-the-air mechanisms
5.1.1.7 Operational and Quality of Experience Requirements
· There shall be a business-relationship between the Service Provider and the Card Issuer.
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6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	DM-SC-GEN-1
	The Smart Card SHALL be capable of storing Management Objects (e.g., network address(es)). 
	DM_SC 1.0

	DM-SC-GEN-2
	The Device SHALL be capable of detecting the presence of provisioning data on an installed, activated Smart Card. 
	DM_SC 1.0

	DM-SC-GEN-3
	Device SHALL retrieve and incorporate relevant configuration data stored on the smart card into the Device's DM structure. 
	DM_SC 1.0

	DM-SC-GEN-4
	The data containing Device managementobjects on the Smart Card SHALL be capable of being modified (i.e., nodes or data fields added or deleted), read from, and/or written to. 
	DM_SC 1.0

	DM-SC-GEN-5
	Smart card SHALL provide mechanism that allows efficient detection of its DM structure. 
	DM_SC 1.0

	DM-SC-GEN-6
	If the Smart Card is present, the Smart Card MAY be used to ensure authenticity, integrity and non-repudiation of session between Device and DMS. 
	DM_SC 1.0


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Enabler Release

	DM-SC-SEC-1
	The Smart Card SHALL be able to securely store authentication parameters, such as keys, encryption mechanisms, etc. 
	DM_SC 1.0

	DM-SC-SEC-2
	Provisioning data on smart card SHALL be protected against unauthorized modification. 
	DM_SC 1.0

	
	
	


Table 2: High-Level Functional Requirements – Security Items

6.1.2 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	DM-SC-ADM-1
	The Device Management Server SHALL be able to establish a data link with a Smart Card installed in a Device. 
	DM_SC 1.0

	DM-SC-ADM-2
	The Device Management Server SHALL be capable of querying the Smart Card for information about Device properties, configuration, and capabilities. 
	DM_SC 1.0

	DM-SC-ADM-3
	The Device Management Server SHALL be capable of manipulating a Management Object resident on a Smart Card.
	DM_SC 1.0

	DM-SC-ADM-4
	The Device Management Server SHALL be capable of add/deleting/editing the values of the Management Object present on a Smart Card. 
	DM_SC 1.0


Table 4: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	DM-SC-USE-1
	If user confirmation is indicated by smart card data, the Device SHALL ask for user confirmation before incorporation of provisioning data (stored on smart card).
	DM_SC 1.0

	DM-SC-USE-2
	If user confirmation is not indicated by smart card data, the Device MUST NOT ask for user confirmation before incorporation of provisioning data (stored on smart card). 
	DM_SC 1.0

	DM-SC-USE-3
	If indicated by smart card data, the Device SHALL establish the connection to Device Management Server autonomously. 
	DM_SC 1.0


Table 5: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 7: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 8: Overall System Requirements
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Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	
	
	


	
	
	



A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-xxyyz-V1_0
	10 Aug 2005
	3.2, 4, 5.5, 6, App A
	

Alignment to Requirements Document template

Alignment to WID and WISPR

	
	23 Aug 2005
	5
	Removal of use cases already covered by DM Bootstrap, addition of use case relevant to the scope of the WID
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