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1 Reason for Contribution

One of the major requirements for support of interoperable multi-vendor FOTA (firmware over the air) client and server solutions is to provide easy and standard communication between a conforming update package generation system and an OMA-DM based FOTA server system. This will enable a FOTA server to effectively manage the packages used in the firmware update process including support for the submission of packages as driven from a client package generator program, the ingestion of packages as driven by a server administrator and the ability to associate update package meta-data with current state of a device.
This requirement for standardized interface for firmware update package ingest into DM servers from an external system is briefly touched upon in section 5.4.10 of the FUMO AD specification (OMA-AD-FUMO-V1_0-20050718-D)

2 Summary of Contribution

The purpose of this document is to define a web services interface for package ingest from external system into a DM Server. 
This document describes the following for standardization within the OMA:

1. Web services (WSDL) interface for update package ingest

2. Update Package Container (UPC) format comprising update package(s) as well as associated meta-data used for package ingest along with XML Schema 
3 Detailed Proposal

1. The PackageIngest Interface 

Description 

The source for ingested packages is typically a device manufacturer using a FOTA update package generator program provided by a FOTA client software vendor.  Packages are ingested via a web services interface (see the WSDL in Sec 1.1 below)  

Responsibilities:

The interface supports submission of update packages in a self contained update package container (UPC) which contains both the update package(s) as well as the associated metadata.

Interface:

Method Name: Submit Package  

Input Parameters:

· Update Package Container (UPC) as defined in section 2 below
Output Parameters:

· Command Status. Can be one of:
200 – Success

400 – UPC syntax error

413 – UPC size too large

415 – Unsupported media type

450 – Invalid UPC Signature 

451 – Invalid Package Signature

452 – Device not provisioned 

500 – Internal server error

503 – Service unavailable

1.1 WSDL for the Package Ingest Interface 

<?xml version='1.0' encoding='UTF-8'?>

<wsdl:definitions name='UPCPackageIngest' targetNamespace='http://www.openmobilealliance.org/wsdl/UPCPackageIngest/' xmlns:wsdl='http://schemas.xmlsoap.org/wsdl/' xmlns:xsd='http://www.w3.org/2001/XMLSchema' xmlns:tns='http://www. openmobilealliance.org /wsdl/UPCPackageIngest/' xmlns:soap='http://schemas.xmlsoap.org/wsdl/soap/'>

  <wsdl:types>

    <xsd:schema elementFormDefault='qualified' targetNamespace='http://www.openmobilealliance.org/wsdl/UPCPackageIngest/'>

      <xsd:element name='submitPackage'>

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name='UPC' type='xsd:base64Binary'/>

          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

      <xsd:element name='submitPackageResponse'>

        <xsd:complexType>

          <xsd:sequence>

            <xsd:element name='Result' nillable='true' type='xsd:int'/>

          </xsd:sequence>

        </xsd:complexType>

      </xsd:element>

    </xsd:schema>

  </wsdl:types>

  <wsdl:message name='submitPackage0In'>

    <wsdl:part name='parameters' element='tns:submitPackage'/>

  </wsdl:message>

  <wsdl:message name='submitPackage0Out'>

    <wsdl:part name='parameters' element='tns:submitPackageResponse'/>

  </wsdl:message>

  <wsdl:portType name='UPCPackageIngest'>

    <wsdl:operation name='submitPackage'>

      <wsdl:input name='submitPackage0In' message='tns:submitPackage0In'/>

      <wsdl:output name='submitPackage0Out' message='tns:submitPackage0Out'/>

    </wsdl:operation>

  </wsdl:portType>

  <wsdl:binding name='UPCPackageIngest' type='tns:UPCPackageIngest'>

    <soap:binding style='document' transport='http://schemas.xmlsoap.org/soap/http'/>

    <wsdl:operation name='submitPackage'>

      <soap:operation soapAction='submitPackage' style='document'/>

      <wsdl:input name='submitPackage0In'>

        <soap:body use='literal'/>

      </wsdl:input>

      <wsdl:output name='submitPackage0Out'>

        <soap:body use='literal'/>

      </wsdl:output>

    </wsdl:operation>

  </wsdl:binding>

</wsdl:definitions>
2. Update Package Container (UPC) Format for Package Ingest
2.1 Description of UPC Fields

The semantics for key attributes of the UPC are described below.
UPC

UPDATEPACKAGECONTAINER – see UPDATEPACKAGECONTAINER below
SIGNATURE – An XML  Signature for the UPC applied to the UPDATEPACKAGECONTAINER element. Support for X.509 certificates and cipher suites specified in OMA-DM 1.2 is mandatory
UPDATEPACKAGECONTAINER 

ID – an XML Schema ID attribute type identifier for the UPC. The ID should be unique per UPC.
DESCRIPTION – Textual description of the UPC
DEVICE – one or more devices may be accommodated in a UPC, see DEVICE below
DEVICE 

DESCRIPTION – Textual description of the Device
MANUFACTURER – Device Manufacturer
MODEL – Device Model Number 

DEPLOYMENT – Refers to a particular deployment instance on the device. This element may be used to distinguish between different types of deployments on the same device model. 
TARGET – see TARGET below

TARGET

name – Name for update target. E.g. may be firmware or OS etc.
TRANSITION – Used to specify multiple packages for a device in one UPC.
ORIGINALVERSION – Original (source) version already installed on the device.
UPDATEDVERSION – Target version to update to.
UPKG – see UPKG below.
UPKG

UPDATEPACKAGE

ID – an XML Schema ID attribute type identifier for this update package. 
NAME – Name of this update package.
DESCRIPTION – Textual description of the update package, suitable for display to subscriber on a mobile device. The ‘Language’ attribute is optional, if provided it is assumed to be same for the update package content. 
VENDOR




VENDORNAME – Name of the vendor providing the vendor specific parameters.
VENDORDETAILS – Detail information about the Vendor.
PARAMETERS – Vendor specific parameters.
PARAMETERS – Update package specific parameters
CREATIONDATE – Update package creation date 
SIZE – Size of the update package
DOWNLOADTIME – Estimated download time (based on the device capability, i.e., assuming an infinitely fast network)
REFLASHTIME – Estimated time to reflash the device.
DATATYPE – The MIME type of the update package.
DATA | REFERENCE – DATA is the b64 encoded package content to be provded to the device, 

REFERENCE is a URL for the update package content to be provided to the device.
UPDATEPURPOSE – The purpose of the update e.g. bug fix
SEVERITY –Provides indication of the severity of the problem addressed by this update package. The specific values shall be specified by the Device Management System (server) at the behest of the Management Authority.
UPDATETYPE – The type of the update being performed (e.g., differential or complete).
SIGNATURE –  An XML Signature for the update package. Support for X.509 certificates and cipher suites specified in OMA-DM 1.2 is mandatory.
2.2 Association of UPC Data and Device State

In order for a server to be able to implement a FOTA process, it needs to be able to associate the current state of a device with select information contained in UPC.  Specifically, it is expected that a device that has been provisioned to accept UPC update packages must be able to communicate to the server the following information in the same format as it appears in UPC:

1. MANUFACTURER

2. MODEL

3. DEPLOYMENT

4. ORIGINALVERSION

2.3 UPC XML Schema

<?xml version="1.0" encoding="UTF-8" standalone="no"?>

<xsd:schema elementFormDefault="qualified" xmlns:ds="http://www.w3.org/2000/09/xmldsig#"

    xmlns:xsd="http://www.w3.org/2001/XMLSchema">

    <xsd:import namespace="http://www.w3.org/2000/09/xmldsig#"

        schemaLocation="http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.xsd"/>

    <xsd:element name="UPC" type="UPCType"/>

    <xsd:element name="UpdatePackageContainer" type="UpdatePackageContainerType"/>

    <xsd:element name="Device" type="DeviceType"/>

    <xsd:element name="Target" type="TargetType">

        <!--Name of the update target e.g. OS or firmware etc.-->

    </xsd:element>

    <xsd:element name="Model" type="ModelType">

        <!--Model of the target device-->

    </xsd:element>

    <xsd:element name="Manufacturer" type="ManufacturerType">

        <!--Manufacturer of the device-->

    </xsd:element>

    <xsd:element name="Deployment" type="DeploymentType"/>

    <xsd:element name="Transition" type="TransitionType"/>

    <xsd:element name="UpdatedVersion" type="UpdatedVersionType">

        <!--Version to update to-->

    </xsd:element>

    <xsd:element name="UPkg" type="UPkgType"/>

    <xsd:element name="OriginalVersion" type="OriginalVersionType">

        <!--Version to update from-->

    </xsd:element>

    <xsd:element name="UpdatePackage" type="UpdatePackageType"/>

    <xsd:element name="Severity" type="SeverityType">

        <!--Severity of this update package e.g. Urgent, Optional-->

    </xsd:element>

    <xsd:element name="Reference" type="ReferenceType">

        <!--Reference to the update package location. This field MUST be a URI-->

    </xsd:element>

    <xsd:element name="Package" type="PackageType"/>

    <xsd:element name="Name" type="NameType"/>

    <xsd:element name="Description" type="DescriptionType"/>

    <xsd:element name="Vendor" type="VendorType"/>

    <xsd:element name="VendorName" type="VendorNameType"/>

    <xsd:element name="VendorDetails" type="VendorDetailsType"/>

    <xsd:element name="Parameters" type="ParametersType"/>

    <xsd:element name="Parameter" type="ParameterType"/>

    <xsd:element name="ParameterName" type="ParameterNameType"/>

    <xsd:element name="ParameterValue" type="ParameterValueType"/>

    <xsd:element name="DataType" type="DataTypeType"/>

    <xsd:element name="Data" type="DataType"/>

    <xsd:element name="UpdateType" type="UpdateTypeType"/>

    <xsd:element name="UpdatePurpose" type="UpdatePurposeType"/>

    <xsd:complexType name="UPCType">

        <xsd:sequence>

            <xsd:element ref="UpdatePackageContainer"/>

            <xsd:element ref="ds:Signature"/>

        </xsd:sequence>

    </xsd:complexType>

    <xsd:complexType name="UpdatePackageContainerType">

        <xsd:sequence>

            <xsd:element ref="Description"/>

            <xsd:element maxOccurs="unbounded" ref="Device"/>

        </xsd:sequence>

        <xsd:attribute name="Id" type="xsd:ID"/>

    </xsd:complexType>

    <xsd:complexType name="DeviceType">

        <xsd:sequence>

            <xsd:element ref="Description"/>

            <xsd:element ref="Manufacturer"/>

            <xsd:element ref="Model"/>

            <xsd:element ref="Deployment"/>

            <xsd:element maxOccurs="unbounded" ref="Target"/>

        </xsd:sequence>

    </xsd:complexType>

    <xsd:complexType name="TargetType">

        <xsd:sequence>

            <xsd:element maxOccurs="unbounded" ref="Transition"/>

        </xsd:sequence>

        <xsd:attribute name="name" type="xsd:string" use="required"/>

    </xsd:complexType>

    <xsd:simpleType name="ManufacturerType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="ModelType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="DeploymentType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:complexType name="TransitionType">

        <xsd:sequence>

            <xsd:element ref="OriginalVersion"/>

            <xsd:element ref="UpdatedVersion"/>

            <xsd:element ref="UPkg"/>

        </xsd:sequence>

    </xsd:complexType>

    <xsd:simpleType name="OriginalVersionType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="UpdatedVersionType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:complexType name="UPkgType">

        <xsd:sequence>

            <xsd:element ref="UpdatePackage"/>

            <xsd:element ref="UpdateType"/>

            <xsd:element ref="ds:Signature"/>

        </xsd:sequence>

    </xsd:complexType>

    <xsd:complexType name="UpdatePackageType">

        <xsd:sequence>

            <xsd:element ref="Name"/>

            <xsd:element name="Description">

                <xsd:complexType>

                    <xsd:simpleContent>

                        <xsd:extension base="DescriptionType">

                            <xsd:attribute name="Lang" type="xsd:language"/>

                        </xsd:extension>

                    </xsd:simpleContent>

                </xsd:complexType>

            </xsd:element>

            <xsd:element maxOccurs="unbounded" minOccurs="0" ref="Vendor"/>

            <xsd:element maxOccurs="unbounded" minOccurs="0" ref="Parameters"/>

            <xsd:element name="CreationDate" type="xsd:date"/>

            <xsd:element name="Size" type="xsd:integer"/>

            <xsd:element name="DownloadTime" type="xsd:duration"/>

            <xsd:element name="ReflashTime" type="xsd:duration"/>

            <xsd:element ref="DataType"/>

            <xsd:choice>

                <xsd:element ref="Data"/>

                <xsd:element ref="Package"/>

                <xsd:element ref="Reference"/>

            </xsd:choice>

            <xsd:element ref="UpdatePurpose"/>

            <xsd:element ref="Severity"/>

        </xsd:sequence>

        <xsd:attribute name="Id" type="xsd:ID"/>

    </xsd:complexType>

    <xsd:simpleType name="PackageType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="ReferenceType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="NameType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="DescriptionType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:complexType name="VendorType">

        <xsd:sequence>

            <xsd:element ref="VendorName"/>

            <xsd:element ref="VendorDetails"/>

            <xsd:element maxOccurs="unbounded" minOccurs="0" ref="Parameters"/>

        </xsd:sequence>

    </xsd:complexType>

    <xsd:simpleType name="VendorNameType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="VendorDetailsType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:complexType name="ParametersType">

        <xsd:sequence>

            <xsd:element maxOccurs="unbounded" minOccurs="0" ref="Parameter"/>

        </xsd:sequence>

    </xsd:complexType>

    <xsd:complexType name="ParameterType">

        <xsd:sequence>

            <xsd:element ref="ParameterName"/>

            <xsd:element ref="ParameterValue"/>

        </xsd:sequence>

    </xsd:complexType>

    <xsd:simpleType name="ParameterNameType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="ParameterValueType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="DataTypeType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="DataType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="UpdateType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="UpdateTypeType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="UpdatePurposeType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

    <xsd:simpleType name="SeverityType">

        <xsd:restriction base="xsd:string"/>

    </xsd:simpleType>

</xsd:schema>

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DM is recommended to approve the contribution as baseline document for Web Services Interface for firmware package ingest functionality. 
NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.
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