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1 Reason for Change

Sarah Trehern from IANA ( Internet Assigned Numbers Authority ) has provided a response to our application for MIME-type.  IANA has recommended some changes.  This document addresses these changes.

2 Impact on Backward Compatibility

May impact DM1.1.2
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The proposed MIME-type be modified accordingly and resubmitted to IANA for registration.
6 Detailed Change Proposal

In the OMA-TS-DM-RepPro-V1_2-20050607-C, Appendix C, make the following changes:
Appendix C  MIME Media Type Registration
(Informative)
a) For application/vnd.syncml.dm+xml, for optional parameters – provide for other types of parameter setting:

Optional parameters: charset, verproto, verdtd. May be specified in any order in the Content-Type MIME header field.

b) Replace RFC 2279 with RFC 3629 in purpose 
Purpose: Specifies the character set used to represent the DM document. The default character set for DM representation protocol is UTF-8, as defined [RFC 3629].

c) Recommendation: Note that there are registered charsets which aren't compatible with either 7bit or 8bit encoding. Is it ok to use, say, UTF-16, here? 

d) In Security considerations, include Confidentiality issues as shown below
Security considerations: 

Authentication: The OMA DM MIME content type definition provides for the inclusion of authentication information for the purpose of authenticating the originator and recipient of messages containing the device management content type. The content type definition supports Basic, Base64 userid/password mark-up, MD5 digest challenge and response strings and any other registered authentication credential scheme.

Threats: The OMA DM MIME content type definition provides for the inclusion of remote execution commands. Administrators for MIME implementations that support this content type SHOULD take every standard precaution to assure the authentication of the originator of OMA DM content, as well as take every standard precaution to confirm the validity of the included remote execution command prior to allowing the command to be executed on the targeted recipient's system.

Interoperability considerations: Implementations that have support for the mandatory features of this content type will greatly increase the chances of interoperating with other implementations supporting this content type. Conformance to this content type requires an implementation to support every mandatory feature.

Confidentiality considerations:  Data communicated via this MIME-type may have to be kept confidential. Transport layer confidentiality is recommended. In addition, data may also be encrypted when sent using this MIME-type.
Published specification: http://www.openmobilealliance.org. Applications, which use this media type: This MIME content type is intended for common use by networked device management applications.

Additional information:

Magic number(s): None

File extension(s): XDM

Macintosh File Type Code(s): XDML

Person & email address to contact for further information: technical-comments@openmobilealliance.org
Intended usage: COMMON

Author/Change controller: technical-comments@openmobilealliance.org
e) For application/vnd.syncml.dm+wbxml, for optional parameters – provide for other types of parameter setting:

Optional parameters: charset, verproto, verdtd. May be specified in any order in the Content-Type MIME header field.

f) Replace RFC 2279 with RFC 3629 in purpose 
Purpose: Specifies the character set used to represent the DM document. The default character set for DM representation protocol is UTF-8, as defined [RFC 3629].

g) Recommendation: Note that there are registered charsets which aren't compatible with either 7bit or 8bit encoding. Is it ok to use, say, UTF-16, here? 

h) In Security considerations, include Confidentiality issues as shown below
Security considerations: 

Authentication: The OMA DM MIME content type definition provides for the inclusion of authentication information for the purpose of authenticating the originator and recipient of messages containing the device management content type. The content type definition supports Basic, Base64 userid/password mark-up, MD5 digest challenge and response strings and any other registered authentication credential scheme.

Threats: The OMA DM MIME content type definition provides for the inclusion of remote execution commands. Administrators for MIME implementations that support this content type SHOULD take every standard precaution to assure the authentication of the originator of DM content, as well as take every standard precaution to confirm the validity of the included remote execution command prior to allowing the command to be executed on the targeted recipient's system.

Interoperability considerations: Implementations that have support for the mandatory features of this content type will greatly increase the chances of interoperating with other implementations supporting this content type. Conformance to this content type requires an implementation to support every mandatory feature.
Confidentiality considerations:  Data communicated via this MIME-type may have to be kept confidential. Transport layer confidentiality is recommended. In addition, data may also be encrypted when sent using this MIME-type.
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