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1 Reason for Contribution

The Appendix C section of the DM RD has to be updated in order to include the information of the FUMO Requirements Coverage.
2 Summary of Contribution

This proposal contains proposed changes to the DM RD for DM 1.2 candidate release.
3 Detailed Proposal

a) In “Appendix C. Requirements Coverage” section of the DM 1.2 RD, please replace the following paragraph / text before the table:

This appendix presents a table with the list of requirements and their coverage in the DM 1.2, DM 1.1.2 and CP 1.1 enablers. The possible coverages are: Fulfilled, Partly Fulled, Not Fulfilled, and Not Applicable.

With the following text:

This appendix presents a table with the list of requirements and their coverage in the DM 1.2, DM 1.1.2 and CP 1.1 enablers. The FUMO 1.0 column identifies requirements addressed in the first release of the FUMO enabler. The possible coverages are: Fulfilled, Partly Fulled, Not Fulfilled, and Not Applicable.

b)  In “Appendix C. Requirements Coverage” section of the DM 1.2 RD, please add one additional column, the FUMO 1.0 column shown below, to the table (Note: The Requirements, the DM 1.1.2, the DM1.2 and the CP1.1 columns are existing columns / material and is shown here just to provide a context to the FUMO 1.0 column that is being added, and is the main subject of this CR) :
	Requirement
	DM 1.1.2
	DM 1.2
	CP 1.1
	FUMO 1.0

	1.       Requirements
	 
	 
	 
	 

	1.1   High Level Functional Requirements
	 
	 
	 
	 

	1.1.1               Security
	 
	 
	 
	 

	1.1.1.1                   General security requirements
	 
	 
	 
	 

	1. The authentication procedure MUST be strong enough to ensure that is not be possible for a third party to masquerade as a Device management server by spoofing its identity. 
	f
	f
	f
	n/a

	2. The client and sever MUST be capable of detecting replay attacks. 
	f
	f
	f
	n/a

	3.  Architecture supports traversal of corporate firewalls and Network translation Devices (Use Case 5.1.2)
	f
	f
	n/a
	n/a

	4. If end user confirmation is indicated by the Device Management Server, the Device will prompt for user confirmation before incorporation of configuration data. (Use Case 5.1.5)
	f
	f
	n/a
	p/f

	5. Except for establishing the initial trust relationship (bootstrap) over the air, if end user confirmation is not indicated by the Device Management Server, the Device MUST NOT ask for user confirmation before incorporation of configuration data. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	p/f

	6. The non-repudiation of the session MUST be ensured. (Use Case 5.4.1)
	f
	f
	n/a
	n/a

	1.1.1.2                   Authentication 
	 
	 
	 
	 

	Before any Device management operations can be carried out on the Device, it must conform to the following:
	 
	 
	 
	n/a

	1. The client MUST successfully authenticate the Device Management server (Use Case 5.2.1).
	f
	f
	f
	n/a

	2. If the Device management operation is related to personal information then the user MUST successfully authenticate himself to the Device management server (Use Case 5.2.1).
	n/a
	n/a
	f
	n/a

	3. The Device Management Server May also authenticate the Device (Use Case 5.1.1., 5.1.3, 5.4.1)
	f
	f
	n/a
	n/a

	4. Whenever there is communication between Device Management Servers the Device Management Servers MUST mutually authenticate (Use Case 5.1.2).
	nf
	nf
	nf
	n/a

	5. With local wireless interfaces, discovery is controlled between the PC Agent and Device. Secure association and authentication MUST be supported. The first connection requires a secure association be created between the Device and PC. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	1.1.1.3                   Authorisation
	 
	 
	 
	 

	Before the Device Management server can carry out any Device management operations on the Device, it must conform to the following:
	 
	 
	 
	 

	1. The Device Management server MUST be authorised to carry out any Device management operations on the Device (Use Case 5.2.1). 
	f
	f
	n/a
	n/a

	2. With local wireless interfaces, discovery is controlled between the PC Agent and Device. Secure association and authorisation MUST be supported. The first connection requires a secure association be created between the Device and PC. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	1.1.1.4                   Integrity protection
	 
	
	 
	

	1. All data communication between the Device Management Server and a Device MUST be integrity protected. (Use Case 5.1.1, 5.1.3, 5.4.1)
	f
	f
	n/a
	nf

	2. All data communication between Device Management Server MUST be integrity protected. (Use Case 5.1.2)
	n/a
	n/a
	n/a
	n/a

	3. The Data Link between the Software Originator (or agent) and the Device Management Server MUST maintain data integrity. (Use Case 5.5.1)
	n/a
	n/a
	n/a
	n/f

	4. The inventory SHALL be secure from alteration when sent by the appropriate integrity protection. (Use Case 5.3.1)
	n/a
	n/a
	n/a
	n/a

	5. The downloaded software SHALL be secure from alteration by the appropriate integrity protection. (Use Case 5.3.1)
	n/a
	n/a
	n/a
	n/f

	1.1.1.5                   Confidentiality protection
	 
	
	 
	

	1. All data communication between the Device Management Server and a Device, that is personal to the user or confidential to the owner of the information (e.g. some network operator settings) MUST be confidentiality protected.  (Use Case 5.1.1, 5.1.3, 5.4.1)
	f
	f
	nf
	n/a

	2. All data communication between Device Management Servers MUST be confidentiality protected. (Use Case 5.1.2)
	n/a
	n/a
	n/a
	n/a

	3. The Data Link between the Software Originator (or agent) and the Device Management Server MAY maintain data confidentiality. (Use Case 5.5.1)
	n/a
	n/a
	n/a
	n/f

	4. The Data Link between the Device Management Server and the Device MAY maintain data confidentiality, where appropriate. (Use Case 5.5.1)
	f
	f
	nf
	n/a

	1.1.1.6                   Smart card security
	 
	
	 
	

	1. Provisioning data on smart card SHALL be protected against unauthorized modification. (UC 5.1.3)
	f
	f
	f
	n/a

	2. It SHALL NOT be possible for the Smart Card to reveal any secret keys it holds (UC 5.1.3)
	n/a
	n/a
	n/a
	n/a

	1.1.2               Recording
	 
	
	 
	

	1. The Device Management System SHALL provide sufficient information so that queries from the Device Management Server, reports from Devices, data downloads, and acknowledgements MAY be billed and tracked accordingly. (Use Case 5.1.1, 5.1.3, 5.4.1)
	pf
	pf
	n/a
	nf

	2.  If a management authority causes delegation to occur among several Device Management Servers, the Management Authority MAY request from each DMS, and each DMS SHALL provide, reports of the operations performed in a device for tracking purposes (Use Case 5.1.1, 5.1.3, 5.4.1)
	n/a
	n/a
	n/a
	n/a

	3. The session MUST be identified as customer-care-related. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	n/a

	4. The session MUST be uniquely identified. (Use Case 5.4.1)
	f
	f
	n/a
	n/a

	5. If transactions are logged, server MUST log transactions with success indicator. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	n/a

	1.1.3               Administration and Configuration
	 
	
	 
	

	1. The DMS SHALL provide a standardized mechanism for publishing session/message transactions, such as confirmation requests and results, etc.  (Use Case 5.1.1, 5.1.3, 5.4.1)
	nf
	nf
	n/a
	nf

	2. Confirmation request messages SHALL be uniquely identified and contain at least the subscriber id, data or data summary, and date/time.  (Use Case 5.4.1)
	pf
	pf
	n/a
	nf

	3. Confirmation result messages SHALL be uniquely identified and correlated to the request.  (Use Case 5.4.1)
	f
	f
	n/a
	F

	4. Management Authority MAY be delegated by a primary Management Authority (one that has domain over a given set of Management Objects) to a secondary Management Authority.  (Use Case 5.1.1)
	f
	f
	n/a
	n/a

	5. The first connection MUST involve a secure association be created between the Device and PC. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	6. The DMS shall send a notification of the update/upgrade to the appropriate management authority. (Use Case 5.3.1)
	n/a
	n/a
	n/a
	nf

	1.1.4               Usability
	 
	
	 
	

	1. If user confirmation is indicated by smart card data, the Device SHALL ask for user confirmation before incorporation of provisioning data (stored on smart card). 
	nf
	pf
	nf
	n/a

	2. If user confirmation is not indicated by smart card data, the Device MUST NOT ask for user confirmation before incorporation of provisioning data (stored on smart card). (UC 5.1.3)
	n/a
	pf
	n/a
	n/a

	3. If indicated by smart card data, the Device SHALL establish the connection to Device Management Server autonomously. (UC 5.1.3)
	pf
	f
	pf
	n/a

	4. If user confirmation is indicated by the Device Management Server, the Device SHALL ask for user confirmation before incorporation of configuration data (transferred by Device Management Server).
	f
	f
	n/a
	p/f

	5. Except for establishing the initial trust relationship configuration (bootstrap) over the air, if user confirmation is not indicated by the Device Management Server, the Device MUST NOT ask for user confirmation before incorporation of configuration data (transferred by Device Management Server). (UC 5.1.3, 5.1.4, 5.2.1)
	n/a
	n/a
	n/a
	pf

	7. The Device MAY be capable for being contacted by the Device Management Server, if the Device is busy by a voice link.  (UC 5.2.1)
	n/a
	n/a
	n/a
	n/a

	8. User is not prompted if there is no work to be done (Use Case 5.1.5)
	f
	f
	n/a
	n/a

	9. Management Authority MAY clarify implications of subsequent actions (query, etc.) to the User. (Use Case 5.4.1)
	f
	f
	n/a
	n/a

	10. User voice calls MUST NOT be terminated upon reception of the query. (Use Case 5.4.1)
	nf
	nf
	n/a
	n/a

	11. User voice calls MUST NOT be terminated upon reception of the authorization request. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	n/f

	12. Authorization MUST be clear esp. regarding privacy issues and warranty. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	n/a

	13. User MAY be informed that the process is over. (Use Case 5.4.1)
	f
	f
	n/a
	p/f

	14. The user SHALL  be asked for confirmation to proceed before any software is updated. (Use Case 5.3.1)
	n/a
	n/a
	n/a
	p/f

	15. The user SHALL be informed that the update/upgrade has been completed. (Use Case 5.3.1)
	n/a
	n/a
	n/a
	p/f

	16. The Device MUST NOT send an inventory list of applications installed in the Device without either this optional feature being added by the user or the Device asks for permission from the user when needed. 
	n/a
	n/a
	n/a
	n/a

	1.1.5               Interoperability
	 
	
	 
	

	1. The DMS MAY be interfaced with a Customer Care application. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	n/a

	2. Errors MAY be reported to a Customer Care application. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	n/a

	1.1.6               Privacy
	 
	 
	 
	 

	Requirements covered in other sections
	 
	 
	 
	 

	1.2              Overall Systems Requirements
	 
	 
	 
	 

	1. The Device Management infrastructure MAY be based on a distributed architecture, wherein functional elements of the system (e.g., the Device Management Server) MAY consist of one or more coordinated, but physically separate entities. (Use Case 5.1.1)
	f
	f
	f
	n/a

	2. The overall  system SHALL support a distributed system architecture (Use Case 5.1.2)
	f
	f
	f
	n/a

	3. Device Discovery by the Device Management Server MUST be clearly defined (e.g. SMS, push.). (Use Case 5.4.1)
	f
	f
	f
	n/a

	5. The Device Management System SHALL  make provision for different Management Authorities (e.g. Enterprise, Network Operator) to manage different data sets or applications in a single device.  Each Management Authority can control data sets and applications owned by that Management Authority.
	f
	f
	f
	n/a

	1.3              System Elements
	 
	 
	 
	 

	1.3.1               Device
	 
	 
	 
	 

	1. The Device SHALL be capable of discovering the presence of nearby, active Device Management system elements if those elements are using compatible local bearers. (Use Case 5.1.1)
	n/a
	n/a
	n/a
	n/a

	2. The Device SHALL be able to communicate all of its relevant properties (e.g., manufacturer, model, firmware, etc.) to the Device Management Server on demand. (Use Case 5.1.1, 5.1.3, 5.4.1)
	f
	f
	n/a
	F

	3. The Device SHALL be able to communicate its capabilities and configuration (e.g., WAP/MMS settings, installed software applications, etc.) to the Device Management Server on demand. (Use Case 5.1.1, 5.1.3, 5.4.1)
	pf
	pf
	n/a
	pf

	4. The Device SHALL be capable of autonomously (i.e., without User interaction) accepting and storing downloaded Management Objects (e.g., parameters, software, etc.) after the one time initial trust relationship configuration (bootstrap) is performed. (Use Case 5.1.1, 5.1.3, 5.4.1)
	f
	f
	n/a
	f

	6. The data tree for containing Device management objects on the Device SHALL be capable of being modified (i.e., nodes or data fields added or deleted), read from, and/or written to.  (Use Case  5.1.1, 5.1.3, and 5.4.1)
	f
	f
	n/a
	f

	7. The Device SHALL be capable of receiving and displaying a command from the DM Server to request User confirmation for a management action. (Use Case 5.4.1)
	f
	f
	n/a
	p/f

	8. The Device SHALL be capable of accepting User input regarding confirmation of a proposed management action, and sending the result of that confirmation to the DM Server. (Use Case 5.4.1)
	f
	f
	n/a
	p/f

	9. The Device SHALL be able to acknowledge the receipt and installation of data downloaded from the Device Management Server. (Use Case 5.1.1, 5.1.3, 5.4.1)
	pf
	f
	n/a
	F

	10. The Device SHALL be capable of detecting the presence of provisioning data on an installed, activated Smart Card. (Use Case 5.1.3)
	pf
	f
	f
	n/a

	11. The Device SHALL be capable of autonomously establishing a data link with the Device Management Server, using connectivity information stored on the Smart Card. (Use Case 5.1.3)
	pf
	f
	pf
	n/a

	12. The Device SHALL be capable of participating in a mutual authentication with the Device Management Server, using authentication credentials (e.g., a challenge response) stored on or derived from the Smart Card. (Use Case 5.1.3, 5.4.1)
	pf
	pf
	f
	n/a

	13. Device SHALL retrieve and incorporate relevant configuration data stored on the smart card into the Device's DM structure. (UC 5.1.3)
	pf
	f
	f
	n/a

	14. Each Device MUST support standardized dynamic IP allocation when the Device is first connected to the network. If an IP address cannot be allocated from the network, then the Device MUST use automatic IP addressing (Auto-IP) to obtain an address. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	15. The Device SHOULD announce itself on the network to all control points it detects. The act of announcement does not imply the Device will receive rights, since assignment of rights is an expression of the user's decision. When the Device is added to the network, the discovery protocol allows that Device to advertise its services to control points on the network. The fundamental exchange in both cases is a discovery message containing a few, essential specifics about the Device e.g., its type, identifier, and a pointer to more detailed information. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	16. The Device MUST support the assignment of a  friendly name in relation to a network unique name(Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	17. The mapping from friendly name to unique name MUST be the function of each user’s user interface in the case where the Device is shared. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	18. A method SHOULD be available by which a Device MAY automatically configure an interface with an IPv6 link-local address, IPv4 address in the 169.254/16 range that is valid for link-local communication on that interface, or both. On top of this there is a requirement to be able to define the link-local configuration to enable hosts that support multi-homing (more than one active interface and/or, more than one active address per interface, both IPv4 and IPv6 addresses, or a combination of these).This requirement is especially valuable in environments where no other configuration mechanism such as DHCP is available. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	19. The Device SHOULD support IP based Device discovery based on the SSDP [http://www.upnp.org/download/draft_cai_ssdp_v1_03.txt]. The Device SHOULD support a 30 minute suggested timeout for when a Device is added or disappears from the network. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	20. If end user confirmation is indicated by the Device Management Server, the Device will prompt for user confirmation before incorporation of configuration data. (Use Case 5.1.5)
	f
	f
	n/a
	p/f

	21. PC Agent SHALL be capable of changing the DM tree on the Device and install the application (Use Case 5.1.5)
	f
	f
	n/a
	n/a

	22. The Device MAY support concurrent voice calls and data exchanges. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	n/a

	23. The Device MUST support at least one wireless data bearer. (Use Case 5.4.1)
	f
	f
	n/a
	n/a

	24. The Device MUST respond to query. (Use Case 5.4.1)
	f
	f
	n/a
	n/a

	26. The Device MUST verify integrity of data before execution. (Use Case 5.4.1)
	f
	f
	n/a
	nf

	27. The Device MUST report to Server errors that occur during the parameter or software download. (Use Case 5.4.1)
	f
	f
	n/a
	F

	28. The Device MUST be capable of determining that the Server is authorized to provide the software and/or data. (Use Case 5.5.1)
	f
	f
	n/a
	nf

	29 The Device MUST be capable of exchanging security information with the Server. (Use Case 5.5.1)
	f
	f
	n/a
	NF

	30. The Device MUST be capable of storing the software that is downloaded. (Use Case 5.5.1)
	n/a
	n/a
	n/a
	F

	31. The Device MUST be able to independently verify the validity of the Software Originator of the Software and/or Data downloaded. (Use Case 5.5.1)
	nf
	nf
	n/a
	NF

	32. The Device MAY be able to verify, with the help of a Trusted Authority, the validity of the Software Originator of the Software and/or Data downloaded. (Use Case 5.5.1)
	nf
	nf
	n/a
	NF

	33. The Device MUST be able to verify that the downloaded Software and/or Data is targeted to the Device. (Use Case 5.5.1)
	f
	f
	n/a
	NF

	39. The Device SHALL send an inventory of its installed software to the Device Management Server. (Use Case 5.3.1)
	nf
	nf
	n/a
	n/a

	40. The Device SHALL receive the software update/upgrade. (Use Case 5.3.1)
	nf
	pf
	n/a
	F

	1.3.1.1                   Interface to other Devices
	 
	
	 
	

	1. Data links between the Devices SHALL be over standardized, local and/or remote, wired and/or wireless bearers (e.g., Bluetooth, IR, USB, Ethernet, GPRS, etc.). (Use Case 5.1.1) 
	n/a
	n/a
	n/a
	n/a

	2. Protocols used SHALL be generally accepted and standardized (e.g. TCP/IP, http, https, Universal Plug and Play, etc) (Use Case 5.1.5)
	f
	f
	f
	F

	1.3.1.2                   Interface to Device Management Servers
	 
	
	 
	

	1. Data links between the Device Management Server and Devices SHALL be over standardized, local and/or remote, wired and/or wireless bearers (e.g., Bluetooth, IR, USB, Ethernet, GPRS, etc.). (Use Case 5.1.1, 5.1.3, 5.4.1) 
	n/a
	n/a
	n/a
	n/a

	2. Interface MUST support traversal of corporate firewalls and Network Address Translators (Use Case 5.1.2)
	n/a
	n/a
	n/a
	n/a

	3. Interface MUST be discoverable (Use Case 5.1.2)
	n/a
	n/a
	n/a
	n/a

	4. The Device Management Server MUST support secure connectivity via HTTPS. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	5. Protocols used SHALL be generally accepted and standardized (e.g. TCP/IP, http, https, Universal Plug and Play, etc) (Use Case 5.1.5)
	f
	f
	f
	n/a

	7. The Device Management Server and the Device MUST be able to exchange their respective capabilities and select a set to be used for the download. (Use Case 5.5.1)
	f
	f
	f
	n/a

	8. The Device MUST be able to notify the server that it has accepted and successfully saved the downloaded software and/or data. (Use Case 5.5.1)
	f
	f
	n/a
	F

	1.3.2               Smart Card
	 
	
	 
	

	1. The Smart Card SHALL be capable of storing Management Objects (e.g., network address(es)). (Use Case 5.1.3)
	pf
	f
	f
	n/a

	2. The Smart Card SHALL be able to securely store authentication parameters, such keys, encryption mechanisms, etc. (Use Case 5.4.1)
	nf
	nf
	pf
	n/a

	3. The smart card MAY store data allowing the establishment of a secure connection to the Device Management Server (UC 5.1.4).
	nf
	f
	pf
	n/a

	4. Device Management Server SHALL be capable of manipulating a Device’s Management object (Use Case 5.1.3)
	f
	f
	n/a
	n/a

	5. The data tree for containing Device management objects on the Smart Card SHALL be capable of being modified (i.e., nodes or data fields added or deleted), read from, and/or written to.  (Use Case  5.1.3)
	nf
	nf
	pf
	n/a

	6.  The Device Management Server SHALL be capable of manipulating a Management object resident on a Smart Card (Use Case 5.1.3)
	nf
	nf
	n/a
	n/a

	7. Smart card SHALL provide mechanism that allows efficient detection of its DM structure. (UC 5.1.3)
	pf
	f
	f
	n/a

	8. If the Smart Card is present, the Smart Card MAY be used to ensure authenticity, integrity and non-repudiation of session between Device and DMS. (Use Case 5.4.1)
	nf
	nf
	nf
	n/a

	9. The Smart Card MAY be used to store data in a secure fashion. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	n/a

	1.3.2.1                   Interface to Device Management Servers
	 
	
	 
	

	1. The Device Management Server SHALL be able to establish a data link with a Smart Card installed in a Device. (Use Case 5.1.3)
	nf
	nf
	n/a
	n/a

	1.3.3               PC Agent
	 
	
	 
	

	1. The PC agent SHALL to be able to support discovery of Devices so that it can identify those that should receive access rights to Devices in the local security domain. The PC MUST be able to authenticate and authorize further Device interaction. The PC is responsible for granting access rights to Devices under its control via the user's decision. (Use Case 5.1.5)
	nf
	nf
	n/a
	n/a

	2. The mapping from friendly name to network unique name SHALL be the function of each user’s user interface in the case where the Device is shared. (Use Case 5.1.5)
	nf
	nf
	n/a
	n/a

	3. The PC agent SHALL be capable of launching the browser with an appropriate URL. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	1.3.3.1                   Interface to Devices
	 
	
	 
	

	1. Any interested PC Agent SHALL be capable of listening to the standard multicast address for notifications that new Devices are available. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	2. Protocols used SHALL be generally accepted and standardized (e.g. TCP/IP, http, https, Universal Plug and Play, etc) (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	3. Data links to Devices SHALL be over standardized, local and/or remote, wired and/or wireless bearers (e.g., Bluetooth, IR, USB, Ethernet, GPRS, etc.). (Use Case 5.1.5) 
	f
	f
	f
	n/a

	1.3.4               Overall Device Management Server
	 
	
	 
	

	1. The Device Management Server SHALL be capable of discovering the presence of nearby, active Device Management clients if those elements are using compatible local bearers. (Use Case 5.1.1)
	f
	f
	n/a
	n/a

	2. The Device Management Server SHALL support mutual authentication with the Device. (Use Case 5.1.1, 5.1.3, 5.4.1)
	f
	f
	n/a
	n/a

	3. The Device Management Server SHALL be capable of querying Devices for information about Device properties, configuration, and capabilities. (Use Case 5.1.1, 5.1.3, 5.4.1)
	f
	f
	n/a
	n/a

	4. The Device Management Server SHALL be capable of querying the Smart Card for information about Device properties, configuration, and capabilities. (Use Case 5.1.3)
	nf
	nf
	n/a
	n/a

	5. The Device Management Server SHALL be capable of manipulating a Device’s Device Management Object. (Use Case 5.1.1, 5.1.3, 5.4.1)
	f
	f
	n/a
	F

	6. The Device Management Server SHALL be capable of manipulating a Management Object resident on a Smart Card’. (Use Case 5.1.3)
	nf
	nf
	n/a
	n/a

	7. The Device Management Server SHALL be capable of capable of add/deleting/editing the fields of the Device’s Device Management Object. (Use Case 5.1.1, 5.1.3, 5.4.1)
	f
	f
	n/a
	F

	8. The Device Management Server SHALL be capable of add/deleting/editing the values of the Management Object present on a Smart Card. (Use Case 5.1.3)
	nf
	nf
	n/a
	n/a

	9. The message from the Device acknowledging a device management operation SHALL contain an indication of success/failure of the operation. (Use Case 5.1.1, 5.1.3, 5.4.1)
	f
	f
	n/a
	F

	10. The Message from the Device acknowledging a device management operation SHALL contain an indication of success/failure of the operation. (Use Case 5.1.3)
	f
	f
	n/a
	F

	11. The DM Server SHALL be capable of sending a request for User confirmation to the Device, and accepting the response from the Device. (Use Case 5.4.1)
	f
	f
	n/a
	n/a

	12. The DMS SHOULD be capable of receiving fault messages from a Device, and if supported the DMS SHALL provide a standardized mechanism for publishing the messages. (Use Case 5.4.1)
	pf
	pf
	n/a
	pf

	13. The management server SHOULD be able to poll devices for faults. (Use Case 5.4.1)
	pf
	pf
	n/a
	n/a

	14. The Device Management Server SHALL be able to establish a secure data connection to the Device. (UC 5.1.3, 5.1.4, 5.2.1)
	f
	f
	n/a
	n/a

	15. The Device Management Server SHALL support group addressing of Devices in order to transfer the changed management objects for them. (UC 5.2.1) 
	n/a
	n/a
	n/a
	n/a

	16.  For the Device Management Server to be able to differentiate between the new and current configuration of a Device, Management Object data definitions SHALL specify canonical value representations and associated rules for unambiguous comparison. (UC 5.2.1)
	f
	f
	n/a
	n/a

	18. The Device Management Server SHOULD support at least one wireless data bearer. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	n/a

	19. The Device Management transactions SHOULD be annotated with sufficient information to enable the Device Management Server to detect the lack of response of Device in a specified time interval. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	n/a

	21. The Device Management Server MUST report errors in a standardized format. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	n/a

	22.  The Device Management Server MUST verify integrity of data prior to download to Device. (Use Case 5.4.1)
	n/a
	n/a
	n/a
	NF

	23 The Device Management Server MUST be able to verify that software and/or data is from an approved Software Originator or agent thereof. (Use Case 5.5.1)
	n/a
	n/a
	n/a
	NF

	24. The Device Management Server MUST be able to detect when a Device that needs a software and/or data update. (Use Case 5.5.1)
	pf
	pf
	n/a
	PF

	25. The Device Management Server MUST be capable of determining that the Device is authorized to receive the software and/or Data. (Use Case 5.5.1)
	f
	f
	n/a
	n/a

	26. The Device Management Server MUST be capable of interrogating the Device as to its capabilities and to determine from this information if the Device is capable of receiving the software/data download using a mutually agreed upon method and format. (Use Case 5.5.1)
	pf
	pf
	n/a
	pf

	28. The Device Management Server MUST be capable of transmitting the software and/or data to the Device. (Use Case 5.5.1)
	f
	f
	n/a
	f

	29. The Device Management Server SHOULD be able to verify, either independently or with the help of a Trusted Authority, the validity of the Software Originator of the Software and/or Data to be downloaded. (Use Case 5.5.1)
	n/a
	n/a
	n/a
	NF

	30. The Device Management Server SHOULD be able to verify that the downloaded Software and/or Data is targeted to a particular Device. (Use Case 5.5.1)
	n/a
	n/a
	n/a
	NF

	32. The Device Management Server SHALL be able to query a Device for an inventory of its installed software.  
	pf
	pf
	n/a
	n/a

	33. The Device Management Server SHALL support group addressing of Devices in order to query multiple Devices for the purposes of a common update/upgrade to those Devices. (Use Case 5.3.1)
	n/a
	n/a
	n/a
	n/a

	34. The software inventory reported from the Device SHALL be in standardised format. (Use Case 5.3.1)
	nf
	nf
	n/a
	n/a

	1.3.4.1                   Interface to Devices
	 
	
	 
	

	1. Data links between the Device Management Server and Devices SHALL be over standardized, local and/or remote, wired and/or wireless bearers (e.g., Bluetooth, IR, USB, Ethernet, GPRS, etc.). (Use Case 5.1.1, 5.1.3, 5.4.1) 
	f
	f
	f
	n/a

	2. Network/Device Management Server SHALL be capable to discover a new combination of Subscriber and Device attached in the Network (UC 5.1.4).
	n/a
	n/a
	n/a
	n/a

	3. Interface supports traversal of corporate firewalls and Network Address Translators (Use Case 5.1.2)
	f
	f
	n/a
	n/a

	4. The DMS MUST support secure connectivity via HTTPS. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	5. Protocols used SHALL be generally accepted and standardized (e.g. TCP/IP, http, https, Universal Plug and Play, etc) (Use Case 5.1.5)
	n/a
	n/a
	n/a
	 

	7. The Device Management Server and the Device MUST be able to exchange their respective capabilities and select a set to be used for the download. (Use Case 5.5.1)
	f
	f
	n/a
	n/a

	9. The Device Management Server MUST be able to process the response from the Device indicating the success or failure of the download. (Use Case 5.5.1)
	nf
	f
	n/a
	F

	1.3.4.2                   Interface to other Device Management Servers
	 
	
	 
	

	1. Interface SHALL support traversal of corporate firewalls and Network Address Translators (Use Case 5.1.2)
	f
	f
	n/a
	n/a

	2. Interface SHALL be discoverable (Use Case 5.1.2)
	n/a
	n/a
	n/a
	n/a

	3. The Device Management Server MUST support secure connectivity via HTTPS. (Use Case 5.1.5)
	n/a
	n/a
	n/a
	n/a

	4. The Device Management Server SHALL expose a standard interface for obtaining Network parameters (Use Case 5.1.2)
	n/a
	n/a
	n/a
	n/a

	1.3.4.3                   Interface to External 
	 
	
	 
	

	1. Device Management Server SHALL provide an interface for receiving subscriber data remotely, which is needed to identify the Device or smart card of new subscriber. (UC 5.1.3)
	n/a
	n/a
	n/a
	n/a

	2. Device Management Server SHALL provide an interface that allows the user to trigger the transfer of configuration data (UC 5.1.4).
	pf
	pf
	n/a
	n/a

	3. Device Management Server SHALL provide an interface that allows the Management Authority to initiate the transfer of (updated) configuration data. (UC 5.2.1)
	n/a
	n/a
	n/a
	n/a

	1.3.5               Network Interfaces
	 
	
	 
	

	Requirements covered in other sections
	 
	
	 
	


4 Recommendation

To review and agree upon the addition of the FUMO 1.0 column to the table, and the changes to the text that occurs in the paragraph before the table.
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