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1 Reason for Contribution

This contribution follows the adhoc meeting in Paris where the group agree to review possible DM 1.2 issues with the intention of clarifying them.

The document is not complete yet and tries to suggest a format to collect the outcome given by the group to each of the identified issues.
This new revision has been updated with the feedback received during the OMA DM Interim meeting in Beijing, March 06.
This new revision (R02) has been updated based on the feedback received during the OMA DM Interim in Marseille May 9-10th 06.
.

2 Summary of Contribution

The aim of this presentation is to reach a consensus from the group on which of the listed issues are problems and how they could be resolved.

3 Detailed Proposal

This is a list of possible DM 1.2 issues that is recommended to study and classify:

OPEN ITEMS:
	Lost/Stolen device

	Status
	OPEN


	Problem 

Statement
	· A device configured for DM has had information backed up to the network.

· The device is lost or stolen. 

· The person now in possession of the device (not the owner) uses the device to delete or change the information previously backed up to the network.

· The owner of the device has now not only lost the device but has also lost the associated backed up information held in the network.

	Analysis 
	It is valid to review this case. Possible use case for DM to do, “… my device was stolen then kill it! … “. It could be requested, by the operator, that the device wiped off the data in the device.



	Mitigation 
	(May 06).

· If the problem is to protect data deleted in the server this can be solve by the server; this is not a valid use case for DM.

· There were a suggestion that 3GPP has defined a “lock” functionality as part of Selective Disabling User Equipment Capability (protect users and network operators against misbehaving mobile stations). This functionality provides a network operator the ability to disable services on the misbehaving, e.g. SMS, CS Calls.



	Proposal 
	Create use cases for “Wipe and Lock” functionality and investigate the best way to fulfill this new functionality.


	Bootstrap from Smart Card – Can be disabled

	Status
	OPEN


	Problem 

Statement
	OMA-TS-DM-Bootstrap-V1_2, section 5.4.6

“The DM Client MAY include configurable security policy to disable smartcard bootstrap functions”. 

User or Terminal policy defined by vendors can disable bootstrap from Smart Card.
· 

	Analysis 
	In the current specifications bootstrap can be disabled but if it is enabler it must take place.  This leaves room for enterprise solutions.

There was a  comment to design a policy which can cover all business models.

From an operator point of view this is not an ideal situation but it is the consensus of the group.

Can OMA DM define a policy having in consideration different business models?

(May 06).

We still are discussing provisioning from smart card. It will be difficult for the operator to identify what parameters define in the smartcard. Define a new mechanism on DM 2.0 will not help.

Can we indicate when this requirement may apply?


	Mitigation 
	

	Proposal 
	


	User is allowed to change DM Server Identifier

	Status
	OPEN


	Problem 

Statement
	OMA-TS-DM-TND-V1_2, section 7.7.1.3 

“To provide the end user with the ability to change which server identifier that controls the root node some devices MAY implement a UI for this purpose”. 

If this requirement is implemented in the Device, users can decide which DM Server can control the root node of the Device.


	Analysis 
	This is a quesiton of the control over the root.  In some cases this is determined by a country.

To specify that no one company has ownership of the root would cause problems for operators.

There was a suggesion that in DM 2.0 a policy needs to be defined as to who has root access, when etc.

(May 06)

Why this was introduced? This was introduced for friendly take over in the case that there is no change of the smartcard, e.g. 3GPP2 network. This mechanism is needed.

Can this be limited to 3GPP2 terminals?

	Mitigation 
	

	Proposal 
	


	User allow to modify ACLs

	Status
	OPEN


	Problem 

Statement
	OMA-TS-DM-TND-V1_2, section 7.5

“Property values MAY also change for reasons other than direct server operations. For instance, some devices may allow the user to modify the ACL.”

What is the impact of this requirement and its statement?


	Analysis 
	There was a comment that this text was added for maintenance purposes.

It was really questioned as to why a user would be granted access to change ACLs as this is against the specification process.  This needs to be addressed. What are the reasons behind this requirement?

(May 06) 

Ericsson: this applies to the CP bootstrap, you are allowed to change the ACLs but this is not part of the DM operation. 

This statement should indicate when this requirement should be applied. 



	Mitigation 
	 

	Proposal 
	


CLOSE ITEMS:

	Rogue Server

	Status
	 CLOSED


	Problem 

Statement
	· A rogue DM server sends a DM bootstrap message to a user device.

· The rogue DM server information is configured in the device.

· The rogue DM server can now use DM to interact with the device in any way supported by DM. This would give an unauthorised third party unauthorised access to the device.

	Analysis 
	Based on the specs any Server can bootstrap a device. However, the Bootstrap of the terminal depends very much on the terminal policy.
Should OMA DM define a terminal policy mechanism? Implementation dependent.


	Mitigation 
	It is possible to implement safe bootstrap by, e.g. define a white list of servers that can bootstrap the device.
(May 06). 
Andre (Aplix) is preparing a new WID for MO security. Possible way forward.
Ericsson: create a server address based on the IMSI, as e.g. OMA LOC Security user plane location.


	Proposal 
	Currently, the solution to this problem is implementation dependent.


	Rogue Server using the WAP Bootstrap Profile

	Status:
	 CLOSED

	Problem 

Statement
	· An unauthorised person sends a device an SMS with a message "This is your network operator. To improve your mobile's performance set up device management. For security enter the PIN nnnnnnnn. Thank you."

· A rogue CP server sends a CP bootstrap message to a device. SEC is set to USERPIN, or USERPINMAC. (Note that the privileged configuration context cannot be bootstrapped via SMS using USERPIN, or USERPINMAC.)

· User enters the received PIN number.

· The rogue CP server is set up as a Trusted Provisioning Server for the device and can then be used to change the devices configuration via OMA CP.

· The rogue CP server sends the device the bootstrap message for DM to associate the device with a rogue DM server.

· The DM client on the device processes the bootstrap message for DM and configures the DM client for the rogue DM server.

Note on use of NETWPIN. For GSM the IMSI must be used for this (see OMA ProvBoot). However the IMSI can be intercepted from the radio interface and is thus not all that secure. The IMSI was not intended to be secure. Knowledge of the IMSI could be used to bootstrap a device for a rogue DM server (including using OMA CP).



	Analysis 
	If the device has been bootstrapped, CP may be able to rebootrstrap, but this is based on terminal policy. Also, CP doesn’t change access rights; this only can be done with DM. It is a policy decision as part of CP whether to reject or leave the user to choose what to do.
This case is possible but very difficult to achieve.  
Should OMA DM define a terminal policy?.

	Mitigation 
	It depends of the implementation. 

	Proposal 
	Currently, the solution to this problem is implementation dependent.


	Rogue Server II

	Status
	 CLOSED


	Problem 

Statement
	· A rogue DM server attempts to initiate a DM session to a device while trying to assume the identity of a DM server that has already been authorised for the device (e.g. the normal DM server for the network operator that the device is connected to). This spoofing succeeds sufficiently for the rogue DM server to be able to change e.g. the device configuration.

	Analysis 
	Assuming that the share secret is exposed somehow, then it is possible. However, it is a remote possibility. 
The standards indicate, that it has to happen mutual certification and then authentication in the DM server and DM client.

	Mitigation 
	OMA DM, mandates TLS, this implies that it is very difficult that this occurs. Mitigation is out side of the scope of DM specs, based on TLS with mutual authentication.

	Proposal 
	Problem outside of OMA DM scope.


	Rogue Device

	Status
	 CLOSED


	Problem 

Statement
	· A rogue device attempts to initiate a DM session to a DM server whilst assuming the identity of another device that DM server has already been configured for. 
· The attacker is then able to use the rogue DM device to be able to download confidential information previously backed up to the network and also to obtain device software updates.

	Analysis 
	It is possible, but it has to pass the security process on DM protocol.

There are two-authentication process, transport layer (mutual authentication, HTTP TLS or SSL), and then session authentication (client and server authenticate each other).

This is related to identity theft; therefore this problem cannot be resolve in standards.

	Mitigation 
	This use case is outside of DM group control.

	Proposal 
	Problem outside of OMA DM scope.


	Intercepted DM communications

	Status
	 CLOSED


	Problem 

Statement
	· The DM server configures a users device for email with their email account details (including username and password). 
· This information is intercepted en route by a third party and the third party uses it to obtain access to the user's confidential emails as a consequence.

	Analysis 
	This is a remote possibility, if there are problems with TSL or SSL this is beyond our scope. If the transport is not secure in a device, then it implies that the protocol has not been implemented corrected.

	Mitigation 
	(May 06).

This is out of scope of this OMA group.

Ericsson: TSL or SSL must be used when operator send information over the air.

	Proposal 
	This problem is outside of OMA DM scope.


	Attack on business model

	Status
	 CLOSED


	Problem 

Statement
	· Operator A supplies a "premium" service that includes bundled device software upgrades. 

· Operator B supplies a "low cost service" that charges for extras e.g. device software upgrades. 

· A user with a subscription to Operator B's network could persuade a user of operator A's network to upgrade his/her device at no cost to him/her. 

 

	Analysis 
	This scenario may not be a DM problem. The server should check if the user is authorized and if she is authorized then check for what level of service.

	Mitigation 
	

	Proposal 
	This problem is outside of OMA DM scope.


	Multiple DM Servers at the root tree

	Status
	 CLOSED


	Problem 

Statement
	· A device is configured – at the root tree - to connect with two DM servers A and B. 

· How is possible to avoid DM server A changes part of the management tree in the device that is the responsibility of DM server B. ACLs are not enough protection.

	Analysis 
	DM doesn’t support multiple DM servers in the root tree, one server will always be the master server.

The resolution to this problem is implementation specific. The only way to support multiple DM servers is by implementation dependent. Each MA manages only its own tree. Servers having rights on subtrees can be overwritten by the master server of the tree owner.  This cannot be avoided given the current specifications. A way to resolve the problem is that no server controls the root.

	Mitigation 
	The solution to this problem is implementation dependent.

	Proposal 
	Currently, Terminal policy is out side of the standards.


	Policy Set in the terminal by a Management Authority

	Status
	 CLOSED.


	Problem 

Statement
	If an end-user authorises Management Authority A to configure its device via DM and to specify the Service Provider that will provide all the services consumed by the device:

• How the Management Authority A can ensure that its configuration is not altered by a third party (not authorised by the end-user)?

• How the Management Authority A can ensure that if new Services are installed on the Device, the Device will only consume services provided by the Service Provider indicated by the Management Authority A?

• What process(es) should follow Management Authority A if user decides to change to a new Management Authority B and accept the Service Provider suggested by the Management Authority B?
· 

	Analysis 
	Answer to 1st bullet: 
Via ACLs
Answer to 2nd bullet:

Out of scope of DM.
Answer to 3rd bullet:

Out of scope of DM. 
There is no way to transfer ownership of nodes. If the Smart Card cannot bootstrap the device, then the bootstrap can be done over the air.

	Mitigation 
	

	Proposal 
	Bullet 1 can be resolved via ACLs, bullets 2 and 3 are out of OMA DM Scope.


	ACLs do not apply during bootstrap message

	Status
	  CLOSED


	Problem 

Statement
	OMA-TS-DM-Bootstrap-V1_2, section 5.4.2 

“During processing of a DM Bootstrap message, the normal behavior of the ACL, as specified in [DMTND] does not apply”. 
· 

	Analysis 
	This statement should not be taken isolated from the rest of specifications; otherwise it will be very misleading.
Question: if a user decides to bootstrap via smartcard and a server decides to bootstrap the device, which takes precedence? The specificaiton says that a device must perform all bootstrap operations.

There was a comment that this is an individual policy issue.  Some see this as a security issue.

There was a comment that enterprise solutions need to be allowed for.

The current specification allows for different policies however, the policies themselves are not standardised.



	Mitigation 
	This statement was rectified by a CR, which indicates that terminal policy is outside of the standards.

	Proposal 
	


	Bootstrap from Smart Card - Optional

	Status
	 CLOSED


	Problem 

Statement
	OMA-TS-DM-Security-V1_2, section 5.7.2.4

“Bootstrap data MAY be stored on the smartcard. 
· 

	Analysis 
	This item can be closed. Bootstrap from Smart Card is optional.

	Mitigation 
	

	Proposal 
	


	Rename a new Connectivity MO - Impact

	Status
	= CLOSED


	Problem 

Statement
	OMA-TS-DM-Bootstrap-V1_2, section 5.4.5 

“The device MAY rename a new Connectivy MO and also rename the values of the corresponding PrefConRef or ConRef to the new name”.

What are the implications of this requirement?
· 

	Analysis 
	If bootstrap is perfomed via the SC and contains DM acc and a ConnMO there is the possibility for the device to rename the MO and PrefConRef and ConRef in the case where there are naming conflicts.


	Mitigation 
	This resolve the problem for the smart card bootstrap.

	Proposal 
	


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This section will be filled up with the outcome of the analysis of each issue.

The table below   proposes a way to collect this recommendation.

	Issue
	Priority
	Resolution method

	Rogue Server
	N/A
	Implementation dependant.

	Rogue Server using the WAP Bootstrap Profile
	N/A
	Implementation dependant.

	Rogue Server II
	N/A
	Out of OMA DM scope.

	Rogue Device
	N/A
	Out of OMA DM scope.

	Intercepted DM communications
	N/A
	Out of OMA DM scope.

	Attack on business model
	N/A
	Out of OMA DM scope.

	Multiple DM Servers at the root tree
	N/A
	Implementation dependant.

	Policy Set in the Terminal by a Management Authority
	N/A
	Use of ACLs and rest of bullet points Out of scope of OMA DM.

	ACLS do not apply during bootstrap message
	N/A
	Rectified by CR OMA-DM-2006-0055R03-CR-Bootstrap_Root_Ownership.

	Bootstrap from Smart Card
	N/A
	This feature has been defined as OPTIONAL.

	Rename a new Connectivity MO
	N/A
	This resolve a problem when bootstrap is performed from SC and there is a naming conflict with PrefConfRef or ConRef.
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