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1 Reason for Change

This CR tries to address problem report “http://www.opengroup.org:8000/OMA-publicPR/DM/PRView?PR=0025”. It appears that the format of nonce during bootstrap is not clear in specifications. Current bootstrap specification allows sending nonce as b64 in bootstrap message. This not an issue if TNDS bootstrap mechanism is used, as format can be specified. However same can’t be achieved using OMA-CP bootstrap mechanism. The DM 1.2 ETS doesn’t have any test that verifies nonce after the bootstrap. During TestFests, companies test bootstrap and then handshake the nonce again just to get the DM session going. However in realty, this lack of clarity creates a huge challenge as nonce mismatch can lead the handset to ignore the notification. As bootstrap message is always WBXML encoded, the nonce can be safely transported as bin. We propose to add clarification to bootstrap specification as detailed in this change proposal.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and approve for incorporation in the DM 1.2 Bootstrap specifications.
6 Detailed Change Proposal

6.1.1 Bootstrap Message Content

The content of a bootstrap message is an OMA DM message. However, it is a special package in many ways since it is not part of an ongoing OMA DM session but rather a one-time transfer of information. Hence, many of the elements needed to manage the session are superfluous in the context of bootstrapping, but they must still be included so that the message may be processed by the normal OMA DM client. 

All OMA DM bootstrap messages MUST be WBXML encoded.

OMA DM servers MUST NOT expect any Status for the command in a bootstrap package. An implicit acknowledgement of successful bootstrap can be concluded when the client connects to the server for the first management session.

A typical bootstrap message will set the values for the DMAcc management object defined in [DMSTDOBJ]. The nonce (AAUTHDATA) MUST be transported as bin.
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