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1 Overview

The OMA DM WG is currently discussing a new draft Work Item proposal in the area of management of Secure Elements. Below is a description of the WID proposal and requested actions by ETSI SCP. 
2 Proposal

The rationale for this draft OMA work item proposal is that while there is an existing mechanism to manage a UICC (i.e. ETSI TS 102 226) via OTA in an interoperable manner in GSM, UMTS and CDMA networks, there is no universal protocol that allows the same functionality for other types of Secure Elements.  A Secure Element could include, but is not limited to, a UICC, a smart card microcontroller embedded within the mobile terminal, or a smart card microcontroller embedded within removable media (MMC/SD) that could be present in the mobile terminal.  For secure elements, other than UICCs, proprietary solutions make it difficult for key players in the eco-system such as Service Operators, Card Associations, Card Issuers and Handset Manufacturers to implement this technology across various platforms and devices.
The planned deliverable for this Work Item proposal is to create a Management Object definition to facilitate the delivery and receipt of APDU (Application Protocol Data Units) commands and responses to and from a mobile terminal incorporating a Secure Element. The primary purpose of APDU commands and responses would be to facilitate the provisioning of an application (code and data) to a Secure Element. The Secure Element in the terms of this work item is an execution environment within a physically secure component that utilizes APDU as defined in ISO7816-4 as a high level transport mechanism. The Management Object provides an interface to a mobile device application that is able to interact with one or more secure elements on the device and provision application code and data to a specific secure element.

The application(s) that are envisaged to be provisioned in this standardized manner are the same applications that are being provisioned to secure elements utilizing a variety of other mechanisms. One example of such applications could be the same applications (payment, loyalty, transit, authentication etc) that are found on credit card sized smart cards. (Application provisioning of smart cards is typically performed within a physical environment. Taking into account a variety of existing contactless infrastructures for payment and transit, a contactless enabled mobile terminal could be used side-by-side with smart cards in these environments.).
The scope of the OMA draft work item proposal is to deliver an OMA DM compatible management object to provide an interface to a mobile device application that is able to interact with one or more secure elements on the device and provision application code and data to a specific secure element.  The timeframe for this work is to complete the management object definition by the end of year 2007.
3 Requested Action(s)

The Device Management WG requests the following:

· ETSI review the SEMO draft work item proposal
· Reply to the OMA DM WG with a review of any overlap between the draft SEMO work item proposal and the related SCP specifications dealing with remote file/application management on the UICC
· Assess whether or not SCP mechanisms may be reused to accomplish the intent of the draft SEMO work item
· Next steps or potential collaboration

4 Conclusion

The OMA DM Working Group thanks the ETSI SCP technical committee for their anticipated cooperation and any potential collaboration.
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