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1 Reason for Change

OMA DM v1.2 defines two profiles to bootstrap a device: CP Profile and DM Profile. Each of these profiles requires a different data format that in the case of smartcards calls for a different data repository (e.g. different EF_bootstrap file); and smartcards, as well as devices, can be manufactured with any (or both) of these profiles. The possible combinations, when the bootstrap from the smartcard is implemented, are currently:

	Case
	Profiles in the terminal

A double profile ensures that any smartcard can initialize the device
	Profiles in the smartcard

A double profile does not ensure that a given smartcard can initialize the device
	Bootstrap using…

	1
	CP
	CP + DM
	AC’s

	2
	CP
	CP
	AC’s

	3
	CP
	DM
	Not possible

	4
	DM
	CP + DM
	MO’s

	5
	DM
	CP
	Not possible

	6
	DM
	DM
	MO’s

	7
	CP + DM
	CP + DM
	AC’s or MO’s

	8
	CP + DM
	CP
	AC’s

	9
	CP + DM
	DM
	MO’s



From all these cases, dual-profile scenarios are represented in 1, 4 and 7. In these cases Management Authorities should have the possibility to assign a priority to the CP and DM profiles.
This contribution aims to facilitate the deployment of smartcard bootstrap providing a simple mechanism to establish the priority between the CP-bootstrap-data and the DM-bootstrap-data.

2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

Reduce interoperability issues when smart cards are used.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree on the proposed definition and apply it to the next bug-fix version of DM (i.e. v1.2.1)

6 Detailed Change Proposal

Change 1:  Mechanism to associate a priority to different profiles stored in a smartcard

D.1 File structure

The information format is based on [PKCS#15] specification. The bootstrap data are located under the PKCS#15 directory allowing the card issuer to decide the identifiers and the file locations. The smartcard operations that are relevant for the bootstrap operation include:

· Application selection

· Cardholder verification

· File access (select file, read, write)
The [PKCS#15] specification defines a set of files. Within the PKCS#15 application, the starting point to access these files is the Object Directory File (ODF). The EF(ODF) contains pointers to other directory files. These directory files contain information on different types of objects (authentication objects (PIN), data objects, etc).  For the purpose of DM bootstrap, EF (ODF) MUST contain the record describing the DODF-bootstrap. The EF(ODF) is described in section D.4.1 and [PKCS#15].

EF(ODF) contains pointers to one or more Data Object Directory Files (DODF) in priority order (i.e. the first DODF has the highest priority). Each DODF is regarded as the directory of data objects known to the PKCS#15 application. For the purposes of DM bootstrap, EF(DODF-bootstrap) contains pointer to the bootstrapping data object, namely DM_Bootstrap File. The EF(DODF-bootstrap) is described in section D.4.2 and [PKCS#15].

The provisioning files are stored as PKCS#15 opaque data objects. 

The support of DM smartcard bootstrap data will be indicated to the ME’s user agent, by the presence in the EF DIR (see [TS102.221]) of an application template as defined here after. 

The recommended format of EF(DIR) is a linear fixed record in order to be in line with  [TS102.221]. 

EF (DIR) MUST contain the application template used for a PKCS#15 application as defined in [PKCS15]. Application template MUST consist of Application identifier (tag 0x4F) and Path (tag 0x51) information. 

The EF(ODF) and EF(DODF-bootstrap) MUST be used by the ME to determine the path of the DM_Bootstrap file.

UICC smartcard platforms can support two modes of activation: 2G and 3G. UICC smartcard platform activated in a 2G mode has the logical characteristics of the SIM smartcard platform [TS151.011]. In that case, smartcard operation for accessing DM bootstrap data conform to the ones defined for the SIM as specified in section D.2.

UICC smartcard platform activated in a 3G mode has the physical and logical characteristics according to [TS102.221]. In that case, smartcard operations for accessing DM bootstrap data are specified in section D.3. 
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