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1 Reason for Change

This CR intends to add additional requirements for communication of customized (factory) bootstrap of DM accounts between client and server to address the following issue documented in the DM 1.x/2.x discussion:
Improve enrolment process for factory provisioned devices, eliminating bulk data transfer between factory and Management Authority.

Problem Statement:

The OMA DM version 1.2 Bootstrap document broadly defines two different ways to perform the bootstrap process:

· Customized bootstrap – Devices are loaded with DM bootstrap information at manufacture.  Also referred to as factory bootstrap.

· Server initiated bootstrap – Server sends out bootstrap information via some push mechanism, e.g., WAP Push or OBEX.  Server must be told the device address/phone number beforehand.

With factory bootstrap, there are a number of advantages.  
· Namely, all the information about the operator’s network and DM infrastructure is already in devices as they leave the factory.  
· Another advantage of the method is that it is very secure; there is no need to transport sensitive bootstrap information, e.g. over the air. 
One of the key disadvantages of the factory bootstrap method is that an out of band transfer of the bootstrapped device information must be made to the DM server by the device manufacturer.  This out of band transfer is out of scope for OMA DM.

The central piece of information that comprises the factory bootstrap data is the DM account, which contains credentials to support the DM protocol security (authentication and message integrity).  Some of the DM account credentials – i.e. Server Password, Client Password, and (Client) User Name, must be unique per device as required by the OMA DM security specification.   

The difficulty in supporting factory bootstrap provisioning of the DM account is that each device requires unique DM account information. The unique DM account information creates a burden on the device manufacturer such that each device must be provisioned with a unique account and that DM account must be tracked and communicated back to the DM server, for all devices. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG agree this CR.
DM 1.3 Technical Specification: CR(s) against DM Bootstrap 1.3 would be necessary to define a mechanism such as a well-known algorithm like a hash that supports the unique generation of the DM account credentials (required to be unique) and to include this material with the customized (factory) bootstrap.  The algorithms would then serve as the communication tool for describing the DM account information that is unique per device to the DM server, simplifying the out of band delivery of customized bootstrap information.
6 Detailed Change Proposal

Change 1:  Updated Requirements  
6.2 High-Level Functional Requirements

	Label
	Description
	Release
	Functional module

	DM-HLF-XXX
	The DM enabler SHALL specify a common mechanism to describe device and DM server unique parameters in DM Account used for factory bootstrapping.
	1.3
	


6.2.1.1 Authentication
	Label
	Description
	Release
	Functional module

	DM-SEC-XXX
	The factory bootstrap function MUST be able to authenticate the unique device and DM server parameters defined in DM Account.

	1.3
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