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1 Description

Background:
This WID addresses enhancements to DM based software download. Proposed enhancements are based on industry needs and recent gap analysis in the DMBCAST BoF. FUMO and SCOMO are examples enablers that use DM based software download. 

FUMO

The FUMO 1.0 Enabler was developed under the aegis of the Device Management WID (OMA-WID_0001-DeviceManagement-V1_1-20040206-A).  The Enabler moved to the Approved state in February 2007.
The FUMO 1.0 Enabler provides the following capabilities:

· firmware download operation

· firmware update operation

· the combined download & update operation is also supported
· tracking the firmware update state of a device

The firmware patch to be applied can be either sent directly in a DM message (by executing the Replace command, containing the firmware patch data, on the x/Update/PkgData node) or by invoking some alternate download mechanism, such as OMA Download.

SCOMO

The SCOMO 1.0 Enabler was developed under the aegis of the SCOMO WID (OMA-WID_0121-SCOMO-V1_0-20051130-A).  The Enabler moved to the Candidate state in November 2008.

The SCOMO 1.0 Enabler provides the following capabilities:

· software component download operation

· software component install/remove operation

· software component activate/deactivate operation

· the following combined operations are also supported: download & install, download & install inactive, install inactive
· tracking the state of deployment components and delivery packages
Deployment components can be delivered to the device either by sending directly in a DM message (by executing the Replace command containing the actual deployment component data on the /Inventory/Delivered/<X>/Data node) or by invoking some alternate download mechanism, such as OMA Download.
Description and Objectives of Work to be Undertaken (including Justification and Use Cases):
Image Server Initiated Secure Download
The recently concluded DMBCAST BoF identified a gap in the FUMO 1.0 and SCOMO 1.0 Enablers which prevents using a broadcast based alternate download mechanism with either of them.  The reason for this is that both FUMO and SCOMO assume that the download operation using an alternate download mechanism is always initiated by the client, which resides on the device.  While this is a valid assumption under most circumstances, it does not apply to the broadcast paradigm.

To leverage a broadcast based alternate download mechanism, the FUMO and SCOMO Enablers need to be enhanced so that if the device is in the proper state, the device can process secure software download initiated from a pre-designated image server.
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Figure 1: Download using a broadcast based alternate download mechanism

Figure 1 illustrates how a service provider can concurrently perform software download on a large number of devices.  In this example, the DM Server individually targets broadcast capable devices, using the OMA-DM protocol, to prepare them for them for the download operation at some later time.  At the designated time, the targeted terminals tune in to the broadcast channel that carries the software package.
The main advantage of this capability for the service providers is the saving in the network data traffic because the download packages are sent on the broadcast channel and multiple devices in a certain geographical area can tune in to the broadcast channel and receive the packages simultaneously.  This capability can also be extremely useful in the event where a security patch has to be applied to a large number of devices within a short time span.
Suspend and Resume of Download

In mobile device usage scenarios, connection breaks are quite possible and restarting the whole content delivery again is unnecessarily time consuming and some times it adds to the data connectivity costs due to redeliveries. This can be overcome through enhancing existing specifications to support suspend and resume capability, thereby enabling to resume a previously suspended large object delivery. This capability will not only benefit the end user in terms of time and cost savings, it will also benefit the service provider due to reduction in the network data traffic (since there is no need to retransmit the portion of data that was successfully transmitted previously).

This capability is useful in many scenarios including:

· device/user initiated session terminations
· memory usage exceeds a certain pre-defined threshold
· device battery running low
· voice calls affecting the data connectivity
· network/mobility related connection loss
Work Items:
The following enhancements to DM based software management enablers have been identified as work items for the SwM WID:
· support for secure alternate download mechanisms initiated by an image server
· support for download suspend and resume capability

· specification of the behaviour of the device if the device is not in the proper state for download
· changes to the state model to support the above mentioned capabilities

· defining mechanisms to control the flow of responses and alerts from the client to the server

· ensuring robust security mechanisms to prevent download of malicious and unauthorized software
· development of auxiliary management objects needed to support the above mentioned capabilities
Note:- The download protocol between the image server and the device is  outside the scope of this WID.

Existing Specifications or Documents Affected:
This WID will affect the following OMA-DM Enablers:
· FUMO

· additional nodes in the management object definition

· changes in the management object behaviour

· changes to the state model
· SCOMO

· additional nodes in the management object definition

· changes in the management object behaviour

· changes to the state model

· DM Security

· authentication, integrity, communication security etc.

Depending on how the downloaded package is obtained from the file carousel by the BCAST client, the DM Protocol architecture may also be affected.
Linked Affected OMA Groups and External Fora:
This WID will only affect the OMA-DM and OMA-BCAST Working Groups. Additionally, interaction with the following OMA WGs is expected:

· OMA-REQ

· guidance for requirements formulation
· OMA-ARC

· guidance for architecture and security issues
· OMA-IOP

· guidance for interoperability testing
· OMA-REL

· guidance for release planning and management
There will be no impact on any external fora and no interaction with any forum outside OMA is anticipated.
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
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Service Impacts:

Terminals and servers will need to be upgraded in order to use the new features envisaged in this WID.  Backward compatibility with FUMO 1.0 and SCOMO 1.0 will be assured through the use of versioning.
Architecture Impacts:

Some architectural impact to the FUMO and SCOMO Enablers is expected and it will be documented in the pertinent architecture documents.
Charging/Billing Impacts:

There are no perceived charging and/or billing impacts for this WID.

Security Impacts:

This WID is expected to define new security procedures for server initiated alternate download mechanisms to prevent malicious downloads that can adversely affect the functioning of the device.  These will be documented in the DM Security specification.
Privacy Impacts:

Since this WID deals with download initiated from an external server, there is no impact on privacy.

IOT Impacts:

Work with IOP-MEC and IOP working groups to arrange for proper IOT will be required.
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