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1 Overview

The DM WG would like to inform the Continua Health Alliance of ongoing activities as areas for possible cooperation in our related technical specifications. OMA DM is interested in addressing device management requirements and issues for the healthcare devices as it relates to leveraging OMA DM specifications.

2 Proposal

OMA is interested in maximizing synergies with other SDOs and minimizing overlap. Hence, we would like to understand if the Continua Health Alliance sees any lacking and/or overlapped functionalities of device management in the context of personalized health and wellness management.

1. OMA DM specifications
The OMA Device Management protocol provides a mechanism for managing mobile devices. The OMA DM technology can also be used in M2M environments.
“DM 1.2”

DM 1.2 is the latest OMA approved version of DM protocol. DM 1.2 provides following fundamental functionalities: 

· Parameter provisioning on the device

· Application software and system software provisioning on the device

· Management and provisioning object definition and delivery of device capabilities and configuration information to a management server

· Local and remote device diagnostics, and performance and fault management

DM enabler can be extended with adding support of the Management Objects (MOs). MOs are logical collections of related nodes that enable management operations on the Client device.
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At the left side of the picture we can find the device, with its internal resources. The device presents part of this information to the server that is on the right part. The way to do this is through Management Objects at the DM Tree.

DM WG standardized several MOs within OMA (see below), but any party (ex. SDO) can define their own Management Objects, and they can register those MOs at OMNA MO Registry.
The latest version of the DM 1.2 specifications can be found as the enabler release package below. 
http://member.openmobilealliance.org/ftp/Public_documents/DM/Permanent_documents/OMA-ERP-DM-V1_2_1-20080617-A.zip
“Firmware Update Management Object (FUMO)”

This MO enables firmware update of devices and gateways. FUMO 1.0 is the latest version fully specified and released. 
“Software Component Management Object (SCOMO)”

This MO enables software and application management on devices and gateways. SCOMO 1.1 is going to be approved as Candidate within few months.

“Diagnostics and Monitoring Management Object (DiagMon)”

This MO provides various diagnostics functions useful for devices and gateways. Here are few examples where DiagMon MO can be utilized:

· reading out battery status of remote devices

· reading out memory status of remote devices

· remote restart of the device

· retrieve device malfunction information (panic log)

· usage measurement (data volume, SMS, MMS)

· determine RF issues

DiagMon 1.1 is the latest Candidate version that includes the DiagMon Framework, Trap Framework and various DiagMon Functions. Work is ongoing on new functions in DiagMon 1.2 which is expected to be approved as Candidate Q1 2012.
“Device Capability Management Object (DCMO)”

This MO provides various means to control the capabilities of devices and gateways such as  switching on/off camera, GPS, allow/disallow attaching devices. Further device capability controls can be added to DCMO if needed.
“Lock and Wipe Management Object (LAWMO)”

This MO provides remote operations on devices such as lock/unlock device, list the available data that can be wiped from the Device, wipe device’s data. and trigger remotely a factory reset for the device.

“List Management Object (ListMO)

This MO lists the Management Objects supported by the device, thus, informing the server about the supported management objects within the device. 
“DM Client API Framework (DMClientAPIFw)” 

This enabler enables local device applications to access Management Objects on the device via API.

“Software and Application Control Management Object (SACMO)”
This MO enables scripting, whereby a series of DM commands may be conditionally executed on management objects in a device. After script execution the results are reported back to the server. SACMO avoids a series of individual client-server interactions, thus optimizing bandwidth usage.
2. Ongoing work items 
DM Working Group keeps working on meet new market need for device management.
Following work items are ongoing within the OMA DM WG.
“DM 1.3”

This is the new version of the DM protocol built-upon DM 1.x architecture. Besides various other improvements, DM 1.3 includes a new design of DM Notification Message as well as support of multiple management authorities. DM 1.3 supports device provisioning through Management Objects. DM 1.3 is expected to be approved as Candidate at the end of year 2011. The latest version of the DM 1.3 protocol can be found below. 
http://member.openmobilealliance.org/ftp/Public_documents/DM/DM-DM13/Permanent_documents/OMA-TS-DM_Protocol-V1_3-20111017-D.zip
“Gateway Management Object (GwMO)”

This MO will enable the management of devices not directly accessible to the OMA-DM server (e.g. low end devices with no IP connectivity or devices installed behind firewall). It supports the ability to fan-out commands from a DM server via a gateway to multiple end devices, and aggregates responses from multiple end devices in order to facilitate a consolidated response back to the DM server. It supports device clustering use case which are important in M2M scenarios. It also supports a DM server to send notifications to inaccessible devices. GwMO is expected to be approved as Candidate at the end of 2011. 
http://member.openmobilealliance.org/ftp/Public_documents/DM/DM-GWMO/Permanent_documents/OMA-TS-GwMO-V1_0-20111014-D.zip
“DM Next Generation (DM NG)”

This work item is targeted to improve the efficiency of the existing DM protocol as newly designed RESTful DM protocol, named “DM 2.0”. This protocol allows simpler implementations and more cost efficient servers reusing existing Management Objects which is designed for DM 1.x. 
The requirements definition and the architecture work have been nearly completed and work on the technical specification has started. DM NG is expected to be approved as Candidate at the end of year 2012.
http://member.openmobilealliance.org/ftp/Public_documents/TP/Permanent_documents/OMA-WID_0172-DM_NG-V1_1-20110407-A.zip 

“Lightweight M2M”

This work item is targeted to support a lightweight protocol for M2M for capability constrained devices. Its scope is more than just the device management functionalities but also includes service management.  This work item is currently in the requirements definition phase and is expected to be approved as Candidate at the end of year 2012. 

http://member.openmobilealliance.org/ftp/Public_documents/TP/Permanent_documents/OMA-WID_0246-LightweightM2M-V1_0-20110811-A.zip 

3 Requested Action(s)

1. Continua Health Alliance shares the information with OMA DM Working Group on your current work program for better understanding of your requirements.
2. 
3. 
4. Continua Health Alliance identifies the potential areas for collaboration with OMA DM WG, e.g. determine whether to define a Management Object for healthcare devices.
4 Conclusion

The OMA Device Management WG thanks the Continua Health Alliance for their anticipated response and future collaboration in the development of personalized health and wellness management solutions.
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