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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

Background:

OMA DM protocol is designed based on the approach where DM Server needs to query devices for their configuration and status, prior to send them DM requests, within the context of a management session. 
Policy Management Object (PolicyMO) v1.0 enables a more proactive approach where the devices are able to take management actions autonomously based on management policies.  These policies are predefined by the operator and downloaded into the devices.  Afterwards the devices will continuously evaluate the policies and make necessary management actions.  If the policy conditions are met, DM actions will be triggered. Possible DM actions include, but are not limited to: software management, firmware update, parameter configuration update and initiating a DiagMon procedure.

After execution, policy management results are reported to DM Server, using the Generic Alert mechanism.  

PolicyMO v1.0 model provides the following management capabilities: 

· Ability to specify a simple condition using predicates (Equals, Greater  than, Less than, etc.) 

· Ability to specify a simple action 

· Ability to combine simple conditions using logical operators (And, Or, Not, etc.) to define a compound condition 
· Ability to combine simple actions using logical operators (And, Or, Not, etc.) to define a compound action 

· Ability to specify management policies in terms of compound conditions and compound actions
· Ability of the device to continuously evaluate the policies and trigger actions if conditions are met. Device also should issue a Generic Alert to the Server containing the execution result or status of the management action performed, if applicable. 
Management Policy examples:  
"If the percentage of dropped calls in the last 24 hours exceeds 10% and the battery life is greater than 5%, run diagnostic test XYZ." 

"If ABC software version is less or equal V1.9 and battery life is greater than 15%, run software update to latest version ABC V2.0 and reset device." 
"If the time is between 9:00 a.m. and 10:30 a.m. or between 3:00 p.m. and 5:00 p.m., disable the camera and put the phone in vibrate mode." 

  Work Areas:

The Policy MO WID entails the following work areas:

· Review the Gap Analysis
· Review of SACMO and Scheduling to determine what parts (if any) can be reused or referenced.
· Capture related information from other organization´s requirements docs (such as 3GPP ANDS  Policy and Charging)
· Management of devices:
· Evaluation engine: Device continuously evaluates the policies and it triggers management actions if conditions were met. 
· MO Data model definition: Device should keep data model based on Management Objects (MOs) which will persist Policies, Conditions, Actions
· Framework  to support Operators to create and maintain their management policy
· Specify requirements, interfaces for tools to help Operators on PolicyMO settings
Issues this Work Item is Aimed to Solve:
The issues that the PolicyMO WID solves are:

· Increased network traffic allocated  to device management, as the number of OMA-DM devices increases 

· Increased cost of device management for operators, as the number of OMA-DM devices increases

· Server overhead by repeatedly querying devices about their information and statuses before starting managing them
· Difficulty for the operators to specify management policies and uniformly deploy them to the devices 
Market Benefits:

The PolicyMO WID provides the following market benefits:

· Reduction of  network costs thanks to the traffic reduction: devices will only notify server if  predefined conditions were met 

· Reduction of server capacity requirements allocated to device management: processing onus will be shifted from DM Server and distributed among  devices 

· Operators will experience increased uniformity and flexibility on defining policies and deploying  them to many devices at the same time

· Improved support to Monitoring, fault recovery, performance management : DM Server is notified earlier about critical client conditions:  in the current approach DM server will only get to know about those conditions after querying the client status and evaluate them
Expected Market Penetration:
By adopting a more proactive approach and shifting management onus from server to the devices, PolicyMO WID will enable even more market penetration for OMA-DM: Operators will be able to manage an increased number of devices using the same infrastructure – DM Server capacity and network bandwidth, if compared with the traditional DM approach. 
Complexity:

Complexity may be reduced by leveraging already specified DM functionality: PolicyMO borrows some ideas from SACMO and Scheduling, but gaps have been identified between those enablers and PolicyMO.
Time to Market:

By relieving Operators infrastructure and simplifying management tasks, the adoption of PolicyMO would allow them to keep expanding their bases. Considering that market need, work completion within a year would be ideal. 
Uniqueness:

Even thought PolicyMO borrows some ideas from SACMO and Scheduling, it presents an unique approach, closing  their gaps and simplifying the method of combining policy conditions and actions. 
Existing Specifications or Documents Affected:

The GwMO WID will work with the existing OMA-DM v1.x protocol.  There is no anticipated change needed for the OMA DM enabler to support this. 
Linked Work Items:

· OMA-DM 1.3

· OMA-DM 2.0

Linked Affected OMA Groups and External Fora

· OMA ARC

· OMA REQ
· OMA IOP

· OMA-SEC

· Other Groups as needed
2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 
Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_
3 Impacts
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Service Impacts:

Device side only
Architecture Impacts:

No impacts identified on existing DM1.3 enabler release architecture.  Impacts on future DM 2.0 to be investigated. 
Charging/Billing Impacts:

None expected

Security Impacts:

No impacts identified on existing DM1.3 security framework.  Impacts on future DM 2.0 to be investigated.

Privacy Impacts:

None expected

IOT Impacts:

To be evaluated how using URIs in conditions predicates might  affect IOPand ITS.
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