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1. Scope

This specification provides the Client profile of OMA Device Management. 

The Client Profile of OMA Device Management specifies a subset of the existing OMA Device Management v1.3 specifications. This specification contains tables with information on what features are mandated in the profile that MUST be implemented in order for a Device Client to claim conformance with the profile. 

This specification  is addressing deployment and operational considerations for constraint devices, and is re-using a subset of the OMA Device Management v1.3 functionality for this. It aims to reduce the effort and time needed to create Device Clients that could be used with existing OMA Device Management servers in all kind of environments including M2M.
.

2. References

2.1 Normative References

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_Bootstrap-V1_3. 
URL:http://www.openmobilealliance.org/ 

	[DMDICT]
	“OMA Device Management Dictionary, Version 1.0”. Open Mobile Alliance(. 
OMA-SUP-DM_Dictionary-v1_0.                                                          URL:http://www.openmobilealliance.org/ 

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.3”. Open Mobile Alliance(. OMA-DM_Notification-V1_3.
 URL:http://www.openmobilealliance.org/ 

	[DMPRO] 
	“OMA Device Management Protocol, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Protocol-V1_3. 
URL:http://www.openmobilealliance.org/ 

	[DMREPU]
	“OMA Device Management Representation Protocol, Version 1.3”. 
Open Mobile Alliance(. OMA-TS-DM_RepPro-V1_3.                                URL:http://www.openmobilealliance.org

	[DMSEC] 
	“OMA Device Management Security, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Security-V1_3. 
URL:http://www.openmobilealliance.org/

	[DMSESSREP]
	“OMA Device Management Sessionless Reporting, Version 1.3”, Open Mobile Alliance(. OMA-TS-DM_Sessionless_Reporting-V1_3.                                                                                                                                 URL:http://www.openmobilealliance.org/

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_3.  
URL:http://www.openmobilealliance.org/

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_TND-V1_3. 
URL:http://www.openmobilealliance.org/

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_TNDS-V1_3. 
URL:http://www.openmobilealliance.org/

	[HTTPBinding]
	“OMA Device Management HTTP Binding Specification”, Open Mobile AllianceTM, 
OMA-TS-DM_HTTPBinding-V1_3,                                                                     URL:http://www.openmobilealliance.org/

	[Meta]
	“OMA Device Management Meta Information”, Open Mobile Alliance(, OMA-TS-DM_DM_MetaInfo-V1_3,                                                                                                          URL:http://www.openmobilealliance.org/

	[PushBinding]
	“OMA Device Management Push Binding Specification”, Open Mobile AllianceTM, 
OMA-TS-DM_PushBinding-V1_3,                                                     URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, 
URL:http://www.ietf.org/rfc/rfc2119.txt 


2.2 Informative References
None
3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions
Kindly consult [DMDICT] for all definitions used in this document.
3.3 Abbreviations
Kindly consult [DMDICT] for all abbreviations used in this document.
4. Introduction

The Client Profile of OMA Device Management v1.3 defines a subset of the features that must be supported by any device client conforming to the profile. This profile does not change the individual features themselves in any way. This Client profile is a light version of the OMA Device Management 1.3 Client specification that could be used with existing OMA Device Management servers in all kind of environments including M2M.
4.1 Version 1.0

Version 1.0 of the Client Profile of OMA Device Management v1.3 defines a subset of the following specifications:
	Doc Ref
	Description

	[DMBOOT]
	OMA Device Management Bootstrap

	[DMNOTI]
	OMA Device Management Notification Initiated Session

	[DMPRO] 
	OMA Device Management Protocol

	[DMREPU]
	OMA Device Management Representation Protocol

	[DMSEC]
	OMA Device Management Security

	[DMSESSREP]
	OMA Device Management Sessionless Reporting 

	[DMSTDOBJ]
	OMA Device Management Standardized Objects

	[DMTND]
	OMA Device Management Tree and Description

	[DMTNDS]
	OMA Device Management Tree and Description Serialization

	[HTTPBinding]
	OMA Device Management HTTP Binding 

	[Meta]
	OMA Device Management Meta Information

	[PushBinding]
	OMA Device Management Push Binding


as specified in the following chapter. 
5. Client Profile of OMA Device Management
This section gives an overview in a form of tables of all DM features and their relations to the DM specifications. 

The section numbers in the column “Section” refer to sections in the DM specifications where more details about client features can be found. The column “Comments” gives some clarifications to the related client features.
The Client Profile for OMA Device Management Protocol defines a subset of the DM v1.3 features as listed below. The features can be mandatory or optional as per DM v1.3 specifications. However, this table shows only features that are mandatory to implement in the client for conformance with the profile. All features from DM v1.3 specifications deemed to be optional for this profile, have been removed.

	SCR Item  (to be deleted in final version)
	Required SCR  (to be deleted in final version)
	Specification and Chapter reference
	Function
	Req. for Client
	comment

	 
	 
	OMA Device Management Protocol, Version 1.3
	[DMPRO] 
	 Salvatore


	 


	DM-PRO-C-001-M
	 
	Section 6
	Support of Session Setup Phase
	M
	 

	DM-PRO-C-002-M
	 
	Section 6.1
	Support of Session Abort
	M
	 

	DM-PRO-C-003-O
	 
	Section 7
	Support of Multiple Messages
	M
	 

	DM-PRO-C-004-O
	DM-PRO-LO-C-001-P AND DM-PRO-LO-C-002-P AND DM-PRO-LO-C-003-O AND DM-PRO-LO-C-004-O AND DM-PRO-LO-C-005-O AND DM-PRO-LO-C-006-O AND DM-PRO-LO-C-008-O AND DM-PRO-LO-C-009-O AND DM-PRO-LO-C-010-O
	Section 8
	Support of Large Object Handling.
	O
	the feature is optional for the client and mandatory for the server

	DM-PRO-C-005-M
	 
	Section 6
	Support of Management Phase
	M
	 

	DM-PRO-C-006-M
	 
	Section 5
	Support for executing Management Commands
	M
	 

	DM-PRO-C-007-O
	(DM-PRO-UI-C-001-O OR DM-PRO-UI-C-002-O OR DM-PRO-UI-C-003-O OR DM-PRO-UI-C-004-O OR DM-PRO-UI-C-005-O) AND DM-PRO-UI-C-006-O
	Section 10
	Executing User Interaction Commands
	O
	 

	DM-PRO-C-008-M
	 
	Section 6.5
	Support for sending Status and Result after receiving Management Operations
	M
	 

	DM-PRO-C-009-M
	 
	Section 5
	Support for standard command Format and Status and Result reporting
	M
	 

	DM-PRO-C-010-O
	 
	Section 6.3
	Support for sending asynchronous data via client initiated Alerts
	M
	 

	DM-PRO-C-011-O
	DM-PRO-GAlert-C-001-O OR DM-PRO-GAlert-C-002-O
	Section 6.7
	Sending Generic Alert
	M
	 

	DM-PRO-Session-C-001-O
	 
	Section 5
	Support Server Notification
	M
	 

	DM-PRO-Session-C-002-M
	 
	Section 6.3
	Sending Client Initiation and Device Info (Package #1) including Final element 
	M
	 

	DM-PRO-Session-C-003-O
	 
	Section 6.3
	Sending Alert in the management session with data being either Client-Initiated 1201 or Server-Initiated 1200
	M
	 

	DM-PRO-Session-C-004-M
	 
	Section 6.3
	Sending Device Info in Replace Command in Package #1
	M
	 

	DM-PRO-Abort-C-001-O
	DM-PRO-Abort-C-004-O AND DM-PRO-Abort-C-005-O
	Section 6.1
	Sending Session Abort Alert
	M
	 

	DM-PRO-Abort-C-002-M
	 
	Section 6.1
	Receiving Session Abort Alert
	M
	 

	DM-PRO-Abort-C-003-O
	DM-PRO-Abort-C-001-O
	Section 6.1.2
	Session Abort message includes Status and Results of executed commands
	O
	 

	DM-PRO-Abort-C-004-O
	 
	Section 6.1.2
	Include Final in Message
	M
	 

	DM-PRO-Abort-C-005-O
	 
	Section 6.1.1
	Sender of Abort discards the response if response is received 
	M
	 

	DM-PRO-Mul-C-001-M
	 
	Section 7.2
	Last message within multiple messages must contain Final
	M
	 

	DM-PRO-Mul-C-002-M
	 
	Section 7.2
	If message that is not the last one within Multiple Messages then the Next Message or Abort Alert must be sent
	M
	 .

	DM-PRO-LO-C-001-O
	DM-PRO-LO-C-002-O AND DM-PRO-LO-C-003-O AND
DM-PRO-LO-C-004-O AND
DM-PRO-LO-C-005-O AND
DM-PRO-LO-C-006-O AND
DM-PRO-LO-C-008-O AND
DM-PRO-LO-C-009-O AND
DM-PRO-LO-C-010-O
	Section 8
	Support for Large Object
	O
	 

	DM-PRO-LO-C-002-O
	 
	Section 8
	Respond with Status 213 when a data chunk that is not the last one is received
	O
	 

	DM-PRO-LO-C-003-O
	 
	Section 8
	Management Commands inside Large Object are handled as Atomic
	O
	 

	DM-PRO-LO-C-004-O
	 
	Section 8
	While sending data chunks all chunks except the last one must include “MoreData”
	O
	 

	DM-PRO-LO-C-005-O
	 
	Section 8
	Data chunks must be sent in contiguous order without any new commands
	O
	 

	DM-PRO-LO-C-006-O
	 
	Section 8
	Data that fits into a single message must be sent in a single message
	O
	For DM Client this could be removed : if the DM Client does not support Large Object, every data is sent in a single message. 

	DM-PRO-LO-C-007-O
	DM-PRO-C-004-O
	Section 8
	Sending MaxObjSize to indicate size limitations for Package
	O
	 

	DM-PRO-LO-C-008-O
	 
	Section 8
	Never create packages bigger than the size the Server indicated in MaxObjSize
	O
	 

	DM-PRO-LO-C-009-O
	 
	Section 8
	Include Size in first data chunk
	O
	 

	DM-PRO-LO-C-010-O
	 
	Section 8
	Compare actual size and the Size value and report if not equal
	O
	 

	DM-PRO-LO-C-011-M
	 
	Section 8
	Indicate support for Large Object in DevDetail
	O
	 For DM Client this could be removed : DevDetail/LrgObj in StdObject TS is already Mandatory.

	DM-PRO-UI-C-001-O
	DM-PRO-UI-C-006-O
	Section 10.2.1
	Executing Display Alert
	O
	 

	DM-PRO-UI-C-002-O
	DM-PRO-UI-C-006-O
	Section 10.2.2
	Executing Confirm or Reject Alert
	O
	 

	DM-PRO-UI-C-003-O
	DM-PRO-UI-C-006-O
	Section 10.2.3
	Executing Text Input Alert
	O
	 

	DM-PRO-UI-C-004-O
	DM-PRO-UI-C-006-O
	Section 10.2.4
	Executing Single Choice Alert
	O
	 

	DM-PRO-UI-C-005-O
	DM-PRO-UI-C-006-O
	Section 10.2.4
	Executing Multiple Choice Alert
	O
	 

	DM-PRO-UI-C-006-O
	 
	Section 10.2
	Order of the Items MUST be used in the same order as in the DM message
	M
	 

	DM-PRO-GAlert-C-001-O
	DM-PRO-GAlert-C-003-O
	Section 6.7
	The Generic Alert has a relation to a Management Object
	M
	 

	DM-PRO-GAlert-C-002-O
	 
	Section 6.7
	The Generic Alert does not have a relation to a Management Object
	M
	 

	DM-PRO-GAlert-C-003-O
	 
	Section 6.7
	LocURI must reference the address to the corresponding Management Object
	M
	

	DM-PRO-GAlert-C-004-O
	DM-PRO-C-011-O
	Section 6.7.1.10
	Support for Correlator
	O
	 

	DM-PRO-GAlert-C-005-O
	DM-PRO-C-011-O
	Section 6.7.1.6
	Type must be included and it is RECOMMENDED to include URN or registered MIME-type as Type 
	M
	

	DM-PRO-GAlert-C-006-O
	DM-PRO-C-011-O
	Section 6.7.1.8
	Support for importance level, Mark
	O
	 

	 
	 
	OMA Device Management Representation Protocol, Version 1.3
	[DMREPU]
	 David
	 

	DMREPPRO-CUE-C-001-M
	 
	Section 7.1.2
	Support for ‘Chal’
	M
	 

	DMREPPRO-CUE-C-002-M
	 
	Section 7.1.3
	Support for ‘Cmd’
	M
	 

	DMREPPRO-CUE-C-003-M
	 
	Section 7.1.4
	Support for ‘CmdId’
	M
	 

	DMREPPRO-CUE-C-004-M
	 
	Section 7.1.5
	Support for ‘CmdRef’
	M
	 

	DMREPPRO-CUE-C-005-M
	 
	Section 7.1.6
	Support for ‘Cred’
	M
	 

	DMREPPRO-CUE-C-006-M
	 
	Section 7.1.10
	Support for ‘Final’
	M
	 

	DMREPPRO-CUE-C-007-M
	 
	Section 7.1.12
	Support for ‘LocName’
	M
	 

	DMREPPRO-CUE-C-008-M
	 
	Section 7.1.13
	Support for ‘LocURI’
	M
	 

	DMREPPRO-CUE-C-009-O
	 
	Section 7.1.14
	Support for ‘MoreData’
	O
	 

	DMREPPRO-CUE-C-010-M
	 
	Section 7.1.15
	Support for ‘MsgID’
	M
	 

	DMREPPRO-CUE-C-011-M
	 
	Section 7.1.16
	Support for ‘MsgRef’
	M
	 

	DMREPPRO-CUE-C-012-O
	 
	Section 7.1.21
	Support for sending ‘RespURI’
	O
	 

	DMREPPRO-CUE-C-013-M
	 
	Section 7.1.21
	Support for receiving ‘RespURI’
	M
	 

	DMREPPRO-CUE-C-014-M
	 
	Section 7.1.22
	Support for ‘SessionID’
	M
	 

	DMREPPRO-CUE-C-015-M
	 
	Section 7.1.24
	Support for ‘Source’
	M
	 

	DMREPPRO-CUE-C-016-M
	 
	Section 7.1.26
	Support for ‘SourceRef’
	M
	 

	DMREPPRO-CUE-C-017-M
	 
	Section 7.1.27
	Support for ‘Target’
	M
	 

	DMREPPRO-CUE-C-018-M
	 
	Section 7.1.29
	Support for ‘TargetRef’
	M
	 

	DMREPPRO-MIE-C-001-O
	DMREPPRO-DDE-C-005-O
	Section 7.4
	Support for ‘EMI’
	O
	 

	DMREPPRO-MIE-C-002-M
	DMREPPRO-DDE-C-005-O
	Section 7.4
	Support for ‘Format’
	M
	Can be deduced from node URI or Type, needed for interior nodes

	DMREPPRO-MIE-C-003-O
	DMREPPRO-DDE-C-005-O
	Section 7.4
	Support for sending ‘MaxMsgSize’
	M
	Useful for ressource constrained devices

	DMREPPRO-MIE-C-004-M
	DMREPPRO-DDE-C-005-O
	Section 7.4
	Support for receiving ‘MaxMsgSize’
	M
	Useful for ressource constrained devices

	DMREPPRO-MIE-C-005-O
	DMREPPRO-DDE-C-005-O
	Section 7.4
	Support for ‘MaxObjSize’
	O
	 

	DMREPPRO-MIE-C-006-M
	DMREPPRO-DDE-C-005-O
	Section 7.4
	Support for ‘MetInf’
	M
	 

	DMREPPRO-MIE-C-007-M
	DMREPPRO-DDE-C-005-O
	Section 7.4
	Support for ‘NextNonce’
	M
	 

	DMREPPRO-MIE-C-008-M
	DMREPPRO-DDE-C-005-O
	Section 7.4
	Support for ‘Size’
	M
	 

	DMREPPRO-MIE-C-009-M
	DMREPPRO-DDE-C-005-O
	Section 7.4
	Support for ‘Type’
	M
	Needed for Cred

	DMREPPRO-DDE-C-001-O
	DMREPPRO-PCE-C-007-O
	Section 7.3.4
	Support for sending ‘Correlator’
	O
	Asynchronous commands responses can still be correlated by other means

	DMREPPRO-DDE-C-002-O
	DMREPPRO-PCE-C-007-O
	Section 7.3.4
	Support for receiving ‘Correlator’
	O
	Asynchronous commands responses can still be correlated by other means

	DMREPPRO-DDE-C-003-O
	 
	Section 7.1
	Support for ‘Data’ element.
	M
	 

	DMREPPRO-DDE-C-004-O
	 
	Section 7.2
	Support for ‘Item’ element.
	M
	 

	DMREPPRO-DDE-C-005-O
	 
	Section 7.3
	Support for ‘Meta’ element.
	M
	Needed for Cred

	DMREPPRO-PCE-C-001-M
	 
	Section 7.6.2
	Support for sending ‘Alert’
	M
	 

	DMREPPRO-PCE-C-002-M
	 
	Section 7.6.12
	Support for ‘Replace’
	M
	 

	DMREPPRO-PCE-C-003-M
	 
	Section 7.6.1
	Support for receiving ‘Add’
	M
	 

	DMREPPRO-PCE-C-004-O
	 
	Section 7.6.3
	Support for receiving ‘Atomic’
	M
	 

	DMREPPRO-PCE-C-006-M
	 
	Section 7.6.5
	Support for receiving ‘Delete’
	M
	 

	DMREPPRO-PCE-C-007-O
	 
	Section 7.6.6
	Support for receiving ‘Exec’
	M
	 

	DMREPPRO-PCE-C-008-M
	 
	Section 7.6.7
	Support for receiving ‘Get’
	M
	 

	DMREPPRO-PCE-C-009-M
	 
	Section 7.6.15
	Support for receiving ‘Sequence’
	M
	 

	DMREPPRO-PCE-C-010-M
	 
	Section 7.6.13
	Support for sending ‘Results’
	M
	 

	DMREPPRO-Alert-C-001-O
	 
	Section 7.6.2
	Sending Client Event Alert
	M
	 

	DMREPPRO-WBXML-C-001-M
	 
	Section 6.2
	Support for receiving WBXML 1.1
	O
	 

	DMREPPRO-WBXML-C-002-M
	 
	Section 6.2
	Support for receiving WBXML 1.2
	O
	 

	DMREPPRO-WBXML-C-003-M
	 
	Section 6.2
	Support for receiving WBXML 1.3
	M
	 

	DMREPPRO-WBXML-C-004-M
	 
	Section 6.2
	Support for sending WBXML 1.1 or 1.2 or 1.3
	M
	WBXML 1.3 only

	DMREPPRO-XML-C-001-M
	 
	Section 5.3
	Support for namespace usage
	M
	 

	DMREPPRO-MIME-C-001-M
	DMREPPRO-MIME-C-002-O OR  DMREPPRO-MIME-C-003-O
	Section 5.4
	Support for MIME type for DM Message.
	M
	 

	DMREPPRO-WBXML-C-002-O
	 
	Section 6.1
	Support for  “application/vnd.syncml.dm+xml” MIME-type for DM Message. 
	M
	 

	DMREPPRO-WBXML-C-003-O
	 
	Section 6.1
	Support for “application/vnd.syncml.dm+wbxml” MIME-type for DM Message3
	M
	 

	DMREPPRO-IDS-C-001-M
	 
	Section 5.5
	Support for Identifiers, such as URI, URN and textualnames
	M
	 

	DMREPPRO-MCE-C-001-M
	 
	Section 7.2
	Support for SyncML.
	M
	 

	DMREPPRO-MCE-C-002-M
	 
	Section 7.2
	Support for SyncHdr.
	M
	 

	DMREPPRO-MCE-C-003-M
	 
	Section 7.2
	Support for SyncBody.
	M
	 

	DMREPPRO-PME-C-001-M
	 
	Section 7.5
	Support for ‘Status’ element.
	M
	 

	 
	 
	OMA Device Management Security, Version 1.3
	[DMSEC]
	 Axel


	 


	DM-SEC-C-001-M-O
	 
	Section 5.4 
	Client MUST authenticate itself to a Server 
	M
	 

	DM-SEC-C-002-M
	 
	Section 5.4   
	Client MUST authenticate a Server 
	M
	 

	DM-SEC-C-003-O
	 
	Section 5.3
	Support for transport layer authentication
	M
	 

	DM-SEC-C-004-O
	DM-SEC-C-004-O OR DM-SEC-C-007-O
	Section 5.3
	Support for the different layer authentication
	O
	 

	DM-SEC-C-005-O
	 
	Section 5.4
	Send credentials to Server
	M
	 

	DM-SEC-C-006-O
	 
	Section 5.4
	Challenge Server
	M
	 

	DM-SEC-C-007-O
	DM-SEC-C-008-O AND DM-SEC-C-010-O
	Section 5.3
	Support for application layer authentication
	M
	 

	DM-SEC-C-008-O
	 
	Section 5.4
	Support for OMA DM syncml:auth-md5 type authentication
	M
	 

	DM-SEC-C-009-O
	 
	Section 5.4.5
	Accept challenges from Server that has not yet been successfully authenticated
	O
	 

	DM-SEC-C-010-O
	DM-SEC-C-011-O AND DM-SEC-C-012-O
	Section 5.6
	Integrity checking  using HMAC- SHA256
	M
	 

	DM-SEC-C-011-O
	 
	Section 5.6.1
	Inserting  HMAC in  transport 
	O
	 

	DM-SEC-C-012-O
	 
	Section 5.6.1
	Using HMAC for all subsequent messages
	O
	 

	DM-SEC-C-018-O
	DM-SEC-C-019-O OR DM-SEC-C-020-O
	Section 5.10.2.1
	Bootstrap Security for Bootstrap via DM Profile
	M
	 

	DM-SEC-C-019-O
	DM-SEC-C-021-O
	Section 5.10.2.3
	Transport neutral security for Bootstrap via DM Profile
	M
	 

	DM-SEC-C-020-O
	 
	Section 5.10.2.1
	Transport layer security for Bootstrap via DM Profile
	M
	mandatory - check if any dependency

	DM-SEC-C-021-O
	 
	Section 5.10.2.3
	Use of NETWORKID,  USERPIN, or USERPIN_NETWORKID when Bootstrapping via DM Profile
	O
	to verify and we will have to add a comment

	DM-SEC-C-022-M
	 
	Section 5.10.2.3.1
	Support of NETWORKID method in Bootstrap via DM Profile
	M
	 

	DM-SEC-C-023-M
	 
	Section 5.10.2.3.1
	Support of USERPIN method in Bootstrap via DM Profile
	O
	no UI

	DM-SEC-C-024-O
	 
	Section 5.10.2.3.1
	Support of USERPIN_NETWORKID method in Bootstrap via DM profile
	O
	no UI

	 
	 
	OMA Device Management Tree and Description, Version 1.3
	[DMTND]
	 Mohammed


	 


	DMTND-Prop-C-001-M
	 
	Section 8.2
	Support for the ACL property
	M
	 

	DMTND-Prop-C-002-M
	 
	Section 8.2
	Support for the Format property
	M
	 

	DMTND-Prop-C-003-M
	 
	Section 8.2
	Support for the Name property
	M
	 

	DMTND-Prop-C-004-O
	 
	Section 8.2
	Support for the Size property in Leaf Nodes
	O
	 

	DMTND-Prop-C-005-M
	 
	Section 8.2
	No support for the Size property in Interior Nodes
	M
	 

	DMTND-Prop-C-006-O
	 
	Section 8.2
	Support for the Title property
	O
	 

	DMTND-Prop-C-007-O
	 
	Section 8.2
	Support for the TStamp property
	O
	 

	DMTND-Prop-C-008-M
	 
	Section 8.2
	Support for the Type property
	M
	 

	DMTND-Prop-C-009-O
	 
	Section 8.2
	Support for the VerNo property
	O
	 

	DMTND-Prop-C-010-O
	 
	Section 9.1
	Support Get?list=Struct
	O
	 

	DMTND-Prop-C-011-O
	 
	Section 9.1
	Support Get?list=StructData
	M
	 

	DMTND-Prop-C-012-O
	 
	Section 9.1
	Support Get?list=TNDS
	O
	 

	DMTND-Prop-C-013-O
	 
	Section 9.1
	Support Get?list=MORoot
	M
	 

	DMTND-Prop-C-014-O
	 
	Section 9.1
	Support Get?list=MORootData
	M
	 

	DMTND-Prop-C-015-M
	 
	Section 7.2
	Support Relative URI Addressing Mechanism
	M
	 

	 
	 
	OMA Device Management Tree and Description Serialization, Version 1.3
	[DMTNDS]
	 David


	 


	DM-TNDS-C-001-M
	 
	Section 5.3
	Support of Encoding a TNDS object
	M
	 

	DM-TNDS-C-002-M
	 
	Section 5.3
	Support of Decoding a TNDS object
	M
	 

	 
	 
	OMA Device Management Standardized Objects, Version 1.3
	[DMSTDOBJ]
	 Salvatore


	 


	SCR-DM-STDOBJ-C-001-M
	 
	Section 5.3.2
	Support of DevInfo object
	M
	 

	SCR-DM-STDOBJ-C-002-M
	 
	Section 5.3.3
	Support of DevDetail Object
	M
	 

	SCR-DM-STDOBJ-C-003-M
	 
	Section 5.3.1
	Support of DM Account Object
	M
	 

	SCR-DM-STDOBJ-C-004-M
	 
	Section 5.3.4
	Support of Inbox Object
	M
	 

	 
	 
	OMA Device Management Bootstrap, Version 1.3
	[DMBOOT]
	 Axel


	 


	DM-BOOT-C-001-M
	 
	Section 5.1.2
	Support for at least one bootstrap mechanism
	M
	 

	DM-BOOT-C-002-O
	ProvBoot:ProvBoot-B-C-001 AND DM-BOOT-C-004
	Section 5.3
	Support for OMA Client Provisioning Profile
	O
	 

	DM-BOOT-C-003-M
	 
	Section 5.3
	Support for OMA Device Management Profile
	M
	 

	DM-BOOT-C-004-O
	 
	Section 5.4.4
	Provisioning Content granted Get, Replace and Delete ACL rights to ServerID in w7
	O
	 

	DM-BOOT-C-005-O
	DM-BOOT-C-006-O
	Section 5.4.6
	Support for OMA Client Provisioning Profile AND OMA Device Management
	O
	 

	DM-BOOT-C-006-O
	 
	Section 5.4.6
	Map w7, NAPDEF (if supported) and PROXY (if supported) to management tree
	O
	 

	DM-BOOT-C-007-O
	DM-BOOT-C-008-O
	Section 5.5.6
	Device supports a Smartcard
	M
	if the device supports the smartcard

	DM-BOOT-C-008-O
	 
	Section 5.5.6
	DM Client is capable of detecting, retrieving, and processing DM Profile bootstrap data from the Smartcard
	M
	if the device supports the smartcard

	DM-BOOT-C-009-O
	DM-BOOT-C-010-O AND DM-BOOT-C-013-O
	Section 5.5.6
	Smartcard bootstrap function is enabled by DM client and the smartcard has not been rejected by the device
	M
	if the device supports the smartcard

	DM-BOOT-C-010-O
	 
	Section 5.5.6
	Device retrieves bootstrap data from the Smartcard and applies it to the device configuration
	M
	if the device supports the smartcard

	DM-BOOT-C-011-M
	 
	Section 5.5
	Support for embedded WBXML encoded TNDS objects and normal TNDS objects
	M
	 

	DM-BOOT-C-012-M
	 
	Section 5.5
	Support for Inbox
	M
	 

	DM-BOOT-C-013-O
	 
	Section 5.5.6
	DM Client removes the DM Server’s information from the Device Management Tree if they are no longer stored on the smartcard when the device is switched on
	O
	add a guideline note: For security reason: case of a stolen device.

	DM-BOOT-C-014-O
	DM-BOOT-C-015-O
	Section 5.5.7
	Device supports SCWS and HTTPS
	M
	 

	DM-BOOT-C-015-O
	 
	Section 5.5.7
	Device retrieves Bootstrap Message from Smartcard URL using HTTPS Get
	M
	 

	DM-BOOT-C-016-M
	 
	Section 5.5
	Support for WBXML encoded DM Bootstrap Messages
	M
	 

	BOOTCFGMO-T-001-O
	BOOTCFGMO-T-002-O AND BOOTCFGMO-T-004-O
	Section 6.3
	Use of  appropriate Management Object identifier 
	M
	 

	BOOTCFGMO-T-002-O
	 
	Section 6.3
	Support for Required nodes under root node
	M
	 

	BOOTCFGMO-T-003-O
	BOOTCFGMO-T-001-O
	Section 6.3
	Support for Optional nodes
	O
	 

	BOOTCFGMO-T-004-O
	 
	Section 6.3
	Support for Required nodes under an Optional node if the Optional node is supported
	O
	 

	BOOTCFGMO-C-001-M
	 
	Section 6.3
	Support to allow discovery of DM Bootstrap Server
	O
	 

	BOOTCFGMO-C-002-M
	 
	Section 6.3
	Support to inhibit discovery of DM Bootstrap Server
	O
	 

	BOOTCFGMO-C-003-M
	 
	Section 6.3
	Support a smartcard to retrieve the Bootstrap Server URL from the smartcard.
	M
	 

	BOOTCFGMO-S-001-M
	 
	Section 6.3
	Support for the Bootstrap Config Management Object
	M
	 

	 
	 
	OMA Device Management Meta Information
	[Meta]
	 David


	 


	DSDM-METINF-C-001-M
	DSDM-METINF-C-007-M AND DSDM-METINF-C-013-M
	Section 5.2.1
	Support for Anchor element
	O
	

	DSDM-METINF-C-002-O
	 
	Section 5.2.2
	Support for EMI element
	O
	 

	DSDM-METINF-C-003-O
	 
	Section 5.2.3
	Support for FieldLevel element
	O
	 

	DSDM-METINF-C-004-M
	 
	Section 5.2.4
	Support for Format element
	M
	Can be deduced from node URI, needed for interior nodes.

	DSDM-METINF-C-005-O
	 
	Section 5.2.5
	Support for FreeID element
	O
	 

	DSDM-METINF-C-006-O
	 
	Section 5.2.6
	Support for FreeMem element
	O
	 

	DSDM-METINF-C-007-M
	 
	Section 5.2.7
	Support for Last element
	O
	 

	DSDM-METINF-C-008-O
	 
	Section 5.2.8
	Support for Mark element
	O
	 

	DSDM-METINF-C-009-O
	 
	Section 5.2.9
	Support for MaxMsgSize element
	M
	Useful for ressource constrained devices

	DSDM-METINF-C-010-O
	 
	Section 5.2.10
	Support for MaxObjSize element
	O
	 

	DSDM-METINF-C-011-O
	DSDM-METINF-C-005-O AND DSDM-METINF-C-006-O AND DSDM-METINF-C-015-O
	Section 5.2.11
	Support for Mem element
	O
	 

	DSDM-METINF-C-012-M
	DSDM-METINF-C-001-M AND DSDM-METINF-C-004-M AND DSDM-METINF-C-014-M AND DSDM-METINF-C-017-M AND DSDM-METINF-C-018-M
	Section 5.2.12
	Support for MetInf element
	M
	 

	DSDM-METINF-C-013-M
	 
	Section 5.2.13
	Support for Next element
	O
	 

	DSDM-METINF-C-014-M
	 
	Section 5.2.14
	Support for NextNonce element
	M
	 

	DSDM-METINF-C-015-O
	 
	Section 5.2.15
	Support for SharedMem element
	O
	 

	DSDM-METINF-C-016-O
	 
	Section 5.2.16
	Support for Size element
	M
	 

	DSDM-METINF-C-017-M
	 
	Section 5.2.17
	Support for Type element
	M
	Needed for Cred

	DSDM-METINF-C-018-M
	 
	Section 5.2.18
	Support for Version element
	O
	 

	 
	 
	OMA Device Management Notification Initiated Session, Version 1.3
	[DMNOTI]
	 PH


	 


	SCR-DM-NOTI-C-001-M
	 
	Section 5
	Support of Server-Alerted Management Session
	M
	 

	SCR-DM-NOTI-C-002-M
	 
	Section 6
	Receiving Notification message
	M
	 

	SCR-DM-NOTI-C-003-M
	 
	Section 6
	Support DM 1.2 format Notification message
	O
	 

	SCR-DM-NOTI-C-004-M
	 
	Section 6
	Support DM 1.3 format Notification message
	M
	if this profile does not use any DM 1.3 format notification message feature then it should go RED

	SCR-DM-NOTI-C-005-M
	 
	Section 6.1
	Support of Message headers
	M
	 

	SCR-DM-NOTI-C-006-M
	 
	Section 6.4.1
	VER value for this version of notification is 0x01
	M
	 

	SCR-DM-NOTI-C-007-O
	 
	Section 6.4.4
	Implementation of User Interaction Mode recommendation
	O
	 

	SCR-DM-NOTI-C-008-M
	 
	Section 6.4.9
	Usage of SESSIONID while connecting to the DM Server
	M
	 

	SCR-DM-NOTI-C-009-O
	 
	Section 6.4.10
	Ignore notification message older than the number of days specified in TIMEOUT
	M
	 

	SCR-DM-NOTI-C-010-M
	 
	Section 6.5.1
	Support of Server Identifier Option
	O
	 

	SCR-DM-NOTI-C-011-O
	 
	Section 6.5.2
	Support of Target MO Option
	O
	 

	SCR-DM-NOTI-C-012-O
	 
	Section 6.5.3
	Support of Vendor Specific Information Option
	O
	 

	SCR-DM-NOTI-C-013-M
	 
	Section 6.5.3
	Support of Requested MO Option
	O
	 

	SCR-DM-NOTI-C-014-O
	SCR-DM-NOTI-C-014-O
	Section 6.5.4
	Support of Reason for Connection Option
	O
	 

	SCR-DM-NOTI-C-015-O
	 
	Section 6.5.4
	Display information contained in Reason for Connection Option
	O
	 

	SCR-DM-NOTI-C-016-M
	 
	Section 6.5.3
	Support of Preferred Bearer Option
	O
	 

	SCR-DM-NOTI-C-017-O
	 
	Section 6.5.3
	Usage of bearer indicated by Preferred Bearer Option
	O
	 

	SCR-DM-NOTI-C-018-M
	 
	Section 6.6
	Support of Digest payload
	O
	 

	SCR-DM-NOTI-C-019-M
	 
	Section 6.6
	Ignore message with bad digest
	O
	 

	SCR-DM-NOTI-C-020-O
	 
	Section 7.1
	Support WAP Push
	M
	 

	SCR-DM-NOTI-C-021-O
	 
	Section 7.2
	Support OBEX Push
	O
	 

	SCR-DM-NOTI-C-022-O
	 
	Section 7.3
	Support SIP Push
	O
	 

	SCR-DM-NOTI-C-023-O
	 
	Section 7.4
	Support HTTP Push
	M
	 

	 
	 
	OMA Device Management Sessionless Reporting, Version 1.3
	[DMSESSREP]
	 PH


	 


	DM-SR-C-001-M
	 
	Section 5.1
	Support for OMA Sessionless Reporting.
	M
	 

	DM-SR-C-002-M
	 
	Section 5.1
	Alert Code MUST be 1230.
	M
	 

	DM-SR-C-003-M
	 
	Section 5.1
	Alert MUST contain only one Item.
	M
	 

	DM-SR-C-004-M
	 
	Section 5.1
	Data MUST be CDATA escaped in Item/Data element.
	M
	 

	DM-SR-C-005-M
	 
	Section 5.1
	Meta, Type and Format MUST be specified.
	M
	Can be deduced from node URI

	DM-SR-C-006-M
	 
	Section 5.1
	Sessionless Report Message MUST include Cred element.
	O
	

	DM-SR-C-007-M
	 
	Section 5.1
	Sessionless Report Message body MUST contain only Sessionless Report Alerts.
	M
	 

	DM-SR-C-008-M
	 
	Section 5.1
	If authentication scheme requires a nonce, the last nonce used with the DM Server MUST be used.
	O
	

	 
	 
	OMA Device Management HTTP Binding Specification
	[HTTPBinding]
	 Mohammed
	 

	DSDM-HTTP-C-001-O
	DSDM-HTTP-C-005-O AND DSDM-HTTP-C-010-O AND DSDM-HTTP-C-015-O AND DSDM-HTTP-C-019-O AND DSDM-HTTP-C-020-O AND DSDM-HTTP-C-037-O
	Section 4
	Support for HTTP Client
	M
	 

	DSDM-HTTP-C-002-O
	 
	Section 5.3.1
	Support for OPTIONS Method
	O
	 

	DSDM-HTTP-C-003-O
	 
	Section 5.3.1
	Support for GET Method
	O
	This command is not used for DM protocol. Only mapped on POST. 

	DSDM-HTTP-C-004-O
	 
	Section 5.3.1
	Support for HEAD Method
	O
	 

	DSDM-HTTP-C-005-O
	 
	Section 5.3.1
	Support for POST Method
	M
	 

	DSDM-HTTP-C-006-O
	 
	Section 5.3.1
	Support for PUT Method
	O
	 

	DSDM-HTTP-C-007-O
	 
	Section 5.3.1
	Support for DELETE Method
	O
	 

	DSDM-HTTP-C-008-O
	 
	Section 5.3.1
	Support for TRACE Method
	O
	 

	DSDM-HTTP-C-009-O
	 
	Section 5.3.1
	Support for CONNECT Method
	O
	Optional in DM spec. 

	DSDM-HTTP-C-010-O
	 
	Section 5.3.2
	Support for Cache-Control General Header
	M
	 

	DSDM-HTTP-C-011-O
	 
	Section 5.3.2
	Support for Connection General Header
	O
	 

	DSDM-HTTP-C-049-O
	 
	Section 5.3.2
	Support for Content-Encoding Header
	O
	 

	DSDM-HTTP-C-012-O
	 
	Section 5.3.2
	Support for Date General Header
	O
	 

	DSDM-HTTP-C-013-O
	 
	Section 5.3.2
	Support for Pragma General Header
	O
	 

	DSDM-HTTP-C-014-O
	 
	Section 5.3.2
	Support for Trailer General Header
	O
	 

	DSDM-HTTP-C-015-O
	 
	Section 5.3.2
	Support for Transfer-Encoding General Header
	M
	 

	DSDM-HTTP-C-016-O
	 
	Section 5.3.2
	Support for Upgrade General Header
	O
	 

	DSDM-HTTP-C-017-O
	 
	Section 5.3.2
	Support for Via General Header
	O
	 

	DSDM-HTTP-C-018-O
	 
	Section 5.3.2
	Support for Warning General Header
	O
	 

	DSDM-HTTP-C-019-O
	 
	Section 5.3.3
	Support for Accept Request Header
	M
	 

	DSDM-HTTP-C-020-O
	 
	Section 5.3.3
	Support for Accept-Charset Request Header
	M
	 

	DSDM-HTTP-C-021-O
	 
	Section 5.3.3
	Support for Accept-Encoding Request Header
	O
	 

	DSDM-HTTP-C-022-O
	 
	Section 5.3.3
	Support for Accept-Language Request Header
	O
	 

	DSDM-HTTP-C-023-O
	 
	Section 5.3.3
	Support for Authorization Request Header
	M
	 

	DSDM-HTTP-C-024-O
	 
	Section 5.3.3
	Support for Expect Request Header
	O
	 

	DSDM-HTTP-C-025-O
	 
	Section 5.3.3
	Support for From Request Header
	O
	 

	DSDM-HTTP-C-026-O
	 
	Section 5.3.3
	Support for Host Request Header
	O
	 

	DSDM-HTTP-C-027-O
	 
	Section 5.3.3
	Support for If-Match Request Header
	O
	 

	DSDM-HTTP-C-028-O
	 
	Section 5.3.3
	Support for If-Modified-Since Request Header
	O
	 

	DSDM-HTTP-C-029-O
	 
	Section 5.3.3
	Support for If-None-Match Request Header
	O
	 

	DSDM-HTTP-C-030-O
	 
	Section 5.3.3
	Support for If-Range Request Header
	O
	 

	DSDM-HTTP-C-031-O
	 
	Section 5.3.3
	Support for If-Unmodified-Since Request Header
	O
	 

	DSDM-HTTP-C-032-O
	 
	Section 5.3.3
	Support for Max-Forwards Request Header
	O
	 

	DSDM-HTTP-C-033-O
	 
	Section 5.3.3
	Support for Proxy-Authorization Request Header
	O
	 

	DSDM-HTTP-C-034-O
	 
	Section 5.3.3
	Support for Range Request Header
	O
	 

	DSDM-HTTP-C-035-O
	 
	Section 5.3.3
	Support for Referer Request Header
	O
	 

	DSDM-HTTP-C-036-O
	 
	Section 5.3.3
	Support for TE Request Header
	O
	 

	DSDM-HTTP-C-037-O
	 
	Section 5.3.3
	Support for User-Agent Request Header
	M
	 

	DSDM-HTTP-C-038-O
	 
	Section 5.3.4
	Support for Accept-Ranges Response Header
	O
	 

	DSDM-HTTP-C-039-O
	 
	Section 5.3.4
	Support for Age Response Header
	O
	 

	DSDM-HTTP-C-040-O
	 
	Section 5.3.4
	Support for Allow Response Header
	O
	 

	DSDM-HTTP-C-041-O
	 
	Section 5.3.4
	Support for Authentication-Info Response Header
	M
	 

	DSDM-HTTP-C-042-O
	 
	Section 5.3.4
	Support for Etag Response Header
	O
	 

	DSDM-HTTP-C-043-O
	 
	Section 5.3.4
	Support for Location Response Header
	O
	 

	DSDM-HTTP-C-044-O
	 
	Section 5.3.4
	Support for Proxy-Authenticate Response Header
	O
	 

	DSDM-HTTP-C-045-O
	 
	Section 5.3.4
	Support for Retry-After Response Header
	O
	 

	DSDM-HTTP-C-046-O
	 
	Section 5.3.4
	Support for Server Response Header
	O
	 

	DSDM-HTTP-C-047-O
	 
	Section 5.3.4
	Support for Vary Response Header
	O
	 

	DSDM-HTTP-C-048-O
	 
	Section 5.3.4
	Support for WWW-Authenticate Response Header
	M
	 

	DSDM-HTTP-C-049-O
	DSDM-HTTP-C-050-O AND DSDM-HTTP-C-051-O AND
DSDM-HTTP-C-054-O
	Section 5.4
	Support HTTP
	M
	 

	DSDM-HTTP-C-050-O
	 
	Section 5.4
	Identifying that the Server is using TLS1.0 or TLS1.1 or SSL3.0 or PSK-TLS or TLS1.2
	M
	 Required dependency in DM spec (previous line)

	DSDM-HTTP-C-051-O
	 
	Section 5.4
	Use at least one of the security mechanisms of SSL3.0, TLS1.0, TLS 1.1, TLS1.2 or PSK-TLS
	M
	Recommend to support TLS 1.1

	DSDM-HTTP-C-052-O
	 
	Section 5.4
	Support for at least one cipher suite, when using SSL3.0: 
	O
	 

	
	
	
	SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	O
	we must pick ONE if SSL3.0 is chosen

	DSDM-HTTP-C-053-O
	 
	Section 5.4
	Support for at least one cipher suite, when using PSK-TLS: 
	O
	 

	
	
	
	TLS_PSK_WITH_AES_128_GCM_SHA256 , TLS_DHE_PSK_WITH_AES_128_GCM_SHA256, TLS_RSA_PSK_WITH_AES_128_GCM_SHA256, TLS_PSK_WITH_AES_128_CBC_SHA256, TLS_DHE_PSK_WITH_AES_128_CBC_SHA256, TLS_RSA_PSK_WITH_AES_128_CBC_SHA256
	O
	we must pick ONE if PSK-TLS is chosen

	DSDM-HTTP-C-054-O
	 
	Section 5.4
	Support for TLS1.1
	M
	As TLS 1.1 is chosen

	 
	 
	OMA Device Management Push Binding Specification
	[PushBinding]
	 Ram, Norio


	 


	DM-PUSH-C-001-O
	DM-PUSH-C-002-O OR 
DM-PUSH-C-003-O OR 
DM-PUSH-C-004-O OR 
DM-PUSH-C-005-O OR 
DM-PUSH-C-006-O 
	Section 4
Section 5

	Support for Push Client
	M
	 

	DM-PUSH-C-002-O
	 
	Section 5.1
	Support for Non-secure Push Protocol over WSP
	O
	Ram will check

	DM-PUSH-C-003-O
	 
	Section 5.1
	Support for Secure Push Protocol over WSP 
	M
	Ram will check 

	DM-PUSH-C-004-O
	 
	Section 5.2
	Support for Push Protocol over SIP
	O
	 

	DM-PUSH-C-005-O
	DM-PUSH-C-007-O
	Section 5.3
	Support for Push Protocol over HTTP
	M
	 

	DM-PUSH-C-006-O
	DM-PUSH-C-008-O
	Section 5.4
	Support for Push Over OBEX
	O
	 

	DM-PUSH-C-007-O
	 
	Section 5.3
	Support for HTTP security
	M
	 

	DM-PUSH-C-008-O
	 
	Section 5.4
	Support for OBEX security
	O
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