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1 Reason for Change

The whitepaper is nearing completion.  This CR is intended to clean up the language of the document, and re-arrange some of the more awkward sections.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree to this CR, and allow the whitepaper to be updated.
6 Detailed Change Proposal

Change 1:  Section 3.2, Definitions
Add in the following defintion:
	Management Authority
	A DM Server with the appropriate authority to gain access to a DM Client.

	
	

	
	


Change 2:  Section 4, Introduction
This whitepaper was created to document the best practices for creation of new Management Objects (MO) and Application Characteristics (AC). In addition to the best practices, this whitepaper will give some guidance of the processes and structures associated to the MOs and ACs, as well as the object registration process in OMA.

OMA DM specifications define the syntax and semantics of the OMA DM protocol, as well as the syntax for MOs. OMA CP [CP] specifications define the syntax for ACs. It is worth noting that the usefulness of ACs and MOs would be limited if different devices required different data formats and displayed different behaviours.

The creation of MOs and ACs allows Management Authorities to configure and update many settings in a device. To avoid the situation where each mobile terminal vendor defines a specialized and non-standard arrangement for managing device parameters, this specification tries to present some guidance on the process of creating Management Objects and Application Characteristics to permit the standardized representation of device parameters in mobile terminals.

Creating an Standardized MO will allow the market to have a standardized way to present the information when using DM. This will avoid interoperability problems, since the information will be presented in a consistent way through the different devices.
Change 3:  Section 4.1, Introduction to DM
7.1 Introduction to DM
OMA Device Management consists of two stages:

· Stage One - Bootstrap 

Bootstrap can move a device from an un-provisioned, empty state, to a state where it is able to initiate a management session to a DM server. DM clients that have already been bootstrapped can be further bootstrapped to enable the device to initiate a management session to new DM servers.  In addition to basic connectivity information, device and User Application settings can also be configured during the bootstrap process.  

This can be done in three primary ways:

· Factory Provisioning: The manufacturer includes the device management server configuration at the time the device is manufactured.

· DM Profile: In this case the server sends to the device directly a Management Object, or the device reads the bootstrap information from the available smartcard.

· OMA CP Profile: In this case the server sends to the device and AC, that can later be mapped into a MO, or the device reads the bootstrap information from the available smartcard.

· Stage Two – Continuous Provisioning
Continuous provisioning is the process by which the device is provisioned, via the OMA DM server, with further information after the device is bootstrapped. 

Currently, DM technology allows a device to present the information stored on the device to an external server, in case the external server has sufficient rights to do this.

Change 4:  Section 4.1.1 Introduction to DM Enablers
DM is currently developing some enablers that will use DM 1.2 as a baseline and that will enhance the functionalities provided by DM 1.2. 

In this section there is a brief description of this enablers that will give the reader some ideas of the possible contents that an application MO may have that will later be able to control with the different enablers.

· DM Diagnosis and Monitoring:

· Allow Management Authority to solve possible problems at the device.

· Allows the Management Authority to set up Monitoring TRAPs to monitor the device.

· DM Scheduling:

· Allows a Management Authority to schedule tasks on a device.

· Allows the Management Authority to tell the device what to do on certain times or conditions.

· This enabler will combine with other Enablers, allowing all the rest to be scheduled.

· SW Component

· It allows a Management Authority to manage the SW and the Status of the SW at the device.

· It allows a Management Authority to send application commands through this enabler.

· WSI (Web Services interface) :

· Specifies the interfaces between DM Server and an external entity.

· SC (Smartcards)

· This enabler specifies interfaces related to a SC. 

· Connectivity MO:

· Specifies the content of the main MO that will be used in the device to connect to the different Network and services (GSM, GPRS, UMTS…).

· 
· 
· DCMO

· It allows the Management Authority to manage the device capability components on the device.

· LAWMO

· It allows the Management Authority to lock a stolen/missing device, or wipe a device back to factory conditions..

Change 5:  Section 5.2.1, Introduction to Management Objects

Management Objects are the entities that can be manipulated by management operations carried over the OMA DM protocol. A Management Object node can represent information as small as an integer or as large and complex as a background picture, screen saver or security certificate. The OMA DM protocol is neutral about the contents of the Management Objects and treats the node values as opaque data.

Change 6:  Section 5.2.2, MO General Recommendation
Management Objects are processed by the Device Management enabler, and are useful for devices with DM Clients. MOs can be used for initial settings (as with ACs). Additionally, MOs can be used by a server to be able to proceed with later management of the device settings.

When creating a MO for an enabler that requires the use of Generic Alert or any new feature in OMA DM 1.2, the DM version to be used must be OMA DM 1.2 [DMPROTO1.2] or later compatible version. For all other MOs, the DM version to be used must be OMA DM 1.1.2 [DMPROTO1.1.2] or later compatible version.
Change 7:  Section 5.3, AC and MO Creation
One should create an AC only where necessary (e.g. when it is certain that a network or device will not support OMA DM)..

When sending both an AC and a MO, the decision of which information to use will be left to the implementation, therefore Management Authorities and developers should make sure that the information included in both AC and MO is not contradictory.  
Change 8:  Section 7.1, Content Guidance
When creating a MO, the creators should take into account that the aim is to have a standardized way to manage the information in the device.

It should also be noted that not all the parameters of a standardized MO have to be mandatory. Some information may be relevant for a substantial number of actors, and irrelevant for others. For this case, allowing optional elements lets both groups to use the MO without undue burden.
It should also be noted, that in order decrease interoperability problems, it is better to make sure all the relevant parameters are in the lowest versions of the MO (if there is more than one of this), even if they are optional, since incrementing the number of parameters in a later version could break backward compatibility. When in doubt about a node, add it in.
When creating a MO there are some fields that are recommended.

· Parameters to be used by an application on the device, but that may be changed by the Management Authority.

· Date or Version of the data

· Information of when the data was last set (this will allow the management authority and the device to know which ones are the most updated parameters).

· Connectivity parameters.

· Connectivity parameters should reuse, if possible, other already existing Connectivity MOs that may be on the device. This means that in order to allow more than one application the use of the same connectivity parameters (for example in case of using the same server), the MO should point, as an example, to existing instances of [ConnMO].

· QoS Parameters

· These parameters are typically bearer specific. The MO should reference already existing bearer specific QoS parameters that are specified by Connectivity MO [ConnMO]. If insufficient, the additional information specific QoS parameters may have to be specified as well.

· Application information.

· Information of the application that may later be interesting for trouble shooting (by diagnosis and monitoring, customer care, etc).

· Information of the Application that may be interesting to be accessed remotely (by customer care).

· Behaviour: It is also possible to indicate in the MO description part of the behaviour associated to the MO.

· Nodes to be targeted with commands.

· It is possible to relate a node that would be used to start an action in the device, eg: start a firmware download, install a SW on the device.

· Proprietary Extensions:

· All MO should have a sub-node allowing a vendor to include any proprietary sub-nodes in order to include any vendor specific information. The name of this node should be “Ext”.

Change 9:  Section 7.4, Status and Occurrence Guidance
When creating a MO, the creators need to decide on the value of the status and occurrence of each node. For that purpose, this section describes the definitions and some examples on how status and occurrence work:

· Status:

· Definition: The status definition in the node definitions indicates if the client must support that node or not. When creating the status of an MO, the child may be required, while the parent node may be optional. This would mean that all those elements would  be optional, but in case the parent node is present, then those child nodes would be required.
· 
· 
· 
· Possible Values: The value of this parameter can be "Required" or “Optional”. 
· If the value is “Required” even though the node may not be present at that time, the server can expect the client to be able to support it.  The client must support the node in the case the client supports an optional parent node.
· If the status is “OPTIONAL” then the client manufacture should specify which optional nodes that are supported in the device DDF file. 

· Occurrence:

· Definition: Whether or not a node actually exists is controlled by occurrence.

· Possible Values:

· ZeroOrOne

· ZeroOrMore

· ZeroOrN

· One

· OneOrN

· OneOrMore
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