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1 Reason for Change

Client Provisioning specification already includes settings for different bearers such as GSM, GPRS, CDMA etc. This Change Request suggests a solution to provision Wireless Local Area Network connectivity (WLAN) bearer settings to the terminal by extending the OMA Client Provisioning Content NAPDEF characteristic data model with new WLAN characteristic and its sub-characteristics.

2 Impact on Backward Compatibility

No backwards compatibility impact. The additions are made following the ProvCont structure and are made optional.

3 Impact on Other Specifications

No impact on other specifications.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA DM WG to review and agree the CR as part of the Client Provisioning v1.2 release.

6 Detailed Change Proposal

Changes to ProvCont:

7. Normative References

	[802.1X]
	IEEE Std 802.1X-2001. IEEE, http://www.ieee.org/

	[WISPR]
	Best Current Practices for Wireless Internet Service Provider (WISP) Roaming, Wi-Fi Alliance – Wireless ISP Roaming (WISPr). Wi-Fi Alliance, http://www.wi-fialliance.org/

	[WLAN]
	ANSI/IEEE Std 802.11, 1999 Edition. IEEE, http://www.ieee.org/

	[WPA]
	Wi-Fi Protected Access (WPA) Version 2.0. Wi-Fi Alliance, http://www.wi-fialliance.org/


7. Abbreviations

	BSSID
	Base station SSID

	CA Certificate
	Client Authenticate Certificate

	EAP
	Extended Authentication Protocol

	IEEE
	Institute of Electrical and Electronic Engineers

	IETF
	Internet Engineering Task Force

	NAPAUTHINFO
	Network Access Point Authentication Information

	NAPDEF
	Network Access Point Definition

	OMA
	Open Mobile Alliance

	SSID
	Service Set Identifier

	UMA
	Unlicensed Mobile Access

	WEP
	Wired Equivalent Privacy

	Wi-Fi
	Wireless Fidelity

	WISP
	Wireless Internet Service Provider

	WISPr
	Wireless Internet Service Provider Roaming

	WLAN
	Wireless Local Area Network

	WPA
	Wi-Fi Protected Area


7. Overview of Data Model

characteristic: NAPDEF *

{

    parm: NAPID

    parm: BEARER *

characteristic: BEARERINFO *

{

parm: BEARER

parm: DIRECTION ?


}
    parm: NAME

    parm: INTERNET ?

    parm: NAP-ADDRESS

    parm: NAP-ADDRTYPE ?

    parm: DNS-ADDR *
characteristic: DNS-ADDRINFO *

{

parm: DNS-ADDR

parm: DNS-ADDRTYPE ?

parm: DNS-PRIORITY ?


}

    parm: CALLTYPE ?

    parm: LOCAL-ADDR ?

    parm: LOCAL-ADDRTYPE ?

    parm: LINKSPEED ?

    parm: DNLINKSPEED ?

    parm: LINGER ?

    parm: DELIVERY-ERR-SDU ?

    parm: DELIVERY-ORDER ?

    parm: TRAFFIC-CLASS ?

    parm: MAX-SDU-SIZE ?

    parm: MAX-BITRATE-UPLINK ?

    parm: MAX-BITRATE-DNLINK ?

    parm: RESIDUAL-BER ?

    parm: SDU-ERROR-RATIO ?

    parm: TRAFFIC-HANDL-PRIO ?


parm: SOURCE-STATISTICS-DESCRIPTOR ?


parm: SIGNALLING-INDICATION ?

    parm: TRANSFER-DELAY ?

    parm: GUARANTEED-BITRATE-UPLINK ?

    parm: GUARANTEED-BITRATE-DNLINK ?


parm: MAX-NUM-RETRY ?

    parm: FIRST-RETRY-TIMEOUT ?

    parm: REREG-THRESHOLD ?

    parm: T-BIT ?

parm: DEFGW ?

parm: NETWORKMASK ?

parm: IPADDRFROMSERVER ?

parm: IPDNSADDRFROMSERVER ?

parm: IPV6DNSADDRFROMSERVER ?

parm: IFNETWORKS ?

parm: GPRSPDP ?

parm: USECB ?

parm: CBNBR ?

parm: PPPCOMP ?

parm: USEPTXTLOG ?

parm: MODEMINIT ?

    characteristic: NAPAUTHINFO *

    {

        parm: AUTHTYPE

        parm: AUTHNAME ?

        parm: AUTHSECRET ?



 parm: AUTH-ENTITY *  

        parm: SPI ?  

    }

    characteristic: VALIDITY *

    {

        parm: COUNTRY ?

        parm: NETWORK ?

        parm: SID ?

        parm: SOC ?

        parm: VALIDUNTIL ?

    }


characteristic: WLAN *


{



parm: PRI-SSID



parm: PRI-U-SSID ?



parm: PRI-H-SSID ?



characteristic: SEC-SSID *



{




parm: S-SSID




parm: S-U-SSID ?



}



parm: NETMODE ?



parm: SECMODE ?




characteristic: EAP *



{




parm: EAPTYPE




parm: USERNAME ?




parm: PASSWORD ?




parm: REALM ?




parm: USE-PSEUD ?




parm: ENCAPS ?




parm: VER-SER-REALM ?




parm: CLIENT-AUTH ?




parm: SES-VAL-TIME ?




parm: CIP-SUIT *




parm: PEAP-V0 ?




parm: PEAP-V1 ?




parm: PEAP-V2 ?

       

characteristic: CERT *

       

{


   


parm: ISS-NAME ?


       

parm: SUB-NAME ?




parm: CERT-TYPE ?





parm: SER-NUM ?


       

parm: SUB-KEY-ID ?





parm: THUMBPRINT ?           



}



}



parm: WPA-PRES-KEY-ASC ?



parm: WPA-PRES-KEY-HEX ?



parm: WEPKEYIND ?



parm: WEPAUTHMODE ?



characteristic: WEPKEY *



{




parm: LENGTH ?




parm: INDEX ?




parm: DATA ?



}



parm: WLANHAND ?



parm: EDIT-SET ?



parm: VIEW-SET ?



parm: FORW-SET ?
}
}
7. The CHARACTERISTIC element

This element is used to group the provisioned information into logical units. It has a required type attribute, which can take on the following values:

Attributes

type

PXLOGICAL, PXPHYSICAL, PXAUTHINFO, PORT, NAPDEF, BEARERINFO, DNS-ADDRINFO, NAPAUTHINFO, VALIDITY, WLAN, SEC-SSID, EAP, CERT, WEPKEY, BOOTSTRAP, CLIENTIDENTITY, VENDORCONFIG, APPLICATION, APPADDR, APPAUTH, RESOURCE, ACCESS.


A characteristic of a particular type can only accept certain parameters, and parameters defined in one characteristic can generally not be overwritten by another.

	Value
	Meaning

	PXLOGICAL
	Definition of a logical proxy

	PXPHYSICAL
	Definition of a physical proxy

	PXAUTHINFO
	Definition of authentication information within a logical proxy

	PORT
	Defines port bindings

	NAPDEF
	Definition of a Network Access Point

	BEARERINFO
	Definition of a Bearer Information

	DNS-ADDRINFO
	Definition of a DNS Address information

	NAPAUTHINFO
	Definition of authentication information within a network access point

	VALIDITY
	Defines country, network, and/or period of time where a certain NAPDEF is valid

	WLAN
	Definition of WLAN parameters.

	SEC-SSID
	List of secondary SSIDs.

	EAP
	Defines parameters for EAP authentication methods.

	CERT
	Definition of allowed certificates for EAP types that use certificates.

	WEPKEY
	Definition of WEPKEY information.

	BOOTSTRAP
	Defines parameters relevant for bootstrapping 

	CLIENTIDENTITY
	Defines the client-ID

	VENDORCONFIG
	Vendor specific configuration

	APPLICATION
	Definition of general application specific parameters

	APPADDR
	Definition of application address information

	APPAUTH
	Definition of application authentication information

	RESOURCE
	Definition of resources within an application

	ACCESS
	Definition of a set of access rules for the terminal


4.5.8      Characteristics of type WLAN
WLAN characteristics define the parameters for Wireless Local Area Network connectivity. When WLAN parameters are provisioned “WLAN” network type MUST be indicated in BEARER parameter.
4.5.9      Characteristics of type SEC-SSID
SEC-SSID characteristics define the parameter list of secondary SSIDs.

4.5.10    Characteristics of type EAP
EAP characteristics define the parameters for authentication methods.
4.5.11    Characteristics of type CERT
CERT characteristics define the allowed certificates for EAP types that use certificates.
4.5.12    Characteristics of type WEPKEY

WEPKEY characteristics define the parameters for WEPKEY information.
7. Parameters for WLAN characteristic
WLAN characteristics define the parameters for Wireless Local Area Network connectivity. When WLAN parameters are provisioned “WLAN” network type MUST be indicated in BEARER parameter. Note that the parameters listed below are described in the scope of this particular characteristic. More info on the parameter structure and the usage of it in Appendix D, Appendix E and Appendix F:
PRI-SSID (1 entry)
The PRI-SSID [WLAN] parameter indicates the primary SSID (name) of the WLAN network. Client supporting this parameter MUST be capable on receiving minimum 48 bytes long SSID. A WLAN network identified by a SSID can contain several physical access points identified by the MAC address (BSSID).
PRI-U-SSID (0 or 1 entries)
Used PRI-U-SSID [WLAN] is the used primary SSID. It is associating to the network instead of PRI-SSID.  For example use “Homerun1X” instead of “Homerun”, when scanning discovers “Homerun”. This is an optional field. Please refer to Appendix D for further details.
PRI-H-SSID (0 or 1 entries)

The PRI-H-SSID [WLAN] parameter indicates that the SSID is hidden. If the parameter is omitted then the SSID is not hidden and if it is included it is hidden. Direct scan is used to check if a hidden SSID is available. Direct scanning is not normally used because it is slower than normal active or passive scanning. Please refer to Appendix D for further details.
NETMODE (0 or 1 entries)
The NETMODE parameter indicates operation mode for the WLAN network. Please refer to [WLAN] for details. The default value is INFRA. If the parameter is not set or if the parameter is omitted, then the default value is used. Possible values are indicated in table below:
	Value
	Content of NETWORKMODE

	INFRA
	Infrastructure network

	ADHOC
	Ad hoc network (= IBSS network).


SECMODE (0 or 1 entries)
The SECMODE [WLAN] parameter indicates security mode for the WLAN network. If parameter is omitted, no security is applied. Possible values are indicated in table below:
	Value
	Content of SECURITYMODE

	WEP 
	WEP security in use. Please refer to [WLAN] for details.

	8021X 
	802.1X security in use. This means the pre-WPA legacy 802.1x operation, which uses dynamic WEP keys and 802.1x/EAP authentication. Please refer to [802.1X] for details.

	WPA 
	Wi-Fi Protected Access security in use. This mode also supports WPA2. Please refer to [WPA] for details.

	WPA-PRESHARED-KEY
	Wi-Fi Protected Access security using pre-shared key in use. This mode also supports WPA2. Please refer to [WPA] for details.

	WPA2
	Wi-Fi Protected Access 2 security in use. In this mode only AES cipher is allowed. WPA usage is prohibited. Please refer to [WPA] for details.

	WPA2-PRESHARED-KEY
	Wi-Fi Protected Access security using pre-shared key in use. In this mode only CCMP cipher is allowed. WPA usage is prohibited. Please refer to [WPA] for details.


WPA-PRES-KEY-ASC (0 or 1 entries)

The WPA-PRES-KEY-ASC [WPA] parameter is used to deliver the ASCII form pre-shared key. Client supporting this parameter MUST be capable on receiving 8-63 characters long shared key. Note: This key is valid only if SECMODE value is WPA-PRESHARED-KEY or WPA2-PRESHARED-KEY.

WPA-PRES-KEY-HEX (0 or 1 entries)

The WPA-PRES-KEY-HEX [WPA] parameter is used to deliver the hexadecimal form pre-shared key. Client supporting this parameter MUST be capable on receiving 32 bytes long shared key. The key is Base64 encoded. Note: This key is valid only if SECMODE value is WPA-PRESHARED-KEY or WPA2-PRESHARED-KEY.
WEPKEYIND (0 or 1 entries)

The WEPKEYIND [WPA] indicates which of the WEPKEY’s should be the default key (0-3). Note: The keys specified in WEPKEY characteristic are not taken into use if SECMODE value inside WLAN characteristic is not set to WEP. For details please refer to Appendix E.

WEPAUTHMODE (0 or 1 entries)

The WEPAUTHMODE [WPA] indicates WEP authentication mode. Possible values are indicated in the table below:

	Value
	Content of SECURITYMODE

	OPEN
	Authentication Mode in use is open.

	SHARED 
	Shared Authentication Mode in use.


WLANHAND (0 or 1 entries)

The WLANHAND parameter indicates if handover from this access point to another access point with the same SSID is allowed. Inclusion means allowed and not included means not allowed. So this parameter doesn’t specify whether handovers within the same SSID are allowed or not.
EDIT-SET (0 or 1 entries)

The EDIT-SET parameter protects editing of the settings by a password. If the EDIT-SET is omitted user is NOT allowed to edit the WLAN settings. If the EDIT-SET is included the following logic is applied:
· password included but empty = all settings are editable without the user to enter any password

· password included = all settings are editable in case user has entered the password
VIEW-SET (0 or 1 entries)
The VIEW-SET parameter protects viewing of the settings by a password. The applied logic is identical to chapter parameter EDIT-SET.
FORW-SET (0 or 1 entries)

The FORW-SET parameter protects forwarding of the settings by a password. The applied logic is identical to parameter EDIT-SET.
4.6.9 Parameters for SEC-SSID characteristic

SEC-SSID characteristic holds a list of secondary SSIDs parameters. The SEC-SSID characteristic is only allowed to be used within WLAN characteristic. Secondary SSID’s must have the same WLAN configurations as the primary SSID. If separate configuration for different SSIDs is needed then separate IAPs must be configured. Note that the parameters listed below are described in the scope of this particular characteristic.

S-SSID (1 entry)
The S-SSID [WLAN] holds the SSID of a single secondary SSID.

S-U-SSID (0 or 1 entries)

Just as the primary SSID (PRI-SSID) can include a used SSID (PRI-U-SSID), then also the secondary SSID’s can as well hold a used SSID. Please refer to parameter PRI-U-SSID for details.
4.6.10 Parameters for EAP characteristic

EAP characteristic defines parameters for EAP authentication methods. The EAP characteristic is only allowed to be used within WLAN characteristic. Not all methods use all of these settings. Please refer to Appendix E for further details. There can be multiple sets of EAP settings. The order of the EAP settings specifies the EAP method priority. Note that the parameters listed below are described in the scope of this particular characteristic.

EAP-TYPE (1 entry)
The EAP Type [802.1X] specifies the type of the actual method.

	Value
	Content of EAPMODE

	EAP-SIM
	EAP-SIM method is used.

	EAP-AKA 
	EAP-AKA method is used.

	EAP-TLS 
	EAP-TLS method is used.

	EAP-PEAP
	EAP-PEAP method is used

	EAP-TTLS
	EAP-TTLS method is used.

	EAP-LEAP
	EAP-LEAP method is used.

	EAP-MSCHAPV2
	EAP-MSCHAPV2 method is used

	EAP-GTC
	EAP-GTC method is used


USERNAME (0 or 1 entries)
The USERNAME parameter specifies the user’s identity. If this is not specified then the type itself decides what it sends as the username. For example EAP-TLS might get the username from the user’s certificate. If necessary it can also be asked from the user during authentication. The format of the parameter is ASCII and maximum length 255 characters.

PASSWORD (0 or 1 entries)
PASSWORD is the password that is used in EAP Authentication. The format of the parameter is ASCII and maximum length 255 characters.

REALM (0 or 1 entries)

The REALM parameter specifies the override realm that is sent in the EAP identity response packet. The identity response is: “USERNAME@REALM”.

USE-PSEUD (0 or 1 entries)

If USE-PSEUD [802.1X] is “1” then pseudonyms may be used in EAP-SIM and EAP-AKA authentication. If this is “0” or missing pseudonyms are not used.

ENCAPS (0 or 1 entries)

ENCAPS [802.1X] methods can run another EAP methods encapsulated in secure tunnel. This parameter specifies for which encapsulating EAP type these settings in this characteristic are associated. Possible EAP methods are EAP-PEAP and EAP-TTLS. For example if the value of this parameter is “EAP-PEAP” then these settings are meant for EAP-PEAP encapsulation. If this parameter is missing then the corresponding EAP type is run without EAP-PEAP or EAP-TTLS encapsulation. Only one set of each type of settings can be included.

VER-SER-REALM (0 or 1 entries)

VER-SER-REALM [802.1X], if set to “1”, specifies that the realm of the server’s certificate is checked. How this is done is implementation specific, one way is to compare the realm with user certificate’s realm. If these don’t match then connection is not established. If this is omitted or “0” server realm is not checked.

CLIENT-AUTH (0 or 1 entries)

In EAP-TLS client authentication is not mandatory. CLIENT-AUTH, if set to “1”, specifies that the client requires the server to perform client authentication. If this parameter is omitted or “0”, then the connection is successful even if client authentication is not performed.

SES-VAL-TIME (0 or 1 entries)

SES-VAL-TIME [802.1X] specifies (in minutes) how long the authentication session is valid. During this time EAP types can do faster session resumes instead of full authentications. If this is omitted or “0” full authentication is always executed. One example of a session resume is the EAP-SIM reauthentication procedure.
CIP-SUIT (1 or more entries)

CIP-SUIT [802.1X] specifies an allowed cipher suite. Their id numbers that are specified in identifies the cipher suites. Multiple cipher suites can be allowed. Please refer to RFC2246 chapter A.5 for the values.

PEAP-V0 (0 or 1 entries)

PEAP-V0 [802.1X], if set to “1”, allows EAP-PEAP version 0 to be used. If omitted or “0” PEAP version 0 usage is disallowed.

PEAP-V1 (0 or 1 entries)

PEAP-V1 [802.1X], if set to “1”, allows EAP-PEAP version 1 to be used. If omitted or “0” PEAP version 1 usage is disallowed.

PEAP-V2 (0 or 1 entries)

PEAP-V2 [802.1X], if set to “1”, allows EAP-PEAP version 2 to be used. If omitted or “0” PEAP version 2 usage is disallowed.
4.6.11 Parameters for CERT characteristic

For those EAP types, that use certificates, the allowed user certificates need to be specified. CERT [802.1X] may only occur within the EAP characteristic. There can be zero or more of these characteristics inside EAP-TLS, EAP-PEAP or EAP-TTLS settings. The EAP characteristic is only allowed to be used within EAP characteristic. Note that the parameters listed below are described in the scope of this particular characteristic.

ISS-NAME (0 or 1 entries)

ISS-NAME [802.1X] is the Distinguished Name of the certificate’s issuer in human readable ASCII form (for example “/C=US/O=Some organization/CN=Some common name”).
SUB-NAME (0 or 1 entries)

SUB-NAME [802.1X] specifies the Distinguished Name of the certificate’s subject in human readable ASCII form (for example  “/C=US/O=Some organization/CN=Some common name”).
CERT-TYPE (0 or 1 entries)

This specifies the type of the certificate:

	Value
	Content of CERT-TYPE

	USER
	User certificate.

	CA
	CA certificate.


SER-NUM (0 or 1 entries)

This specifies the serial number of the certificate. This is Base64 encoded.

SUB-KEY-ID (0 or 1 entries)

SUB-KEY-ID [802.1X] specifies the subject key id of a certificate. This is Base64 encoded.

THUMBPRINT (0 or 1 entries)

THUMBPRINT [802.1X] specifies the thumbprint of the certificate. This is Base64 encoded.

7. Parameters for WEPKEY characteristic

This characteristic defines the length and the data for the WEPKEY [WPA]. It may only occur within the WLAN characteristic. The maximum amount of keys is limited to 4. Client SHOULD use the first defined WEP key as a default key, unless the WEPKEYIND is included. However, client preferences MAY also be considered which might affect the priority order. The EAP characteristic is only allowed to be used within WLAN characteristic. Note that the parameters listed below are described in the scope of this particular characteristic.

LENGTH (0 or 1 entries)
The LENGTH parameter indicates the length of WEP key in bits.

INDEX (0 or 1 entries)

Specifies the index of the WEP key (0-3).

DATA (0 or 1 entries)

The DATA parameter indicates the WEP key data. The data is encoded using Base64.
6.12 Example 9
Here is an example where WLAN security mode is WPA and therefore EAP method is used.  The used EAP method is EAP-MSCHAPV2 encapsulated in EAP-PEAP.

There are two allowed cipher suites that can be used, one allowed user certificate and two allowed CA certificates. Their issuers and their serial numbers identify the certificates. PEAP version 0 is the only allowed version to be used.

<characteristic type="NAPDEF">

  <parm name="NAPID" value="NAP1"/>

  <parm name="BEARER" value="WLAN"/>

  <parm name="NAME" value="MY WLAN"/>

  <characteristic type="WLAN">

    <parm name="PRI-SSID" value="MYWLAN"/>

    <parm name="NETMODE" value="INFRA"/>

    <parm name="SECMODE" value="WPA"/>

    <characteristic type=”EAP”>

      <parm name=”EAPMETHOD” value=”EAP-PEAP” />

      <parm name=”VER-SER-REALM” value=”1” />

      <parm name=”CLIENT-AUTH” value=”1” />

      <parm name=”SES-VAL-TIME” value=”10” />

      <parm name=”CIP-SUIT” value=”10” />

      <parm name=”CIP-SUIT” value=”11” />

      <parm name=”PEAP-V0” value=”1” />

      <characteristic type=”CERT”>

        <parm name=”ISS-NAME” value=”/CN=My Cert” />

        <parm name=”CERT-TYPE” value=”USER” />

  <parm name=”SER-NUM” value=”12345” />

      </characteristic>

      <characteristic type=”CERT”>

        <parm name=”ISS-NAME” value=”CN=Verisign” />
        <parm name=”CERT-TYPE” value=”CA” />
        <parm name=”SER-NUM” value=”12345” />

      </characteristic>

      <characteristic type=”CERT”>

        <parm name=”ISS-NAME” value=”/CN=My CA” />
        <parm name=”CERT-TYPE” value=”CA” />
        <parm name=”SER-NUM” value=”12345” />

      </characteristic>

    </characteristic>

    <characteristic type=”EAP”>

      <parm name=”EAPMETHOD” value=”EAP-MSCHAPV2” />

      <parm name=”USERNAME” value=”username” />

      <parm name=”ENCAPS” value=”EAP-PEAP” />

    </characteristic>

  </characteristic>

</characteristic>

6.12 Example 10

This example illustrates the usage of the security mode equal WEP.

<characteristic type="NAPDEF">

  <parm name="NAPID" value="NAP1"/>

  <parm name="BEARER" value="WLAN"/>

  <parm name="NAME" value="MY WLAN"/>

  <characteristic type="WLAN">

    <parm name="PRI-SSID" value="MYWLAN"/>

    <parm name="NETMODE" value="INFRA"/>

    <parm name="SECMODE" value="WEP"/>

    <parm name="WEPAUTHMODE" value="OPEN"/>

    <parm name="WEPKEYIND" value=”0”/>

    <characteristic type=”WEPKEY”>

      <parm name=”LENGTH” value=”<!--WEPKEY length-->”/>

      <parm name=”INDEX” value=”0”/>

      <parm name=”DATA” value=”<!--WEPKEY data-->”/>

    </characteristic>

  </characteristic>

</characteristic>

6.12 Example 11
This example illustrates the usage of the security mode equal WPA-PSK.

<characteristic type="NAPDEF">

  <parm name="NAPID" value="NAP1"/>

  <parm name="BEARER" value="WLAN"/>

  <parm name="NAME" value="MY WLAN"/>

  <characteristic type="WLAN">

    <parm name="PRI-SSID" value="MYWLAN"/>

    <parm name="NETMODE" value="INFRA"/>

    <parm name="SECMODE" value="WPA-PSK"/>

    <parm name=”WPA-PRES-KEY-ASC” value=”<!-- WEPPRESHAREDKEY --!>”/>

  </characteristic>

</characteristic>

6.12 Example 12
This example illustrates a typical example used for provisioning of UMA and predetermined hot-spots. In this case the WISPr username and password is included. Those are of cause only relevant if WISPr is used in a particular network.

<characteristic type="NAPDEF">

  <parm name="NAPID" value="NAP1"/>

  <parm name="BEARER" value="WLAN"/>

  <parm name="NAME" value="UMA Network"/>

  <characteristic type="WLAN">

    <parm name="PRI-SSID" value="umahomespot"/>

    <parm name="PRI-U-SSID" value="umahomespot-home"/>

    <parm name="PRI-H-SSID"/>

<characteristic type="SEC-SSID">

  <parm name=”S-SSID” value=”wlanssid#1”/>

  <parm name=”S-U-SSID” value=”umaroamingprovider#1”/>

    

</characteristic>

<characteristic type="SEC-SSID">

  <parm name=”S-SSID” value=”wlanssid#2”/>

  <parm name=”S-U-SSID” value=”umaroamingprovider#2”/>

    

</characteristic>

<characteristic type="SEC-SSID">

  <parm name=”S-SSID” value=”wlanssid#3”/>

  <parm name=”S-U-SSID” value=”umaroamingprovider#3”/>

    

</characteristic>

    <parm name="NETMODE" value="INFRA"/>

    <parm name="SECMODE" value="WEP"/>

    <parm name="WEPKEYIND" value=”1”/>

    <characteristic type=”WEPKEY”>

      <parm name=”LENGTH” value=”<!--WEPKEY length-->”/>

      <parm name=”INDEX” value=”0”/>

      <parm name=”DATA” value=”<!--WEPKEY data-->”/>

    </characteristic>

    <parm name="EDIT-SET" value="password"/>

    <parm name="VIEW-SSID" value="password"/>

    <parm name="FORW-SSID" value="password"/>

    <parm name="WLANHAND"/>

  </characteristic>

</characteristic>
  <characteristic type="NAPAUTHINFO">

    <parm name="AUTHNAME" value="umausername"/>

    <parm name="AUTHSECRET" value="umapassword”/>

  </characteristic>
APPENDIX D. Use of SSID (Informative)
The structure of primary and secondary SSID’s allows provisioning of predetermined SSID’s to which roaming has been agreed.

The primary SSID holds the SSID of the “home” WLAN. The secondary SSID holds SSID’s for network where the terminal can roam and can get access to the “home”. 

When a terminal does a scan and finds a matching primary SSID, it does not need to roam. Then the secondary SSID’s are not used.

When a terminal does a scan and finds a matching secondary SSID it know that here it can roam. It finds the correlating secondary used SSID in the settings and uses this value in communication with the “home” WLAN.

Here follows an example where the user has subscribed to Operator#1’s hot spot service. Primary SSID for Operator#1 is "operator#1". So when the terminal is in the vicinity of Operator#1’s hotspot the IAP "operator#1" is shown in the IAP list.

Operator#1 might have a roaming contract with some other operator, for example Operator#2. The Operator#2 hotspots have SSID "operator#2". In these hotspots there might be a hidden SSID "operator#1-roam" for Operator#1 users. 

So the Operator#1 set the S-SSID to be "operator#2" and the S-U-SSID to be "operator#1-roam". Then if the terminal are in the zone of Operator#2 hotspot and it is scanned, then the terminal show in the network selection list that the "Operator#1" is available. The S-U-SSID is used when connecting to Operator#1 through Operator#2.

The secondary SSIDs are in priority order so that if there are two of them "operator#2" and "operator#3" and both of them are found when scanning then "operator1" (or it's S-U-SSID) is used when connecting.

For the primary SSID there is a parameter called PRI-H-SSID. This specifies whether the PRI-SSID is actively scanned when searching for networks. This can be used for example when there are hidden SSID “operator#1” in the Operator#2’s hotspots.

If S-U-SSID is not specified then PRI-SSID is used when connecting.

If PRI-U-SSID is specified, then it is used when PRI-SSID was found in the scan.

APPENDIX E. Parameters used in Security Mode (Informative)
The following table provides an overview of possible authentication methods depending on the actual security mode.
Table 1: Security Mode versus Authentication method

	Security Mode

/

Authentication Method
	NONE
	WEP
	8021X
	WPA
	WPA-PSK
	WPA2
	WPA2-PSK

	EAP-METHOD
	
	
	X
	X
	
	X
	

	WPAPRESHAREDKEY
	
	
	
	
	X
	
	X

	WEPKEYIND
	
	X
	
	
	
	
	

	WEPAUTHMODE
	
	X
	
	
	
	
	

	WEPKEY
	
	X
	
	
	
	
	


APPENDIX F. Parameters used in EAP (Informative)
The following table provides an overview of the EAP settings used together with each EAP Method.
Table 2: EAP Method versus Used Parameters

	EAP Method

/

Used Parameters
	EAP-SIM
	EAP-AKA
	EAP-TLS
	EAP-PEAP
	EAP-TTLS
	EAP-LEAP
	EAP-MSCHAPV2
	EAP-GTC

	EAPMETHOD
	X
	X
	X
	X
	X
	X
	X
	X

	USERNAME
	X
	X
	X
	X
	X
	X
	X
	X

	PASSWORD
	
	
	
	
	
	X
	X
	

	REALM
	X
	X
	X
	X
	X
	X
	X
	X

	USE-PSEUD
	X
	X
	
	
	
	
	
	

	ENCAPS
	X
	X
	X
	
	
	X
	X
	

	ENCAPS
	
	
	
	X
	X
	
	
	X

	VER-SER-REALM
	
	
	X
	X
	X
	
	
	

	CLIENT-AUTH
	
	
	X
	X
	X
	
	
	

	SES-VAL-TIME
	
	
	X
	X
	X
	
	
	

	CIP-SUIT
	
	
	X
	X
	X
	
	
	

	PEAP-V0
	
	
	
	X
	
	
	
	

	PEAP-V1
	
	
	
	X
	
	
	
	

	PEAP-V2
	
	
	
	X
	
	
	
	

	 
	
	
	
	
	
	
	
	

	USER-CERT&CA-CERT
	
	
	
	
	
	
	
	

	ISS-NAME
	
	
	X
	X
	X
	
	
	

	SUB-KEY-ID
	
	
	X
	X
	X
	
	
	


Appendix B. Static Conformance Requirements

B.1.4. Characteristics

	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CC-C-001
	Support for the characteristic PXLOGICAL
	Error! Reference source not found.
	M
	

	ProvCont-CC-C-002
	Support for the characteristic PXPHYSICAL
	Error! Reference source not found.
	M
	

	ProvCont-CC-C-003
	Support for the characteristic PXAUTHINFO
	Error! Reference source not found.
	O
	ProvCont-CPA-C-001 AND ProvCont-CPA-C-002 AND ProvUAB-UDP-C-009

	ProvCont-CC-C-004
	Support for the characteristic NAPDEF
	Error! Reference source not found.
	M
	ProvCont-CND-C-002 OR ProvCont-CC-C-016

	ProvCont-CC-C-005
	Support for the characteristic NAPAUTHINFO
	Error! Reference source not found.
	O
	ProvCont-CNA-C-001 AND ProvCont-CNA-C-002 AND ProvCont-CNA-C-003

	ProvCont-CC-C-006
	Support for the characteristic PORT
	Error! Reference source not found., Error! Reference source not found.
	M
	

	ProvCont-CC-C-007
	Support for the characteristic VALIDITY
	Error! Reference source not found.
	O
	ProvCont-CV-C-005 AND (ProvCont-CV-C-001 AND ProvCont-CV-C-002) OR (ProvCont-CV-C-003 AND ProvCont-CV-C-004)

	ProvCont-CC-C-008
	Support for the characteristic BOOTSTRAP
	Error! Reference source not found.
	O
	ProvCont-CB-C-002

	ProvCont-CC-C-009
	Support for the characteristic CLIENTIDENTITY
	Error! Reference source not found.
	O
	ProvCont-CID-C-001 AND ProvUAB-UDP-C-008

	ProvCont-CC-C-010
	Support for the characteristic VENDORCONFIG
	Error! Reference source not found.
	O
	ProvCont-CVC-C-001

	ProvCont-CC-C-011
	Support for the characteristic APPLICATION
	Error! Reference source not found.
	O
	ProvCont-CAP-C-001 AND ProvCont-CC-C-012 AND ProvUAB-UDP-C-016

	ProvCont-CC-C-012
	Support for the characteristic APPADDR
	Error! Reference source not found.
	O
	ProvCont-CAA-C-001

	ProvCont-CC-C-013
	Support for the characteristic APPAUTH
	Error! Reference source not found.
	O
	ProvCont-CAU-C-001 AND ProvUAB-UDP-C-009

	ProvCont-CC-C-014
	Support for the characteristic RESOURCE
	Error! Reference source not found.
	O
	ProvCont-CRE-C-001

	ProvCont-CC-C-015
	Support for the characteristic ACCESS
	4.5.17
	O
	ProvUAB-UDP-C-010
ProvCont-CAC-C-001 ProvCont-CAC-C-002 ProvCont-CAC-C-003 ProvCont-CAC-C-004 ProvCont-CAC-C-005

	ProvCont-CC-C-016
	Support for the characteristic BEARERINFO
	4.5.8
	O
	ProvCont-CBI-C-001

	ProvCont-CC-C-017
	Support for the characteristic DNS-ADDRINFO
	4.5.9
	O
	ProvCont-CAI-C-001 AND ProvCont-CAI-C-002

	ProvCont-CC-C-018
	Support for the characteristic WLAN
	4.5.8
	O
	ProvCont-CWL-C-001 

	ProvCont-CC-C-019
	Support for the characteristic SEC-SSID
	4.5.9
	O
	ProvCont-CSEC-C-001

	ProvCont-CC-C-020
	Support for the characteristic EAP
	4.5.10
	O
	ProvCont-CEAP-C-001

	ProvCont-CC-C-021
	Support for the characteristic CERT
	4.5.11
	O
	

	ProvCont-CC-C-022
	Support for the characteristic WEPKEY
	4.5.13
	O
	


B.1.13. Characteristic WLAN

	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CWL-C-001
	Support for the parm PRI-SSID
	4.6.8
	O
	

	ProvCont-CWL-C-002
	Support for the parm PRI-U-SSID
	4.6.8
	O
	

	ProvCont-CWL-C-003
	Support for the parm PRI-H-SSID
	4.6.8
	O
	

	ProvCont-CWL-C-004
	Support for parm NETMODE
	4.6.8
	O
	

	ProvCont-CWL-C-005
	Support for parm SECMODE
	4.6.8
	O
	

	ProvCont-CWL-C-006
	Support for the parm WPA-PRES-KEY-ASC
	4.6.8
	O
	

	ProvCont-CWL-C-007
	Support for the parm WPA-PRES-KEY-HEX
	4.6.8
	O
	

	ProvCont-CWL-C-008
	Support for the parm WEPKEYIND
	4.6.8
	O
	

	ProvCont-CWL-C-009
	Support for parm WEPAUTHMODE
	4.6.8
	O
	

	ProvCont-CWL-C-010
	Support for parm WLANHAND
	4.6.8
	O
	

	ProvCont-CWL-C-011
	Support for the parm EDIT-SET
	4.6.8
	O
	

	ProvCont-CWL-C-012
	Support for parm VIEW-SET
	4.6.8
	O
	

	ProvCont-CWL-C-013
	Support for the parm FORW-SET
	4.6.8
	O
	


B.1.14. Characteristic SEC-SSID
	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CSEC-C-001
	Support for the parm S-SSID
	4.6.9
	O
	

	ProvCont-CSEC-C-002
	Support for the parm S-U-SSID
	4.6.9
	O
	


B.1.15. Characteristic EAP
	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CEAP-C-001
	Support for the parm EAPTYPE
	4.6.10
	O
	

	ProvCont-CEAP-C-002
	Support for the parm USERNAME
	4.6.10
	O
	

	ProvCont-CEAP-C-003
	Support for the parm PASSWORD
	4.6.10
	O
	

	ProvCont-CEAP-C-004
	Support for parm REALM
	4.6.10
	O
	

	ProvCont-CEAP-C-005
	Support for parm USE-PSEUD
	4.6.10
	O
	

	ProvCont-CEAP-C-006
	Support for the parm ENCAPS
	4.6.10
	O
	

	ProvCont-CEAP-C-007
	Support for the parm VER-SER_REALM
	4.6.10
	O
	

	ProvCont-CEAP-C-008
	Support for the parm CLIENT-AUTH
	4.6.10
	O
	

	ProvCont-CEAP-C-009
	Support for the parm SES-VAL-TIME
	4.6.10
	O
	

	ProvCont-CEAP-C-010
	Support for the parm CIP-SUIT
	4.6.10
	O
	

	ProvCont-CEAP-C-011
	Support for parm PEAP-V0
	4.6.10
	O
	

	ProvCont-CEAP-C-012
	Support for parm PEAP-V1
	4.6.10
	O
	

	ProvCont-CEAP-C-013
	Support for the parm PEAP-V2
	4.6.10
	O
	


B.1.16. Characteristic CERT
	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CUSC-C-001
	Support for the parm ISS-NAME
	4.6.11
	O
	

	ProvCont-CSC-C-002
	Support for the parm SUB-NAME
	4.6.11
	O
	

	ProvCont-CSC-C-003
	Support for the parm CERT_TYPE
	4.6.11
	O
	

	ProvCont-CSC-C-004
	Support for the parm SER-NUM
	4.6.11
	O
	

	ProvCont-CSC-C-005
	Support for parm SUB-KEY-ID
	4.6.11
	O
	

	ProvCont-CSC-C-006
	Support for parm THUMBPRINT
	4.6.11
	O
	


B.1.18. Characteristic WEPKEY
	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CWEK-C-001
	Support for the parm LENGTH
	4.6.13
	O
	

	ProvCont-CWEK-C-002
	Support for the parm INDEX
	4.6.13
	O
	

	ProvCont-CWEK-C-003
	Support for the parm DATA
	4.6.13
	O
	


7.2.2 Characteristic Attribute Start Tokens

	Attribute Name
	Attribute Value Prefix
	Token4

	type
	
	50

	type
	PXLOGICAL
	51

	type
	PXPHYSICAL
	52

	type
	PORT
	53

	type
	VALIDITY
	54

	type
	NAPDEF
	55

	type
	BOOTSTRAP
	56

	type
	VENDORCONFIG
	57

	type
	CLIENTIDENTITY
	58

	type
	PXAUTHINFO
	59

	type
	NAPAUTHINFO
	5A

	type
	ACCESS
	5B

	type
	BEARERINFO
	5C

	type
	DNS-ADDRINFO
	5D


The token codes in the following table represent tags in code page one (1). All numbers are in hexadecimal.

	Attribute Name
	Attribute Value Prefix
	Token4

	type
	
	50

	type
	PORT
	53

	type
	CLIENTIDENTITY
	58

	type
	APPLICATION
	55

	type
	APPADDR
	56

	type
	APPAUTH
	57

	type
	RESOURCE
	59

	type
	WLAN
	5A

	type
	SEC-SSID
	5B

	type
	EAP
	5C

	type
	CERT
	5D

	type
	WEPKEY
	5E


7.2.3 Parm Attribute Start Tokens

The token codes in the following table represent tags in code page one (1). All numbers are in hexadecimal.

	Attribute Name
	Attribute Value Prefix
	Token4

	name
	
	5

	value
	
	6

	name
	NAME
	7

	name
	INTERNET
	14

	name
	STARTPAGE
	1C

	name
	TO-NAPID
	22

	name
	PORTNBR
	23

	name
	SERVICE
	24

	name
	AACCEPT
	2E

	name
	AAUTHDATA
	2F

	name
	AAUTHLEVEL
	30

	name
	AAUTHNAME
	31

	name
	AAUTHSECRET
	32

	name
	AAUTHTYPE
	33

	name
	ADDR
	34

	name
	ADDRTYPE
	35

	name
	APPID
	36

	name
	APROTOCOL
	37

	name
	PROVIDER-ID
	38

	name
	TO-PROXY
	39

	name
	URI
	3A

	name
	RULE
	3B

	name
	APPREF
	3C

	name
	TO-APPREF
	3D

	name
	PRI-SSID
	3E

	name
	PRI-U-SSID
	3F

	name
	PRI-H-SSID
	40

	name
	S-SSID
	41

	name
	S-U-SSID
	42

	name
	NETMODE
	43

	name
	SECMODE
	44

	name
	EAPTYPE
	45

	name
	USERNAME
	46

	name
	PASSWORD
	47

	name
	REALM
	48

	name
	USE-PSEUD
	49

	name
	ENCAPS
	4B

	name
	VER-SER-REALM
	4C

	name
	CLIENT-AUTH
	4D

	name
	SES-VAL-TIME
	4E

	name
	CIP-SUIT
	4F

	name
	PEAP-V0
	60

	name
	PEAP-V1
	61

	name
	PEAP-V2
	62

	name
	ISS-NAME
	63

	name
	SUB-NAME
	64

	name
	CERT-TYPE
	65

	name
	SER-NUM
	66

	name
	SUB-KEY-ID
	67

	name
	THUMBPRINT
	68

	name
	WPA-PRES-KEY-ASC
	69

	name
	WPA-PRES-KEY-HEX
	6A

	name
	WEPKEYIND
	6B

	name
	WEPAUTHMODE
	6C

	name
	LENGTH
	6D

	name
	INDEX
	6E

	name
	DATA
	6F

	name
	WLANHAND
	70

	name
	EDIT-SET
	71

	name
	VIEW-SET
	72

	name
	FORW-SET
	73
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