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1 Reason for Change

The "Provisioning over HTTP using OMA CP" is a cornerstone of a new opportunity window. It defines a new access model and a new Trust Model that enables true out-of-the box readiness with interactive and seamless configuration.

From a GSM/WCDMA/GPRS perspective the technology enables "data services discovery", i.e. a feature missing from the original GPRS specifications. This "Data Services Discovery" functionality allows an unconfigured, or mis-configured, device to discover the data services of the home operator (associated with the SIM card). 

We believe that Provisioning over HTTP is a convergence technology. It makes it possible, in a GPRS environment, to get IP network access with an un-configured, or mis-configured, device. It opens the door for IP level management operations.

Provisioning over HTTP allows for the creation of a similar situation as with LAN and WLAN networks, i.e. discovery of a IP network. It is from that point in time possible to use IP technology for subsequent operations. The difference compared to LAN/WLAN is that the initial access is given to a configuration/activation/support service (kind of a servive provider's control channel). This trusted context is then used for provisioning operations (e.g. using OMA CP and OMA DM). These operations result in a persistent configuration that then can be used to access services.

The CR fulfils several use cases in the “Device Management Requirement” specification. 

· 5.1.1 New Device Purchase

· 5.1.4 Bootstrap Provisioning for used Devices

· 5.1.2 New Enterprise Device Purchase" is also applicable, 

The CR fulfils numerous requirements in section 6.1.1 Security related to Authentication, Authorization, Integrity and Confidentiality (partially).

It also fulfils requirements in 6.3.1 System Elements / Device by enabling both "discover data services" as well as "discover the operators Device Management system". The connection prior to the provisioning operation enables communication of relevant properties.

2 Impact on Backward Compatibility

No backwards compatibility impact.

3 Impact on Other Specifications

A related change has been proposed for the ProvUAB specification.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA DM WG should incorporate these modifications to the ProvBoot document and create a new release of Client Provisioning.

6 Detailed Change Proposal

2.1Normative References

	[3GPP TS 23.003]
	“Numbering, addressing and identification”, Digital cellular telecommunications system (Phase 2+); Universal Mobile Telecommunications System (UMTS); (3GPP TS 23.003 version 5.9.0 Release 5), URL: http://www.3GPP.org, http://www.etsi.org 

	[CREQ]
	"Specification of WAP conformance requirements", WAP Forum ™, WAP-221-CReq, URL: http://www.openmobilealliance.org

	[GSM03.38]
	“Alphabets and Language Specific Information”, ETSI, URL: http://www.etsi.org/

	[GSM11.11]
	Digital cellular Telecommunications system (Phase 2+); Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface (GSM 11.11 version 7.2.0 Release 1998)

	[HMAC]
	“HMAC: Keyed-Hashing for Message Authentication”, Krawczyk, H., Bellare, M., and Canetti, R., RFC 2104, February 1997. URL: ftp://ftp.isi.edu/in-notes/rfc2104.txt 

	[PROVCONT]
	“OMA Provisioning Content Specification”, Open Mobile Alliance ™, OMA-WAP-PROVCONT-v1_1, URL: http://www.openmobilealliance.org

	[PROVSC]
	“OMA Smart Card Provisioning Specification”,  Open Mobile Alliance ™, OMA-WAP-PROVSC-v1_1, URL: http://www.openmobilealliance.org

	[PROVUAB]
	“OMA Provisioning User Agent Behaviour Specification”,  Open Mobile Alliance ™, OMA-WAP-PROVUAB-v1_1, URL: http://www.openmobilealliance.org 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels“, S. Bradner, March 1997. URL:    http://www.ietf.org/rfc/rfc2119.txt 

	[SHA]
	“Secure Hash Standard”, NIST FIPS PUB 180-1, National Institute of Standards and Technology, U.S. Department of Commerce, DRAFT, May 1994.

	[TIA/EIA-136-005-A]
	“Introduction, Identification, and Semi-Permanent Memory”, TIA/EIA, TIA/EIA-136-005-A

	[TIA/EIA-136-720-A]
	“Over-the-Air Activation Teleservice (OATS)”, TIA/EIA, TIA/EIA-136-720-A

	[TIA/EIA-637-A]
	“Short Message Service for Spread Spectrum Systems”, TIA/EIA, TIA/EIA-637-A

	[WAPPUSH]
	“WAP Push OTA Specification”, WAP Forum ™, WAP-235-PushOTA, URL: http://www.openmobilealliance.org

	[WAPWDP]
	“Wireless Datagram Protocol Specification”, WAP Forum ™, WAP-259-WDP, URL: http://www.openmobilealliance.org

	[WBXML]
	“WAP Binary XML Content Format”, WAP Forum ™, WAP-192-WBXML, URL: http://www.openmobilealliance.org

	[WTLS]
	“Wireless Transport Layer Security”, WAP Forum ™, WAP-261-WTLS, URL: http://www.openmobilealliance.org


3.2Definitions

This section introduces a terminology that will be used throughout this document. Properties of specific elements are also defined.

	Bootstrap Document
	A connectivity or application access document with information of relevance to the bootstrap process only.

	Bootstrap process (bootstrapping)
	The process by which the unconfigured ME is taken from the initial state to or through the TPS Access state.  This process can be system specific.

	Configuration Context
	A Configuration Context is a set of connectivity and application configurations typically associated with a single TPS. However, the Configuration Context can also be independent of any TPS. A TPS can be associated with several Configuration Contexts, but a TPS cannot provision a device outside the scope of the Configuration Contexts associated with that particular TPS. In fact, all transactions related to provisioning are restricted to the Configuration Contexts associated with the TPS.

	Connectivity Information
	This connectivity information relates to the parameters and means needed to access WAP infrastructure.  This includes network bearers, protocols, access point addresses as well as proxy, DNS, and application access addresses and Trusted Provisioning Server URLs.

	Continuous provisioning
	The process by which the ME is provisioned with further infrastructure information at or after the TPS Access state. The information received during the bootstrap may be modified. This process is generic and optional. Continuous implies that the process can be repeated multiple times, but not that it is an ongoing activity.

	Network Access Point
	A physical access point is an interface point between the wireless network and the fixed network. It is often a Remote Access Server, an SMSC, a USSDC, or something similar. It has an address (often a telephone number) and an access bearer.

	Privileged Configuration Context
	A privileged configuration context is a special context in which it is possible to define the number of additional configuration contexts allowed. Not all WAP service providers are, however, allowed to bootstrap the privileged context.

	Provisioned state
	The state in which the ME has obtained connectivity information extending its access capabilities for content, applications or continuous provisioning. This state is reached when the bootstrap process has provided access to generic proxies, or the continuous provisioning process has been performed.

	Trusted Provisioning Server 
	A Trusted Provisioning Server, is a source of provisioning information that can be trusted by a

Configuration Context. They are the only entities that are allowed to provision the device with static configurations. In some cases, however, a single TPS is the only server allowed to configure the phone.  Provisioning related to a specific TPS is restricted to Configuration Contexts that are associated with this TPS.

	TPS Access State
	The state in which the ME has obtained a minimum set of infrastructure components that enables the ME to establish the first communication channel(s) to WAP infrastructure, i.e. a trusted WAP proxy. This allows continuous provisioning but may also provide sufficient information to the ME to access any other WAP content or application.

	Trusted Proxy
	The trusted proxy is responsible to protect the end user from malicious configuration information.

	Trusted HTTP Context
	A Trusted HTTP Context is defined as a bearer specific feature.

	Trust-Token
	A PIN used with the context of a Trusted HTTP Context and conforming to the rules of a user PIN that will be used for USERPIN signing within the generic security mechanism. 

	Trusted GPRS Access Point
	The Trusted GPRS Access point is an APN named “initAccess”.

	Trusted HTTP Provisioning Server
	A server that resides at the logical address of www.help-portal.com/page1. This address is mapped to a physical HTTP server.


3.3 Abbreviations

	APN
	Access Point Node

	CB
	Cell Broadcast

	DCS
	Data Coding Scheme

	ESN
	Electronic Serial Number

	GHOST
	GSM Hosted Teleservice

	GPRS
	Global Packet Radio Service

	GSM
	Global System for Mobile Communication

	GUTS
	General UDP Transport Service

	HMAC
	Hashed Message Authentication Code

	HTTP
	Hypertext Transfer Protocol

	ID
	Identifier

	IMSI
	International Mobile Subscriber Identifier

	MAC
	Message Authentication Code

	ME
	Mobile Equipment

	MIME
	Multipurpose Internet Mail Extensions

	MSISDN
	Mobile Station Integrated Services Directory Number

	NAM
	Number Assignment Module

	NAP
	Network Access Point

	OMA
	Open Mobile Alliance

	OTA
	Over The Air

	PIN
	Personal Identification Number

	PLMN
	Public Land Mobile Network

	SEC
	Security Method

	SHA
	Security Hashing Algorithm

	SIM
	Subscriber Identity Module

	SMS
	Short Message Service

	SPC
	Service Programming Code

	SSD
	Shared Secret Data

	TPS
	Trusted Provisioning Server

	UDP
	User Datagram Protocol

	URL
	Uniform Resource Locator

	USSD
	Unstructured Supplementary Service Data

	WAP 
	Wireless Application Protocol

	WBXML
	Wireless Binary Extensible Markup Language

	WDP
	Wireless Datagram Protocol

	WIM
	Wireless Identity Module

	WTLS
	Wireless Transport Layer Security


5.1 OTA Mechanism

The OTA bootstrap process MUST be initiated by a dedicated server that sends a bootstrap document via WAP connectionless push [WAPPUSH] with the default push port, the default application ID and the provisioning MIME-type (application/vnd.wap.connectivity-wbxml) to the ME. This ensures that the bootstrap mechanism is able to work on most bearers that support network initiated communication using [WAPWDP].

 The OTA bootstrap process MUST be initiated either by a dedicated server that sends a bootstrap document via WAP connectionless push [WAPPUSH] to the ME or by a client that retrieves the bootstrap document to the ME over HTTP within a Trusted HTTP Context.

When WAP connectionless push is used the default push port, the default application ID and the provisioning MIME-type (application/vnd.wap.connectivity-wbxml) MUST be used. This ensures that the bootstrap mechanism is able to work on most bearers that support network initiated communication using [WAPWDP].

When the bootstrap document (application/vnd.wap.connectivity-wbxml) is retrieved by HTTP the operation MUST be performed within a Trusted HTTP Context. This ensures a sufficient trust level of the bootstrap.

6.1.6 GPRS

The bootstrap mechanism over GPRS is client initiated.  This is implemented by means of “Provisioning by HTTP” (as defined in [PROVUAB]).

For the Mobile Equipment (ME) to authenticate the originator of the bootstrap message, and to create a Trusted HTTP Context, the following method SHALL be used.

· The ME SHALL connect to the GPRS network using a Trusted GPRS Access Point. The Trusted GPRS Access Point when in the home network MUST have the name “initAccess”.

· The Trusted GPRS access point when the device is roaming MUST have the fully qualified form of “initAccess.mnc<MNC>.mcc<MCC>.gprs as defined in [3GPP TS 23.003].

· The ME SHALL connect to the Trusted HTTP Provisioning Server using the Trusted GPRS Access Point. 

· The ME SHALL provide the Trusted HTTP Provisioning Server with a short-lived Trust-Token that MUST be used to identify operations within the Trusted HTTP Context.

The mechanism for Provisioning over HTTP, as defined in the [PROVUAB] specification, MUST leverage the Trusted HTTP Context.
A.1 GSM Features

	Item
	Function
	Reference
	Status
	Requirement

	ProvBoot-BGSM-C-001
	Support for WAP-PROVISIONINGDOC read from WIM
	Error! Reference source not found.
	O
	ProvBoot-BGSM-C-014

	ProvBoot-BGSM-C-002
	Support for WAP-PROVISIONINGDOC read from SIM
	Error! Reference source not found.
	O 
	ProvBoot-BGSM-C-014

	ProvBoot-BGSM-C-003
	Support for WAP-PROVISIONINGDOC received by Cell Broadcast
	Error! Reference source not found.
	O
	ProvBoot-BGSM-C-009 AND ProvBoot-BGSM-C-010 AND ProvBoot-BGSM-C-011 AND ProvBoot-BGSM-C-014

	ProvBoot-BGSM-C-004
	Support for WAP-PROVISIONINGDOC received over SMS bearer
	Error! Reference source not found.
	O
	ProvBoot-BGSM-C-006 AND ProvBoot-BGSM-C-007 AND ProvBoot-BGSM-C-008 AND ProvBoot-B-C-003 AND ProvBoot-BGSM-C-014

	ProvBoot-BGSM-C-005
	Support for WAP-PROVISIONINGDOC received over USSD bearer
	Error! Reference source not found.
	O
	ProvBoot-BGSM-C-006 AND ProvBoot-BGSM-C-007 AND ProvBoot-BGSM-C-008 AND ProvBoot-B-C-003 AND ProvBoot-BGSM-C-014

	ProvBoot-BGSM-C-006
	Validate the bootstrap document using generic security mechanism. 
	Error! Reference source not found.
	O
	

	ProvBoot-BGSM-C-007
	Accept only bootstrap documents that are authenticated.
	Error! Reference source not found.
	O
	

	ProvBoot-BGSM-C-008
	Privileged context  accepted only if authenticated using USERNETWPIN
	Error! Reference source not found., Error! Reference source not found.
	O
	

	ProvBoot-BGSM-C-009
	The CB parameter Geographical Scope encoded as "PLMN wide validity"
	Error! Reference source not found.
	O
	

	ProvBoot-BGSM-C-010
	The System Network Code, Provisioning Network Code and SIM Network Code are equal in order for the message to be accepted as valid bootstrap information.
	Error! Reference source not found.
	O
	

	ProvBoot-BGSM-C-011
	The channel 421 is used for bootstrap messages.
	Error! Reference source not found.
	O
	

	ProvBoot-BGSM-C-012
	Support for network specific shared secret
	Error! Reference source not found.
	O
	ProvBoot-BGSM-C-013

	ProvBoot-BGSM-C-013
	The network specific shared secret is the IMSI
	Error! Reference source not found.
	O
	

	ProvBoot-BGSM-C-014
	Support for privileged configuration context
	Error! Reference source not found., Error! Reference source not found.
	O
	

	ProvBoot-BGSM-C-015
	Support for creation of a Trusted HTTP Context.
	6.1.6
	O
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