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1 Reason for Change

Background:

In the last years Gemalto has posted some contributions trying to fix some bugs currently present in CP 1.1. Those contributions didn’t go through mainly because they were conditioned to the development of the CP 1.2 enabler.

The points that Gemalto addressed several times are:

· Solving the MMS conflict between OMA and 3GPP for CP provisioning (OMA-DM-CP-2005-0012-WAP-ProvUAB_Resolution-of-conflict-between-OMACP-and-3GPP-provisioning-)

· Introducing different types of smart cards as valid provisioning media in CP 1.1 (OMA-DM-CP-2005-0013-WAP-ProvBoot_Update-Bootstrap-Smartcard-)

The points that Gemalto introduced in the CP 1.2 WID were:

· “Secure bootstrap of configuration data to the Device including […] different Smart Card platforms and applications”

· “Enable provisioning from additional Smart Card platforms and applications”

Additionally, Gemalto didn’t support CP 1.2 but showed interest in getting a solution for all the previous points.

Current status:

During the Beijing face-to-face meeting (last November) it was brought to the OMA DM WG’ attention the intention of suspending the CP 1.2 enabler due to lack of activity. Gemalto raised an objection because several changes proposed for CP 1.1 never went through mainly because they were conditioned to the CP 1.2 enabler development.  The present contribution aims to address bullet two, introducing the different smart card types in the target document.

2 Impact on Backward Compatibility

None. The files structure defined in the CP 1.1 specifications can be implemented, transparently to the device, in all the proposed smart card types.

3 Impact on Other Specifications

Same bug fix is recommended on other specifications of the CP 1.1 enabler.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree this proposal and apply changes to the candidate enabler CP 1.1

6 Detailed Change Proposal

Change 1:  Chapter 1 (Scope)

The Wireless Application Protocol (WAP) is a result of continuous work to define an industry-wide specification for developing applications that operate over wireless communication networks. The Open Mobile Alliance continues the work of the WAP Forum to define a set of specifications to be used by service applications. For information on the WAP architecture, please refer to “Wireless Application Protocol Architecture Specification” [WAPARCH].

Provisioning is the process by which a WAP client is configured with a minimum of user interaction. The term covers both over the air (OTA) provisioning and provisioning by means of, e.g., smart cards. This specification defines the architecture of the provisioning process. The specification is an informative document.

Change 2:  Chapter 3.3 (Abbreviations)

	DNS
	Domain Name System

	IP
	Internet Protocol

	ME
	Mobile Equipment

	MMS
	Multimedia Messaging Service

	MSC
	Mobile Switching Centre

	NAP
	Network Access Point

	OTA
	Over The Air

	PX
	Proxy

	SC
	Smart Card

	SIM
	Subscriber Identification Module

	SAT
	SIM Application Toolkit

	SMSC
	Short Message Service Centre

	TPS
	Trusted Provisioning Server

	URL
	Uniform Resource Locator

	USSDC
	Unstructured Supplementary Service Data Centre

	WAP
	Wireless Application Protocol

	WIM
	WAP Identification Module

	WSP
	WAP Session Protocol

	WTA
	Wireless Telephony Application

	WTLS
	Wireless Transport Layer Security

	WWW
	World Wide Web


Change 3:  Chapter 4 (Introduction)

The purpose of this specification is to serve as the starting point for anyone who wants to know, at a high level, what is WAP Provisioning all about. This specification shall introduce the reader to the concepts and high-level architecture used to implement WAP provisioning on wireless devices.

The WAP provisioning mechanism leverages the WAP technology whenever possible [WAPARCH]. This includes

the use of the WAP stack as well as mechanisms such as WAP Push [WAPPUSH]. The provisioning architecture

attempts to generalise the mechanisms used by different network types so that the network specific part is isolated

to the bootstrap phase.

The WAP provisioning framework specifies mechanisms to provision devices with connectivity and application

access information. This provisioning framework allows one or more trusted points of configuration management to tune their respective Configuration Contexts within an ME.

The WAP infrastructure includes access points between the wireless and wire-line networks, as well as proxies for

various purposes (WSP proxy, WTA proxy, etc.) and DNS servers. The device has to know about some of these elements in order to use the service they provide.
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A non-bootstrapped WAP device is by itself not able to contact any kind of service or content through WAP.
WAP devices must thus be loaded with connectivity information, which is done during the bootstrap process. In order for the infrastructure to perform the download and/or addition of connectivity and/or application access information after the bootstrap process has been performed (continuous provisioning), WAP devices need to have a trusted relationship with the infrastructure, i.e. with one or more trusted provisioning servers, and that is in that case established during the bootstrap process. 

Very few end users in a mass-market environment will be able (or interested) to perform proper set up of the various configuration contexts needed by the user. The user is seldom able to validate the correctness and reliability of a configuration (access point, proxy, provisioned DNS server, MMS Proxy-Relay). A trusted provisioning server is thus responsible for continuous provisioning of a particular configuration context in several user devices, i.e. for the correctness and validity of connectivity and application access information, in order to protect the user from malicious service information.

Each bearer network has unique mechanisms, i.e. network specific procedures to initiate the phone or in the case of deploying the Multimedia Messaging (MMS) application it would be necessary to configure the MMS access specific parameters. In some cases, smart cards can be used to pre-configure devices and/or application access information. Typically a bearer specific over the air provisioning mechanism is used.
Change 4:  Chapter 5.2 (Bootstrap)

The separation of the bootstrap from the continuous provisioning has several advantages.


· The bootstrap can be done in a system dependant way, leveraging the underlying system

· can be pre-provisioned in device hardware or in smart cards [PROVSC]

· can leverage bearer and network specific provisioning mechanisms

· can leverage voice provisioning mechanisms

· can be based on restrictive filters (both automatic and based on user interaction) using an over the air mechanism

· The bootstrap can be based on a generic trust relationship, and the bootstrapped phone will have a specific relationship of trust established afterwards.


This allows the continuous provisioning to be defined in a generic way, providing advantages especially in a multibearer environment. For example, the identities of one or more TPS, potentially including authentication features, do not have to be known at manufacturing as they are defined in the Bootstrap process.
Change 5:  Chapter 10 (Scope of different Provisioning Specifications)

· Provisioning Architecture Overview

This document. The starting point for anyone who wants to know more, at a high level, about WAP Provisioning.

· Provisioning Content

This document specifies the content type used to transport connectivity information between the provisioning

infrastructure (Provisioning Server, Bootstrap server) and the mobile device.


· Provisioning Bootstrap

This document specifies the mechanisms available for bootstrap of the device in different network technologies.


· Provisioning User Agent Behaviour

This document defines some of the basic behaviour of the provisioning agent in the device.


· Provisioning Smart Card

This document defines the files on a smart card that have to be used to store WAP provisioning data.

Fig. 1 - Network topology, and the addresses and methods to access particular resources. The picture shows a typical structure with / without WAP proxies and Network Access Points (often a Remote Access Server) needed to reach a particular proxy.
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