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1 Reason for Change

Background:

In the last years Gemalto has posted some contributions trying to fix some bugs currently present in CP 1.1. Those contributions didn’t go through mainly because they were conditioned to the development of the CP 1.2 enabler.

The points that Gemalto addressed several times are:

· Solving the MMS conflict between OMA and 3GPP for CP provisioning (OMA-DM-CP-2005-0012-WAP-ProvUAB_Resolution-of-conflict-between-OMACP-and-3GPP-provisioning-)

· Introducing different types of smart cards as valid provisioning media in CP 1.1 (OMA-DM-CP-2005-0013-WAP-ProvBoot_Update-Bootstrap-Smartcard-)

The points that Gemalto introduced in the CP 1.2 WID were:

· “Secure bootstrap of configuration data to the Device including […] different Smart Card platforms and applications”

· “Enable provisioning from additional Smart Card platforms and applications”

Additionally, Gemalto didn’t support CP 1.2 but showed interest in getting a solution for all the previous points.

Current status:

During the Beijing face-to-face meeting (last November) it was brought to the OMA DM WG’ attention the intention of suspending the CP 1.2 enabler due to lack of activity. Gemalto raised an objection because several changes proposed for CP 1.1 never went through mainly because they were conditioned to the CP 1.2 enabler development.  The present contribution aims to address bullet two, introducing the different smart card types in the target document.

2 Impact on Backward Compatibility

None. The files structure defined in the CP 1.1 specifications can be implemented, transparently to the device, in all the proposed smart card types.

3 Impact on Other Specifications

Same bug fix is recommended on other specifications of the CP 1.1 enabler.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Agree this proposal and apply changes to the candidate enabler CP 1.1

6 Detailed Change Proposal

Change 1:  Chapter 4.3 (Error handling)

A provisioning document encoded with an alternative DTD might include elements or attributes that are not recognised by certain user agents. In this situation, a user agent SHOULD use the configuration as if the unrecognised tags and attributes were not present as long as the major version number of the provisioning document is supported. If the major version number isn't supported then the provisioning document MUST be ignored.

A provisioning document encoded with an alternative version might include parameters that are not recognised by certain user agents. In this situation, a user agent SHOULD use the configuration as if the unrecognised parameters and values encoding were not present as long as the major version number is supported. If the major version number isn't supported then the provisioning document MUST be ignored.

If a provisioning document is found to be corrupt, then the User Agent SHOULD ignore the document in question, and not apply any higher level logic to resolve the situation.

If the User Agent finds that a provisioning document must be ignored, then the document is treated as if it would not have existed at all. This means that the User Agent will continue its process to find a valid document. For example, if the document on the smart card turns out to be invalid, then the User Agent SHOULD try to locate a provisioning document in the next possible location, for example the device memory.

Change 2:  Chapter 5 (Provisioning document interaction)

This section describes the behaviour that MUST be executed by the client when handling multiple provisioning documents in a single configuration context. This section applies to any situation where implicit relationship between documents must be resolved (for example smart card and proxy discovery). Additional rules for document and parameter interaction MAY be defined for example in the scope of continuous provisioning and proxy discovery.
Change 3:  Chapter 5.1 (Implicit priority)

The device (e.g. browser) might read connectivity configurations from several sources, for example from a smart card and from the device memory. The smart card has 3 storage locations [PROVSC], and the device a number of storage locations.

As each of these "files" are independent they might contain conflicting information.

The sources of connectivity information have different priority, i.e. based on access order. The priority order is

        1. files defined on a smart card [PROVSC]
                a. Bootstrap

                b. Config1

                c. Config2

        2. Device

The three files on the smart card all define parts of the same configuration context.  The configuration context can even be expanded into memory areas in the device. The areas on the device then have lower priority than the smart card storage.

If the device has pre-configured configurations then these have higher priority than provisioning documents added later to the device. If the device has auxiliary provisioning mechanisms (e.g. DHCP) then these have lower priority than provisioning documents pre-configured or added to the device. For example, the provisioning of DNS connectivity information from a [PROVCONT] compliant provisioning document has higher priority than DNS connectivity information from a DHCP server.
Change 4:  Chapter 7.1 (GSM)

7.1 GSM/UMTS
The following selection process SHOULD be followed by the ME:

1) Search for bootstrap information in smart card, if no information is found then continue. Predefined bootstrap on the smart card has the highest priority. Priorities between SIM, RUIM, UICC and WIM are specified in the Smart Card Provisioning Specification [PROVSC].

2) Search for persistent bootstrap information in the device, if no information is found then continue.

3) Check whether Provisioning over GSM/UMTS CB is supported. When registering in the network, read Sysinfo. If no CB at all is being sent out then allow provisioning via other bearers else

a) Wait for the CB schedule message or read channel 421 directly dependent of what is received first 

b) If the CB schedule message shows that no CB channel for provisioning is available, then ignore CB for bootstrapping and allow bootstrapping via other bearers.

c) Likewise, if the CB schedule message or the channel 421 has not appeared within two schedule periods, the ME may ignore CB for bootstrapping and allow bootstrapping via other bearers.

d) If a CB channel for provisioning is available, then read the provisioning document from that channel and the device MAY then stop listening to the CB channel for bootstrap.

e) If the channel 421 has been found, but no bootstrap message has been received within 5 schedule periods, the ME may ignore the CB for bootstrapping and allow bootstrapping via other bearers.

The point at which ME starts listening to the assigned broadcast channel is implementation dependent. However, as a minimum the ME MUST start listening to the broadcast channel when the WAP environment is initialised.

For GSM/UMTS USSD it is possible to use the WCMP Echo Request message to find out whether the client supports WAP over GSM/UMTS USSD or not:

The WAP Proxy attached to the USSDC may send a WCMP Echo Request to the ME.

If the ME supports USSD as a WAP bearer, then

The ME will reply with a WCMP Echo Reply, after which

The WAP Proxy can allow the TPS to proceed with the bootstrap process via GSM/UMTS USSD.

Otherwise the WAP Proxy knows that GSM/UMTS USSD is not available. It can then let the TPS proceed with the bootstrap process via GSM/UMTS SMS.

Change 5:  New chapter 7.2

7.2 CDMA

The following selection process SHOULD be followed by the ME:

1)    Search for bootstrap information in smart card, if no information is found then continue. Predefined bootstrap on the smart card has the highest priority. Priorities between RUIM, UICC and WIM are specified in the Smart Card Provisioning Specification [PROVSC].
2)    Search for persistent bootstrap information in the device.

Change 6:  Appendix B (Static Conformance Requirements)

B.1. General User Agent Behaviour Features

	Item
	Function
	Reference
	Status
	Requirement

	ProvUAB-U-C-001
	Support for the wap‑provisioningdoc
	4
	M
	

	ProvUAB-U-C-002
	Support for Proxy Selection
	6
	O
	ProvUAB-UPS-C-001 AND ProvUAB-UPS-C-002 AND ProvUAB-UPS-C-003

	ProvUAB-U-C-003
	Support for Over the Air Bootstrap
	7
	O
	

	ProvUAB-U-C-004
	Support for local bootstrap by WIM/SIM/UICC
	7.1
	O
	

	ProvUAB-U-C-005
	Support for provisioning document conflict resolution.
	5.2
	M
	

	ProvUAB-U-C-006
	Support for local bootstrap by WIM/RUIM/UICC
	7.2
	O
	


B.2. Proxy Selection

	Item
	Function
	Reference
	Status
	Requirement

	ProvUAB-UPS-C-001
	Support for authority match
	6.1
	O
	

	ProvUAB-UPS-C-002
	Support for path match
	6.2
	O
	

	ProvUAB-UPS-C-003
	Support for best match
	6.3
	O
	


B.3. Conflict Resolution

	Item
	Function
	Reference
	Status
	Requirement

	ProvUAB-UCR-C-001
	Redundant characteristics ignored
	4.1
	M
	

	ProvUAB-UCR-C-002
	Redundant parameters ignored
	4.1
	M
	

	ProvUAB-UCR-C-003
	Unknown characteristics ignored
	4.1
	M
	

	ProvUAB-UCR-C-004
	Unknown parameters ignored
	4.1
	M
	

	ProvUAB-UCR-C-005
	Unknown values ignored
	4.1
	M
	

	ProvUAB-UCR-C-006
	Discard redundant NAP definitions but continue to process document
	4.1
	M
	


B.4. Use of Provisioning Document Parameters

	Item
	Function
	Reference
	Status
	Requirement

	ProvUAB-UDP-C-001
	Ignore NAP definition when bearer not supported
	4.2
	M
	

	ProvUAB-UDP-C-002
	Ignore physical proxy definitions containing only unsupported protocols
	4.2
	M
	

	ProvUAB-UDP-C-003
	Ignore physical proxy definitions without a valid NAP
	4.2
	M
	

	ProvUAB-UDP-C-004
	Ignore logical proxy definitions without a valid physical proxy.
	4.2
	M
	

	ProvUAB-UDP-C-005
	Support for PXADDR-FQDN
	4.5
	O
	

	ProvUAB-UDP-C-006
	Use of PORT characteristic
	4.6
	M
	

	ProvUAB-UDP-C-007
	Usage of parm PXAUTH-ID
	4.7
	O
	

	ProvUAB-UDP-C-008
	Usage of parm CLIENT-ID
	4.7
	O
	

	ProvUAB-UDP-C-009
	Handling of missing authentication credentials
	4.8
	O
	

	ProvUAB-UDP-C-010
	Support for interpreting ACCESS characteristic
	4.9
	M
	

	ProvUAB-UDP-C-011
	Support for Granting Access condition
	4.9.1
	M
	

	ProvUAB-UDP-C-012
	Support for multiple access-rule parameters 
	4.9.1.1
	M
	

	ProvUAB-UDP-C-013
	Support for Access Selection mechanism
	4.9.1.2
	M
	

	ProvUAB-UDP-C-014
	Support for multiple access-result parameters
	4.9.1.3
	M
	

	ProvUAB-UDP-C-015
	Co-ordinating Access Selection and Proxy Selection 
	4.9.2
	M
	


	ProvUAB-UDP-C-016
	Interpretation of APPLICATION chracteristics
	4.10
	O
	


B.5. Error Handling

	Item
	Function
	Reference
	Status
	Requirement

	ProvUAB-UEH-C-001
	Ignore unknown tags and attributes in provisioning document
	4.3
	O
	

	ProvUAB-UEH-C-002
	Ignore document with unsupported major version number
	4.3
	M
	

	ProvUAB-UEH-C-003
	Ignore parameters and values that are unrecognised
	4.3
	O
	

	ProvUAB-UEH-C-004
	Ignore corrupt document
	4.3
	O
	

	ProvUAB-UEH-C-005
	Look for a valid document when current one is invalid
	4.3
	O
	


B.6. GSM Bootstrap

	Item
	Function
	Reference
	Status
	Requirement

	ProvUAB-UGSM-C-001
	Support for bootstrap in GSM
	7.1
	O
	ProvUAB-UGSM-C-002 AND ProvUAB-UGSM-C-003 AND ProvUAB-UGSM-C-004

	ProvUAB-UGSM-C-002
	WIM/SIM/UICC has higher priority than Cell Broadcast
	7.1
	O
	

	ProvUAB-UGSM-C-003
	Cell Broadcast has higher priority than SMS/USSD
	7.1
	O
	

	ProvUAB-UGSM-C-004
	SMS and USSD have equal priority
	7.1
	O
	

	ProvUAB-UGSM-C-005
	Support for Cell Broadcast in GSM
	7.1
	O
	ProvUAB-UGSM-C-006

	ProvUAB-UGSM-C-006
	GSM Cell Broadcast channel monitored when WAP initialised
	7.1
	O
	


B.7. Multiple Context Management

	Item
	Function
	Reference
	Status
	Requirement

	ProvUAB-UCM-C-001
	Support for Privileged Configuration Context
	8
	O
	

	ProvUAB-UCM-C-002
	User can make additions to Privileged configuration Context
	8
	O
	

	ProvUAB-UCM-C-003
	NETWPIN bootstrap restricted to single context
	8
	O
	

	ProvUAB-UCM-C-004
	Support for multiple bootstraps using a User PIN method
	8
	O
	

	ProvUAB-UCM-C-005
	Support for short lived PIN
	8
	O
	


B.8. CDMA Bootstrap

	Item
	Function
	Reference
	Status
	Requirement

	ProvUAB-UCDMA-C-001
	Support for bootstrap in CDMA
	7.1
	O
	ProvUAB-UCDMA-C-002

	ProvUAB-UCDMA-C-002
	WIM/RUIM/UICC has highest priority
	7.2
	O
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