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1 Reason for Change

ProvBoot does not accurately reflect the bootstrap document priority from ProvSC and ProvUAB.
The change to section 5 is to accurately reflect the text in ProvUAB.

The change to section 6.1.1 is to accurately reflect the text in ProvSC.

The change to the SCRs to more accurately reflect the text from sections 4 and 5.

2 Impact on Backward Compatibility

May have impact on devices that do not support smart card or point-to-point or broadcast mechansim.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM should agree this CR and update the ProvBoot document.
6 Detailed Change Proposal

Change 1:  Section 5, Bootstrap Process
[insert this text just before section 5.1]
The device might read bootstrap documents from several sources, for example from a smart card or from the device memory or from OTA sources.  As each of these files are independent they might contain conflicting information.

The priority of bootstrap documents is:

1. Files on smart cards [ProvSC],

2. Preconfigured Files on Device

3. Files added after factory on Device

4. Files via OTA mechanisms

The Device MUST support reading the boostrap document from one of above priorities.
Change 2:  Section 6.1.1, SIM

Bootstrap data stored on the smart card, [PROVSC], has the highest priority (see [PROVUAB]). If data is found on the smart card, no over the air bootstrap procedure is valid for that Configuration Context. Update of bootstrap data can be done only using out of band methods, i.e. smart card specific methods (for example a non-WAP over the air configuration method).

The smart card may store data of a Privileged Configuration Context.


If the Device supports the smart card it MUST support reading of connectivity parameters from the smart card.

Change 3:  Appendix B Static Conformance Requirements
B.1
Preconditions

	Item
	Function
	Reference
	Status
	Requirement

	ProvBoot-BPC-C-001
	The device supports WIM in the scope of WAP Class Conformance.
	
	O
	ProvBoot-B-C-002 

	ProvBoot-BPC-C-002
	The device supports the GSM SMS bearer in some form, i.e. for example point to point Mobile Terminated text SMS.
	
	O
	ProvBoot-BGSM-C-004

	ProvBoot-BPC-C-003
	The device supports the broadcast bearer GSM CB-SMS in some form, i.e. for example text CB-SMS.
	
	O
	ProvBoot-BGSM-C-003


B.2
General Bootstrap Feature

	Item
	Function
	Reference
	Status
	Requirement

	ProvBoot-B-C-001
	Support for the WAP-PROVISIONINGDOC 
	5
	M 
	ProvBoot-B-C-002 OR ProvBoot-B-C-004 OR ProvBoot-B-C-005

	ProvBoot-B-C-002
	Support for WAP-PROVISIONINGDOC read from smart card
	5
	O
	ProvSC-C-001

	
	

	
	
	

	ProvBoot-B-C-004
	Support for WAP-PROVISIONINGDOC received Over The Air using a Broadcast mechanism
	5
	O
	ProvBoot-B-C-011 AND
ProvBoot-B-C-012

	ProvBoot-B-C-005
	Support for WAP-PROVISIONINGDOC read from the device (pre-configured bootstrap)
	5
	O
	

	ProvBoot-B-C-006
	Support for WAP-PROVISIONINGDOC generic security mechanism
	5.2.1
	M
	ProvBoot-BSF-C-003 AND ProvBoot-BSF-C-004

	ProvBoot-B-C-007
	Support for multiple configuration context
	4.1
	O
	ProvBoot-B-C-009

	ProvBoot-B-C-008
	Each PROVURL is unique within the device, and identifies a separate configuration context. 
	4.1
	M
	

	ProvBoot-B-C-009
	Support for multiple bootstraps without a PROVURL definition
	4.1
	O
	ProvBoot-B-C-010

	ProvBoot-B-C-010
	In case multiple bootstraps without a PROVURL definition are accepted then they create independent configuration contexts.
	4.1
	O
	

	ProvBoot-B-C-011
	Support for WAP connectionless push for initiation of the OTA bootstrap process
	5.1
	O
	

	ProvBoot-B-C-012
	Device authenticates Server
	5.2
	O
	

	ProvBoot-B-C-012
	Device receives redundant configuration context with PROVURL either discards redundant configurations or lets user select a handing
	4.1
	M
	


B.2.1
Bearer Support

	Item
	Function
	Reference
	Status
	Requirement

	ProvBoot-BCT-C-001
	Support for the GSM 
	6.1
	O
	ProvBoot-BGSM-C-001 OR ProvBoot-BGSM-C-002 OR ProvBoot-BGSM-C-003 OR ProvBoot-BGSM-C-004 OR ProvBoot-BGSM-C-005

	ProvBoot-BCT-C-002
	Support for - IS-95-CDMA
	6.3
	O
	ProvBoot-BCDMA-C-001

	ProvBoot-BCT-C-003
	Support for  IS-136-TDMA
	6.2
	O
	ProvBoot-BTDMA-C-001

	ProvBoot-BCT-C-004
	Support for Generic Over The Air Mechanism
	5.2.1
	O
	


B.3
GSM Features

	Item
	Function
	Reference
	Status
	Requirement

	ProvBoot-BGSM-C-001
	Device supports GSM
	6.1.1
	O
	
ProvBoot-BGSM-002 AND ProvBoot-BGSM-003 AND ProvBoot-BGSM-004 AND ProvBoot-BGSM-006 AND ProvBoot-BGSM-007 

	ProvBoot-BGSM-C-002
	Support for WAP-PROVISIONINGDOC read from smart card
	6.1.1
	O 
	ProvSC-C-001 AND ProvBoot-BGSM-C-014

	ProvBoot-BGSM-C-003
	Support for WAP-PROVISIONINGDOC received by Cell Broadcast
	6.1.2
	O
	ProvBoot-BGSM-C-009 AND ProvBoot-BGSM-C-010 AND ProvBoot-BGSM-C-011 AND ProvBoot-BGSM-C-014

	ProvBoot-BGSM-C-004
	Support for WAP-PROVISIONINGDOC received over SMS bearer
	6.1.3
	O
	ProvBoot-BGSM-C-006 AND ProvBoot-BGSM-C-007 AND ProvBoot-BGSM-C-008 AND ProvBoot-B-C-003 AND ProvBoot-BGSM-C-014

	ProvBoot-BGSM-C-005
	Support for WAP-PROVISIONINGDOC received over USSD bearer
	6.1.4
	O
	ProvBoot-BGSM-C-006 AND ProvBoot-BGSM-C-007 AND ProvBoot-BGSM-C-008 AND ProvBoot-B-C-003 AND ProvBoot-BGSM-C-014

	ProvBoot-BGSM-C-006
	Device validates the bootstrap document 
	6.1.5
	O
	

	ProvBoot-BGSM-C-007
	Accept only bootstrap documents that are authenticated.
	6.1.5
	O
	

	ProvBoot-BGSM-C-008
	Privileged context  accepted only if authenticated using USERNETWPIN
	6.1.3, 6.1.4
	O
	

	ProvBoot-BGSM-C-009
	The CB parameter Geographical Scope encoded as "PLMN wide validity"
	6.1.2
	O
	

	ProvBoot-BGSM-C-010
	The System Network Code, Provisioning Network Code and SIM Network Code are equal in order for the message to be accepted as valid bootstrap information.
	6.1.2
	O
	

	ProvBoot-BGSM-C-011
	The channel 421 is used for bootstrap messages.
	6.1.2
	O
	

	ProvBoot-BGSM-C-012
	Support for network specific shared secret
	6
	O
	ProvBoot-BGSM-C-013

	ProvBoot-BGSM-C-013
	The network specific shared secret is the IMSI
	6.1.1
	O
	

	ProvBoot-BGSM-C-014
	Support for privileged configuration context
	6.1.3, 6.1.4
	O
	


 B.4
IS-95-CDMA Features

	Item
	Function
	Reference
	Status
	Requirement

	ProvBoot-BCDMA-C-001a
	Device supports IS-95-CDMA
	6.3
	O
	ProvBoot-BCDMA-C-001 AND ProvBoot-BCDMA-C-002 AND ProvBoot-BCDMA-C-003

	ProvBoot-BCDMA-C-001
	Support for WAP-PROVISIONINGDOC received over SMS bearer
	6.3.1
	O
	ProvBoot-BCDMA-C-006

	ProvBoot-BCDMA-C-002
	Validate the bootstrap document. 
	6.3
	O
	

	ProvBoot-BCDMA-C-003
	Accept only bootstrap documents that are authenticated.
	6.3
	O
	

	ProvBoot-BCDMA-C-004
	Support for network specific shared secret
	6.3
	O
	ProvBoot-BCDMA-C-005

	ProvBoot-BCDMA-C-005
	The network specific shared secret is the SSD
	6.3
	O
	

	ProvBoot-BCDMA-C-006
	Support for privileged configuration context
	6.3.2
	O
	ProvBoot-BSF-C-007

	ProvBoot-BCDMA-C-007
	Privileged configurations validated only by NETWPIN or USERNETWPIN
	6.3.2
	O
	ProvBoot-BSF-C-001 OR ProvBoot-BSF-C-003


 B.5
IS-136-TDMA Features

	Item
	Function
	Reference
	Status
	Requirement

	ProvBoot-BTDMA-C-001a
	Device supports IS-136-TDMA
	6.2
	O
	ProvBoot-BTDMA-C-001

	ProvBoot-BTDMA-C-001
	Support for WAP-PROVISIONINGDOC received over the GUTS bearer
	6.2.1
	O
	ProvBoot-BTDMA-C-002 AND ProvBoot-BTDMA-C-003 AND ProvBoot-BTDMA-C-004 AND ProvBoot-BTDMA-C-005 AND ProvBoot-BSF-C-001

	ProvBoot-BTDMA-C-002
	Bootstrap message impacts only active NAM
	6.2.2
	O
	

	ProvBoot-BTDMA-C-003
	Discard bootstrap message if generic security mechanism fails.
	6.2.2
	O
	

	ProvBoot-BTDMA-C-004
	NETWPIN consists of concatenated SSD_S and ESN
	6.2.1
	O
	

	ProvBoot-BTDMA-C-005
	Support for privileged configuration context
	6.2.2
	O
	 ProvBoot-BTDMA-C-006

	ProvBoot-BTDMA-C-006
	Privileged configurations validated only by NETWPIN
	6.2.2
	O
	ProvBoot-BSF-C-001


B.6
Generic Security Features

	Item
	Function
	Reference
	Status
	Requirement

	ProvBoot-BSF-C-001
	Support for NETWPIN
	5.2.1
	O
	

	ProvBoot-BSF-C-002
	Support for USERPIN
	5.2.1
	O
	

	ProvBoot-BSF-C-003
	Support for USERNETWPIN
	5.2.1
	O
	

	ProvBoot-BSF-C-004
	Support for USERPINMAC
	5.2.1
	O
	














�This only appears in network specific adaptations.
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