Doc# OMA-DM-CP-2008-0009-CR_Remove_SC_from_ProvBoot.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-CP-2008-0009-CR_Remove_SC_from_ProvBoot.doc
Change Request



Change Request

	Title:
	Remove Smartcard from ProvBoot
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM WG

	Doc to Change:
	OMA-WAP-ProvBoot-v1_1-20080226

	Submission Date:
	29 Jun 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Peter C. Thompson, Qualcomm Inc.

	Replaces:
	n/a


1 Reason for Change

A lot of discussion has taken place about whether CP is ready for Approval.  A major stopping point has been the smartcard and network adaptations.  This CR will remove the smartcard from the ProvBoot, removing one barrier to allowing CP to move forward.

This is in accordance with the recommendation from IOP that optional behavior that cannot be agreed upon or tested should be removed.

2 Impact on Backward Compatibility

Should be little to none, as no company has claimed use of the smartcard. This should not affect any unit in the field, as smartcard is completely optional.

3 Impact on Other Specifications

OMA DM allows OMA CP to be used for bootstrapping.  However, since OTA is not affected, this should have no impact on OMA DM.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM should agree to this CR and allow the ProvBoot to be updated.

6 Detailed Change Proposal

Change 1:  Section 1, remove mention of smartcard
The Wireless Application Protocol (WAP) is a result of continuous work to define an industry-wide specification for developing applications that operate over wireless communication networks. The scope for Open Mobile Alliance is to define a set of specifications to be used by service applications. The wireless market is growing very quickly, and reaching new customers and services. To enable operators and manufacturers to meet the challenges in advanced services, differentiation and fast/flexible service creation WAP Forum defines a set of protocols in transport, security, transaction, session and application layers. For additional information on the WAP architecture, please refer to “Wireless Application Protocol Architecture Specification” [WAPARCH].

Provisioning is the process by which a WAP client is initially configured with connectivity and application access parameters.  The provisioning process also includes subsequent updates of persistent information in WAP client devices as well as retrieval of management information stored on WAP client devices.

The term covers both OTA provisioning and provisioning by other means. This specification defines a part of the provisioning process, namely, the bootstrap process, which is an OTA mechanism used to initially provision unconfigured WAP clients.

Change 2:  Section 2, remove references to the various smartcards
	[CREQ]
	"Specification of WAP conformance requirements", WAP Forum ™, WAP-221-CReq, URL: http://www.openmobilealliance.org

	
	

	
	

	[GSM03.38]
	“Alphabets and Language Specific Information”, ETSI, URL: http://www.etsi.org/

	[GSM11.11]
	Digital cellular Telecommunications system (Phase 2+); Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface”, (ETSI TS 100 977), URL:htpp://www.etsi.org/

	[HMAC]
	“HMAC: Keyed-Hashing for Message Authentication”, Krawczyk, H., Bellare, M., and Canetti, R., RFC 2104, February 1997. URL: ftp://ftp.isi.edu/in-notes/rfc2104.txt 

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[PROVCONT]
	“OMA Provisioning Content Specification”, Open Mobile Alliance ™, OMA-WAP-PROVCONT-v1_1, URL: http://www.openmobilealliance.org

	
	

	[PROVUAB]
	“OMA Provisioning User Agent Behaviour Specification”,  Open Mobile Alliance ™, OMA-WAP-PROVUAB-v1_1, URL: http://www.openmobilealliance.org 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels“, S. Bradner, March 1997. URL:    http://www.ietf.org/rfc/rfc2119.txt 

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[SHA]
	“Secure Hash Standard”, NIST FIPS PUB 180-1, National Institute of Standards and Technology, U.S. Department of Commerce, DRAFT, May 1994.

	

	

	[TS31.102]
	“Characteristics of the Universal Subscriber Identity Module (USIM) application”, 3rd Generation Partnership Project
URL:http://www.3gpp.org/

	[TS51.011]
	“Specification of the Subscriber Identity Module – Mobile Equipment (SIM - ME) interface”, 3rd Generation Partnership Project
URL:http://www.3gpp.org/

	[TIA/EIA-136-005-A]
	“Introduction, Identification, and Semi-Permanent Memory”, TIA/EIA, TIA/EIA-136-005-A

	[TIA/EIA-136-720-A]
	“Over-the-Air Activation Teleservice (OATS)”, TIA/EIA, TIA/EIA-136-720-A

	[TIA/EIA-637-A]
	“Short Message Service for Spread Spectrum Systems”, TIA/EIA, TIA/EIA-637-A

	[WAPPUSH]
	“WAP Push OTA Specification”, WAP Forum ™, WAP-235-PushOTA, URL: http://www.openmobilealliance.org

	[WAPWDP]
	“Wireless Datagram Protocol Specification”, WAP Forum ™, WAP-259-WDP, URL: http://www.openmobilealliance.org

	[WBXML]
	“WAP Binary XML Content Format”, WAP Forum ™, WAP-192-WBXML, URL: http://www.openmobilealliance.org

	[WTLS]
	“Wireless Transport Layer Security”, WAP Forum ™, WAP-261-WTLS, URL: http://www.openmobilealliance.org


Change 3:  Remove Section 6.1.1 
Delete all of section 6.1.1
Change 4:  Remove Section 6.1.2
Delete all of section 6.1.2
Change 5:  Section 6.1.5 remove mention of cell broadcast
All configuration data, including the bootstrap data, is tied to a specific identity of the SIM/USIM, i.e. the IMSI. If a new (different) SIM/USIM is inserted the device should keep the original configuration private (not visible). The phone might store multiple configurations, each tied to a particular IMSI.

When receiving a bootstrap document, the ME MUST validate the document (where applicable) using the prescribed methods. Only bootstrap documents that are properly authenticated SHALL be accepted.

The bootstrap over point to point bearers such as GSM/UMTS SMS and GSM/UMTS USSD is a one-time event per configuration context. Within a configuration context, the bootstrap process cannot be re-performed unless the context is reset (using an out of band method). The bootstrap data set established over broadcast bearers can be updated (including a complete reset of the configuration context) using the same bearer. 

The ME MAY provide a capability to reset a configuration context to the unconfigured state, thereby allowing the bootstrap process to be reinitiated for that context.

Change 6:  Remove Section 6.3.3
Delete all of section 6.3.3.
Change 7:  Section B.2 remove reference to smartcard
	Item
	Function
	Reference
	Status
	Requirement

	ProvBoot-B-C-001
	Support for the WAP-PROVISIONINGDOC 
	5.1
	M 
	ProvBoot-B-C-002 OR ProvBoot-B-C-003 OR ProvBoot-B-C-004 OR ProvBoot-B-C-005

	
	
	
	
	

	ProvBoot-B-C-003
	Support for WAP-PROVISIONINGDOC received Over The Air using a Point to Point mechanism
	5
	O
	ProvBoot-B-C-006 AND (ProvBoot-BCT-C-001 OR ProvBoot-BCT-C-002 OR ProvBoot-BCT-C-003 OR ProvBoot-BCT-C-004)

	ProvBoot-B-C-004
	Support for WAP-PROVISIONINGDOC received Over The Air using a Broadcast mechanism
	5
	O
	

	ProvBoot-B-C-005
	Support for WAP-PROVISIONINGDOC read from the device (pre-configured bootstrap)
	5
	O
	

	ProvBoot-B-C-006
	Support for WAP-PROVISIONINGDOC generic security mechanism
	5.2.1
	O
	ProvBoot-BSF-C-003 AND ProvBoot-BSF-C-004

	ProvBoot-B-C-007
	Support for multiple configuration context
	4.1
	O
	ProvBoot-B-C-009

	ProvBoot-B-C-008
	Each PROVURL is unique within the device, and identifies a separate configuration context. 
	4.1
	M
	

	ProvBoot-B-C-009
	Support for multiple bootstraps without a PROVURL definition
	4.1
	O
	ProvBoot-B-C-010

	ProvBoot-B-C-010
	In case multiple bootstraps without a PROVURL definition are accepted then they create independent configuration contexts.
	4.1
	O
	

	ProvBoot-B-C-011
	Support for WAP connectionless push for initiation of the OTA bootstrap process
	5.1
	M
	


Change 8:  Section B.2.1 remove SCRs for smartcard

	Item
	Function
	Reference
	Status
	Requirement

	ProvBoot-BCT-C-001
	Support for the GSM/UMTS 
	6.1
	O
	ProvBoot-BGSM-C-004 OR ProvBoot-BGSM-C-005

	ProvBoot-BCT-C-002
	Support for - IS-95-CDMA
	6.3
	O
	ProvBoot-BCDMA-C-001 OR ProvBoot-BCDMA-C-007

	ProvBoot-BCT-C-003
	Support for  IS-136-TDMA
	6.2
	O
	ProvBoot-BTDMA-C-001

	ProvBoot-BCT-C-004
	Support for Generic Over The Air Mechanism
	5.2.1
	O
	


Change 9:  Section B.3 remove reading from smartcard
	Item
	Function
	Reference
	Status
	Requirement

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	ProvBoot-BGSM-C-004
	Support for WAP-PROVISIONINGDOC received over SMS bearer
	6.1.3
	O
	ProvBoot-BGSM-C-006 AND ProvBoot-BGSM-C-007 AND ProvBoot-BGSM-C-008 AND ProvBoot-B-C-003 AND ProvBoot-BGSM-C-014

	ProvBoot-BGSM-C-005
	Support for WAP-PROVISIONINGDOC received over USSD bearer
	6.1.4
	O
	ProvBoot-BGSM-C-006 AND ProvBoot-BGSM-C-007 AND ProvBoot-BGSM-C-008 AND ProvBoot-B-C-003 AND ProvBoot-BGSM-C-014

	ProvBoot-BGSM-C-006
	Validate the bootstrap document using generic security mechanism. 
	6.1.5
	O
	

	ProvBoot-BGSM-C-007
	Accept only bootstrap documents that are authenticated.
	6.1.5
	O
	

	ProvBoot-BGSM-C-008
	Privileged context  accepted only if authenticated using USERNETWPIN
	6.1.3, 6.1.4
	O
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	ProvBoot-BGSM-C-012
	Support for network specific shared secret
	6
	O
	ProvBoot-BGSM-C-013

	ProvBoot-BGSM-C-013
	The network specific shared secret is the IMSI
	6.1.1
	O
	

	ProvBoot-BGSM-C-014
	Support for privileged configuration context
	6.1.3, 6.1.4
	O
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