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1. Scope

1.1 Connectivity Object - WLAN Bearer
This document defines a Wireless LAN (WLAN) bearer specific parameters used together with the standardized connectivity management object [CONNMO] in order to have a complete standardized Network Access Point definition for WLAN connectivity settings in the OMA DM management tree.

While this WLAN object is optional for any OMA DM implementation, their widespread use will simplify the management of WLAN connectivity parameters in mobile terminals.

The object is defined using the OMA DM Device Description Framework. The object has standardized points of extension to permit implementation-specific parameters to accompany the standardized parameters. This added flexibility is intended to encourage the use of the standardized object while not unnecessarily restricting individual vendor innovations.
2. References

2.1 Normative References

	[CONNMO]
	Standardized Connectivity Management Objects, Version 1.0, Open Mobile Alliance™,
OMA-TS-DM-ConnMO-V1_0-D, URL:http://www.openmobilealliance.org 

	[DMTND]
	SyncML Device Management Tree and Description, Version 1.1.2, Open Mobile Alliance™, OMA-SyncML-DMTND-V1_1, URL:http://www.openmobilealliance.org 

	[GENFORM]
	“WAP General Formats Document, Open Mobile Alliance™, WAP-188-WAPGenFormats, URL:http://www.openmobilealliance.org 

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/ 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt


2.2 Normative Authorities of Reference 

Various parameters specified in the management objects defined in this document rely on an authority outside the scope of this specification to supply the set of acceptable values and value formats. In such references to external authority, only the directly cited material is referenced, not the entire external specification. The following authorities of reference are used in this document:
	[802.1X]
	IEEE Std 802.1X-2001. IEEE, http://www.ieee.org/

	[RFC2246]
	The TLS Protocol, T. Dierks, C. Allen, January 1999, 
URL: http://www.ietf.org/rfc/rfc2246.txt

	[WISPR]
	Best Current Practices for Wireless Internet Service Provider (WISP) Roaming, Wi-Fi Alliance – Wireless ISP Roaming (WISPr). Wi-Fi Alliance, http://www.wi-fialliance.org/

	[WLAN]
	ANSI/IEEE Std 802.11, 1999 Edition. IEEE, http://www.ieee.org/

	[WPA]
	Wi-Fi Protected Access (WPA) Version 2.0. Wi-Fi Alliance, http://www.wi-fialliance.org/


2.3 Informative References

	[DMStdObj]
	SyncML Device Management Standardized Objects, Version 1.1.2, Open Mobile Alliance™, OMA-SyncML-DMStdObj-V1_1_2, URL:http://www.openmobilealliance.org/

	[ProvCont]
	Provisioning Content, Version 1.1, Open Mobile Alliance™,
OMA-WAP-ProvCont-v1_1, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

See the DM Tree and Description [DMTND] document for definitions of terms related to the management tree.
3.3 Abbreviations

	BSSID
	Base station SSID

	CA Certificate
	Client Authenticate Certificate

	EAP
	Extended Authentication Protocol

	IEEE
	Institute of Electrical and Electronic Engineers

	IETF
	Internet Engineering Task Force

	NAPAUTHINFO
	Network Access Point Authentication Information

	NAPDEF
	Network Access Point Definition

	OMA
	Open Mobile Alliance

	SSID
	Service Set Identifier

	UMA
	Unlicensed Mobile Access

	WEP
	Wired Equivalent Privacy

	Wi-Fi
	Wireless Fidelity

	WISP
	Wireless Internet Service Provider

	WISPr
	Wireless Internet Service Provider Roaming

	WLAN
	Wireless Local Area Network

	WPA
	Wi-Fi Protected Area


4. Introduction

Usually over time network protocols grow and are replaced as the market cycle plays out. Connectivity Management Object [CONMO] is structured in such a way as to be resilient to the addition of new bearer and proxy types without requiring wholesale replacement of the object definitions. In this way, the common structure survives into future versions of the management objects thus easing the burden of transition from old bearer types to new.
This document specifies WLAN bearer specific part of the general Network Access Point management object allowing vendor specific extensions. 
5. WLAN Management Object
5.1 Introduction
(Informative)

A general introduction of the connectivity management object is given in the connectivity management object document [CONNMO] as well as the needed compliance rules. This document specifies the WLAN bearer specific subtree that is placed under the general Network Access Point management object in order to enable the WLAN bearer specific parameter manipulation.
5.2 Bearer Type Value
In case WLAN bearer settings are to be used by the device and the BearerType node specified in [CONMO] is supported then the value of that node MUST be “WLAN”.

5.3 Graphical Representation (Informative)
The following figure provides the structure of WLAN management object.
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Figure 1. WLAN Management Object

5.4 Node descriptions

…/WLAN
	Status
	Occurrence
	Format
	Access

	Required
	One
	Node
	Get


This interior node specifies the bearer-specific parameters for a Network Access Point management object which describes a WLAN access point or ad hoc WLAN..

WLAN/PRI-SSID
	Status
	Occurrence
	Format
	Access

	Required
	One
	chr
	Get


The PRI-SSID [WLAN] parameter indicates the primary SSID (name) of the WLAN network. A WLAN network identified by a SSID can contain several physical access points identified by the MAC address (BSSID).

WLAN/PRI-U-SSID
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


Used PRI-U-SSID [WLAN] is the used primary SSID. It is associating to the network instead of PRI-SSID.  For example use “Homerun1X” instead of “Homerun”, when scanning discovers “Homerun”. This is an optional field. Please refer to Appendix B for further details.

WLAN/PRI-H-SSID
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


The PRI-H-SSID [WLAN] parameter indicates that the SSID is hidden. If the parameter is omitted then the SSID is not hidden and if it is included it is hidden. Direct scan is used to check if a hidden SSID is available. Direct scanning is not normally used because it is slower than normal active or passive scanning. Please refer to Appendix B for further details.

WLAN/SEC-SSID
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrMore
	node
	Get


SEC-SSID interior node defines the parameter list of secondary SSIDs.

WLAN/SEC-SSID/<X>
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	node
	Get


This interior node distinguishes different secondary SSIDs.

WLAN/SEC-SSID/<X>/S-SSID
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


The S-SSID [WLAN] holds the SSID of a single secondary SSID.

WLAN/SEC-SSID/<X>/S-U-SSID
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


As the primary SSID (PRI-SSID) can include a used SSID (PRI-U-SSID), then also the secondary SSID’s can as well hold a used SSID. Please refer to parameter PRI-U-SSID for details.

WLAN/NET-MODE
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


The NET-MODE node indicates the operational mode of the WLAN. Please refer to [WLAN] for details. If the parameter is not set or if the parameter is omitted, then infrastructure mode is assumed. Possible values are indicated in table below:

	NET-MODE
	Description

	INFRA
	Infrastructure network (default value)

	ADHOC
	Ad hoc network


Table 1: NET-MODE

WLAN/SEC-MODE
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


The SEC-MODE [WLAN] parameter indicates security mode for the WLAN network. If parameter is omitted, no security is applied. Possible values are indicated in table below:

	Value
	Content of SECURITYMODE

	WEP 
	WEP security in use. Please refer to [WLAN] for details.

	802.1X 
	802.1X security in use. This value indicates enterprise 802.1x operation, which uses dynamic WEP keys and 802.1x/EAP authentication. Please refer to [802.1X] for details.

	WPA 
	Wi-Fi Protected Access security in use. This mode also supports WPA2. Please refer to [WPA] for details.

	WPA-PSK
	Wi-Fi Protected Access security using pre-shared key in use. This mode also supports WPA2. Please refer to [WPA] for details.

	WPA2
	Wi-Fi Protected Access 2 security in use. In this mode only AES cipher is allowed. WPA usage is prohibited. Please refer to [WPA] for details.

	WPA2-PSK
	Wi-Fi Protected Access security using pre-shared key in use. In this mode only CCMP cipher is allowed. WPA usage is prohibited. Please refer to [WPA] for details.


Table 2: SEC-MODE

WLAN/EAP/
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	node
	Get


EAP interior node defines parameters for EAP authentication methods. Not all security methods use all of these settings. There can be multiple sets of EAP settings. The priority of the various EAP methods is implementation-specific.

WLAN/EAP/<X>
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrMore
	node
	Get


This interior node distinguishes different EAP methods.

WLAN/EAP/<X>/EAPTYPE
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


The EAP Type [802.1X] specifies the type of the actual method.

	EAP-TYPE
	Description

	EAP-SIM
	EAP-SIM method is used.

	EAP-AKA
	EAP-AKA method is used.

	EAP-TLS
	EAP-TLS method is used.

	EAP-PEAP
	EAP-PEAP method is used.

	EAP-TTLS
	EAP-TTLS method is used.

	EAP-LEAP
	EAP-LEAP method is used.

	EAP-MSCHAPV2
	EAP-MSCHAPV2 method is used.

	EAP-GTC
	EAP-GTC method is used.


Table 3: EAP-TYPE

WLAN/EAP/<X>/USERNAME
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


The USERNAME parameter specifies the user’s identity. If this is not specified then the type itself decides what is sent as the username. For example, a terminal authenticating using EAP-TLS might use the username from the user’s certificate. As a further example, some implementations might choose to ask the user directly during authentication. The format of the parameter is ASCII and maximum length 255 characters.

WLAN/EAP/<X>/PASSWORD
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	-


PASSWORD is the password that is used in EAP Authentication. The format of the parameter is ASCII and maximum length 255 characters.

WLAN/EAP/<X>/REALM
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


The REALM parameter specifies the override realm that is sent in the EAP identity response packet. The identity response is of the form: “USERNAME-value@REALM-value”.

WLAN/EAP/<X>/USE-PSEUDO
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	bool
	Get


If USE-PSEUDO [802.1X] is true, then pseudonyms may be used in EAP-SIM and EAP-AKA authentication. If false or missing, pseudonyms are not permitted.

WLAN/EAP/<X>/ENCAPS
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


ENCAPS [802.1X] methods can run another EAP methods encapsulated in secure tunnel. This parameter specifies for which encapsulating EAP type these settings in this characteristic are associated. Possible EAP methods are EAP-PEAP and EAP-TTLS. For example if the value of this parameter is “EAP-PEAP” then these settings are meant for EAP-PEAP encapsulation. If this parameter is missing then the corresponding EAP type is run without EAP-PEAP or EAP-TTLS encapsulation. Only one set of each type of settings can be included.

WLAN/EAP/<X>/VFY-SVR-REALM
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	bool
	Get


VFY-SRV-REALM [802.1X], if set to “true”, specifies that the realm of the server’s certificate is verified. How this is done is implementation specific, one way is to compare the realm with user certificate’s realm. If these don’t match then connection is not established. If this is omitted or “false” server realm is not checked.

WLAN/EAP/<X>/CLIENT-AUTH
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	bool
	Get


In EAP-TLS client authentication is not mandatory. CLIENT-AUTH, if set to “true”, specifies that the client requires the server to perform client authentication. If this parameter is omitted or “false”, then the connection is successful even if client authentication is not performed.

WLAN/EAP/<X>/SES-VAL-TIME
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	int
	Get


SES-VAL-TIME [802.1X] specifies (an integer number of minutes) how long the authentication session is valid. During this time EAP types can do faster session resumes instead of full authentications. If this is omitted or “0” full authentication is always executed. One example of a session resume is the EAP-SIM reauthentication procedure.

WLAN/EAP/<X>/ CIP_SUITE
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	int
	Get


CIP-SUIT [802.1X] specifies an allowed cipher suite. The id number, an integer, identifies the cipher suite. Multiple cipher suites can be allowed. Please refer to [RFC2246] chapter A.5 for the values.

WLAN/EAP/<X>/PEAP-V0
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	bool
	Get


PEAP-V0 [802.1X], if set to “true”, allows EAP-PEAP version 0 to be used. If omitted or “false” PEAP version 0 usage is disallowed.

WLAN/EAP/<X>/PEAP-V1
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	bool
	Get


PEAP-V1 [802.1X], if set to “true”, allows EAP-PEAP version 1 to be used. If omitted or “false” PEAP version 1 usage is disallowed.

WLAN/EAP/<X>/PEAP-V2
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	bool
	Get


PEAP-V2 [802.1X], if set to “true”, allows EAP-PEAP version 2 to be used. If omitted or “false” PEAP version 2 usage is disallowed.

WLAN/EAP/<X>/CERT
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	node
	Get


For those EAP types that use certificates, the required user certificates are specified in the EAP/…/CERT subtree. 

WLAN/EAP/<X>/CERT/<X>
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrMore
	node
	Get


This interior node distinguishes different certificates.

WLAN/EAP/<X>/CERT/<X>/ISS-NAME
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


ISS-NAME [802.1X] is the Distinguished Name of the certificate’s issuer in human readable ASCII form (for example “/C=US/O=Some organization/CN=Some common name”).

WLAN/EAP/<X>/CERT/<X>/SUB-NAME
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


SUB-NAME [802.1X] specifies the Distinguished Name of the certificate’s subject in human readable ASCII form (for example  “/C=US/O=Some organization/CN=Some common name”).

WLAN/EAP/<X>/CERT/<X>/CERT-TYPE
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


This specifies the type of certification:

	CERT-TYPE
	Description

	USER
	User certification

	CA
	CA certification


Table 4: CERT-TYPE

WLAN/EAP/<X>/CERT/<X>/SER-NUM
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	b64
	Get


This specifies the serial number of the certificate. The serial number value MUST be Base64 encoded.

WLAN/EAP/<X>/CERT/<X>/SUB-KEY-ID
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	b64
	Get


SUB-KEY-ID [802.1X] specifies the subject key id of a certificate. The subject key id MUST be Base64 encoded.

WLAN/EAP/<X>/CERT/<X>/THUMBPRINT
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	b64
	Get


THUMBPRINT [802.1X] specifies the thumbprint of the certificate. The value MUST be Base64 encoded.

WLAN/WPA-PSK-ASC
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


The WPA-PSK-ASC [WPA] parameter is used to deliver the ASCII form pre-shared key. Client supporting this parameter MUST be capable on receiving key values between 8 and 63 characters in length. Note: This key is valid only if SECMODE value is WPA-PSK or WPA2-PSK.

WLAN/WPA-PSK-HEX
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	b64
	Get


The WPA-PSK-HEX [WPA] parameter is used to deliver the hexadecimal form pre-shared key. Client supporting this parameter MUST be capable on receiving key values which are 32 bytes long. The key SHALL be Base64 encoded. Note: This key is valid only if SECMODE value is WPA-PSK or WPA2-PSK.

WLAN/WEPKEYIND
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	int
	Get


The WEPKEYIND [WPA] indicates the INDEX of the WEPKEY that is the default key (0-3). Note: The keys specified in the WEPKEY subtree and the value of WEPKEYIND are meaningful only if SECMODE value is set to WEP.

WLAN/WEPAUTHMODE
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


The WEPAUTHMODE [WPA] indicates WEP authentication mode. Possible values are indicated in the table below:

	WEPAUTHMODE
	Description

	OPEN
	Authentication Mode in use is open

	SHARED
	Shared Authentication Mode in use


Table 5: WEPAUTHMODE

WLAN/WEPKEY
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	Node
	Get


This interior node defines the length and the data for the WEPKEY [WPA]. The maximum number of keys is 4. Client MUST use the key with an INDEX value matching the value of the WEPKEYIND node (if that node is included). If no WEPKEYIND node value is present, the order of selection of the WEPKEY values is implementation specific.

WLAN/WEPKEY/<X>
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOr4
	node
	Get


This interior node distinguishes different WEPKEYs. There MUST NOT be more than four interior nodes at this level. 

Note: The term “ZeroOr4” in Occurance is defined in Section 9.4.3.18 in the [DMTND].

WLAN/WEPKEY/<X>/LENGTH
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	int
	Get


The LENGTH parameter indicates the length of WEP key measured in bits.

WLAN/WEPKEY/<X>/INDEX
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	int
	Get


Specifies the index of this WEP key as an integer value between 0 and 3. Each value of WEPKEY/…/INDEX SHOULD be unique with respect to other values of WEPKEY/…/INDEX within the same Network Access Point management object.

WLAN/WEPKEY/<X>/DATA
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	b64
	Get


The DATA parameter indicates the WEP key data. The WEP key data MUST be encoded as Base64.

WLAN/WLANHAND
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	bool
	Get


The WLANHAND parameter, if true, indicates if handover from this access point to another access point with the same SSID is allowed. If the WLANHAND parameter is false or not present, handover is not allowed. 
Ext
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	Node
	Get


This optional interior node designates the single top-level branch of the WLAN management object tree into which vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the DM connectivity management objects to provide flexible points of extension for implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of the Ext sub-trees.

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	OMA-TS_DM-ConnMO-WLAN-V1_0-20051213-D
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	All
	Initial draft
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	All
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Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

A.3 SCR for XYZ Client

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-C-001
	Something mandatory
	Section x.y
	M
	(XYZ-C-001 OR XYZ-C-003) AND
 XYZ-C-002

	XYZ-C-002
	Something optional
	Section x.y
	O
	

	XYZ-C-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MCF

	XYZ-C-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OCF


A.4 SCR for XYZ Server

	Item
	Function
	Reference
	Status
	Requirement

	XYZ-S-001
	Something mandatory
	Section x.y
	M
	XYZ-S-001 OR XYZ-S-002 OR XYZ-S-003

	XYZ-S-002
	Something optional
	Section x.y
	O
	

	XYZ-S-003
	Dependencies on ZYX
	Section x.y
	M
	ZYX:MSF

	XYZ-S-004
	Dependencies on ZYX
	Section x.y
	O
	ZYX:OSF








( 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-Spec-20060101-I]
( 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-Spec-20060101-I]

_1195976831.ppt






PRI-SSID

PRI-U-SSID?

PRI-H-SSID?

SEC-SSID?

S-SSID?

S-U-SSID?

X*

NET-MODE?

SEC-MODE?

EAP?

EAPTYPE

USERNAME?

REALM?

USE-PSEUDO?

ENCAPS?

VFY-SRV-REALM?

X*

PASSWORD?

CLIENT-AUTH?

SES-VAL-TIME?

PEAP-V0?

PEAP-V1?

PEAP-V2?

CERT?

CIP-SUITE?

X*

ISS-NAME?

SUB-NAME?

SER-NUM?

SUB-KEY-ID?

CERT-TYPE?

THUMBPRINT?

WPA-PSK-ASC?

WPA-PSK-HEX?

WEPAUTHMODE?

WEPKEY?

WLANHAND?

WEPKEYIND?

X*

LENGTH?

INDEX?

DATA?

WLAN

EXT?

uniqueid+








