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1 Reason for Change

This CR aims to add temporarily disable as an alternative flow for the existed enable/disable use case.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that DM WG agrees this CR and incorporates it into DCMO RD.

6 Detailed Change Proposal
Change 1:  Add an alternative flow for the existed enable/disable use case:

5     Use Cases
(Informative)

The following basic device capability management use case categories can be considered:  

1. Device capability disabled/enabled
In this use case, DM System can send command to device to disable or enable the device capability. There are two kinds of disabling operations can be considered: keep disable and temporarily disable. When the device capability is keep-disabled by the DM System, only DM System can enable the device capability, and user can’t enable it. 
2. 
When the device capability is temporarily disabled by the DM System, either DM System or the user can enable the device capability. 
5.1    Device Capability Disabled/Enabled Use Case
5.1.1     ASK  \* MERGEFORMAT Short Description
There are two scenarios introduced in this use case:

1. Device Capability Keep-Disabled/Enabled
In order to protect the enterprise secret information, the Enterprise sets policy to limit the use of some capabilities on the employee’s device during work time, e.g., the Bluetooth, IR, USB, cameras are forbidden in the office. 

When the employee enters the R&D centre, the Enterprise Management Authority detects the presence of the device and sends via Device Management System a command to keep disable the Camera capability on the employee’s device. In this case, employee can’t enable the Camera capability on his device. Only Device Management System can enable the Camera capability on employee’s device when the employee goes out of the R&D centre or the Enterprise Management Authority requests the Device Management System to do so.

2. Device Capability Temporarily-Disabled/Enabled
Management Authority detects that a specific capability on the device is abnormal or misbehaving, e.g. by remote diagnostics and monitoring. To protect the user from the effects of a misbehaving device capability (e.g. causing additional charges, degraded performance) and to protect the network operator's network capacity, including radio resources and network signal and processing, Management Authority sends commands via Device Management System to temporarily disable that specific capability.  If user confirms, the device capability is temporarily disabled. When the device capability is recovered to normal state, Management Authority can enable the device capability. Alternatively, user can enable the device capability directly.
The Actors, Pre-conditions, Post-conditions and Normal Flow illustrate the keep disable scenario.
5.1.2    Actors
· Device Management System

· Enterprise Management Authority
· User: the employee of the Enterprise
5.1.2.1        Actor Specific Issues
· Enterprise Management Authority: Enterprise wants to limit the use of some capabilities on the employee’s device automatically.
· Device Management System: Device Management System performs the required device management operations.
· User: User can not take adventure to offend the enterprise security policy.
5.1.2.2        Actor Specific Benefits
· Enterprise Management Authority: Enterprise can manage the use of the device capabilities to protect the security of the enterprise’s information.
· User: User can easily follow the security rule of the enterprise.
5.1.3    Pre-conditions
· Enterprise Management Authority can detect the presence of the device when the employee has gone into or out of the R&D centre.
· Device is capable of interfacing with the Device Management System.

· The device capability can be enabled and keep-disabled. 
5.1.4    Post-conditions
        The device capability is enabled or keep-disabled by the Device Management System.

5.1.5    Normal Flow
The normal flow illustrates the keep disable scenario:
1.     The user tries to enter the R&D center to have a meeting inside and the Enterprise Management Authority detects the presence of the device and sends via Device Management System command to the device to make a specific device capability keep disabled.
2.     The device consumes the operations and makes the corresponding capability keep-disabled.
3.     The device reports the results to the Device Management System, and the Enterprise Management Authority is notified of the results.

4.     After the meeting is finished and the user walks out the R&D center, the Enterprise Management Authority detects this and sends via Device Management System command to the device to enable the capability.

5.     The device enables the capability.
6.     The device reports the results to the Device Management System, and the Enterprise Management Authority is notified of the results.
5.1.6    Alternative Flow 1
The alternative flow illustrates the temporarily disable scenario:
1. Management Authority sends via Device Management System command to the device to temporarily disable a specific capability.
2.    The device issues a prompt to the User to confirm this operation. 

3.    Upon confirmation by the User, the device disables the capability temporarily.
4.    The device reports the results to the Device Management System. And Management Authority is notified of the results.

5. Management Authority sends via Device Management System command to the device to enable a capability.
6.    The device issues a request to the User for authorization for the necessary action. 

7.    Upon confirmation by the User, the device enables the capability.

8.    The device reports the results to the Device Management System. And Management Authority is notified of the results.
5.1.7      Alternative Flow 2

      This alternate flow describes the possibility that the user can enable the capability directly:
Flow 1~4 are the same as described in alternative flow 1.

5.    The user enables a capability on the device.

6.    The device enables the capability.

 7.    The device reports the results to the Device Management System.

Change 2:  Add the corresponding requirement:

6    Requirements
(Normative)

6.1    High-Level Functional Requirements
	Label
	Description
	Enabler Release

	DCMO-HLFR-1
	The DCMO enabler SHALL support a mechanism to enable the device capabilities.
	DCMO 1.0

	DCMO-HLFR-2
	The DCMO enabler SHALL support a mechanism to keep disable the device capabilities.
	DCMO 1.0

	DCMO-HLFR-3
	The DCMO enabler SHALL support a mechanism to temporarily disable the device capabilities.
	DCMO 1.0


Table 1: High-Level Functional Requirements
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