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1 Reason for Contribution

This contribution proposes two DCMO use-cases that enable and disable the device’s capability to run certain applications and send/receive certain application data.
These use cases will allow management authorities to either restrict, or restriction the restriction, of a device’s capability to run specific applications or send/receive particular application data.   These may be divided into two respective categories – “Always Available” and “Always Unavailable”.   Reasons for such restriction may include:
· “Always Unavailable”

· Enterprises and other third parties may wish to restrict the use of un-productive applications

· Enterprises and operators may wish the limit the use of email or IM, with the exception of certain servers identified in the DCMO

· Network providers and enterprises may wish to limit the use of applications known or found to be un-secure

· “Always Available”

· Management Authorities may have an interest in a particular application and not wish other management authorities to disable them

· Management authorities may wish certain application data to be always available, except when they are trying to interact with certain blacklisted server

2 Summary of Contribution

This contribution gives a use-case highlighting that the DCMO enabler should support the enabling/disabling of the device’s capability to run certain applications and send/receive certain application data.
3 Detailed Proposal

5.x    Disabling the Device Capability to Run an Application
5.x.1     ASK  \* MERGEFORMAT Short Description

Joe works for Bulk Shredding Ltd., a company who handles sensitive information, and he has been given a mobile device to conduct his work remotely.   The company uses a secured email server for messaging, and all email must be conducted through that server.   Therefore, Bulk Shredding Ltd. is looking to ensure that all employee email will only be sent via the company server and not via any unsecured/3rd party service.

The method chosen by Bulk Shredding Ltd. is to send a MO to the device that will instruct the device to disable the use of email applications that do not connect to the company server.

5.x.2    Actors
· Enterprise
· Device
· User
5.x.2.1        Actor Specific Issues
· Enterprise: The enterprise needs to ensure that its associated devices can disable their capability to execute certain applications and capability to accept application data that present a security threat to its business.   The only application server they trust is their own.
· Device: The device will need to detect, interpret and react to a DCMO that instructs the device to regard an application as being “Always Unavailable”.   This will include any exceptions – these exceptions will allow the device to run an application, but will block the exchange of application data if it does not originate/terminate at the identified source/destination addresses
· User: The user may not be aware of new company policy regarding the use of certain applications, therefore would welcome the ability to automatically restrict the device’s disposition to certain applications
5.x.2.2        Actor Specific Benefits
· Enterprise: The enterprise can ensure that their devices are not able to run potentially harmful (e.g. un-productive or un-secure) applications, or exchange application data with unapproved source/destination addresses
· Device: Devices will become more attractive to enterprises and network providers who are looking to manage the device’s disposition to applications
· User: The user can be more confident that they are using only the applications services that are intended by their employer or network provider
5.x.3    Pre-conditions
· Device is capable of interfacing with the Device Management System

· The device can recognise the DCMO format
5.x.4    Post-conditions
· The device is (during the management context) able to act on the DCMO and block the execution of an application, or block application data traffic not in the list of source/destination exceptions.
5.x.5    Normal Flow
1. The device is provisioned with the DCMO either by the smartcard or an OTA management operation

2. The DCMO will contain information that will instruct the device, during the same management context, to either:

· Always reject the execution of certain applications, and the exchange of application service data targeting that application (“Always Unavailable”)
· Allow the application to run, but restrict the exchange of its application service data to a list of approved source/destination addresses
3. The “Always Unavailable” information in the management database on the device can only be changed by the originator of the DCMO message.

4. The behaviour specified in the DCMO is enforced by the device until the management context is changed (e.g. SIM removed, edited by the user, subscription expires, etc.)

5.x.6    Alternative Flow
None.
5.y    Always Allowing the Device Capability to Run an Application

5.y.1     ASK  \* MERGEFORMAT Short Description

Joe buys a subscription from a OpenDestiny Wi-Fi provider that specialises in open networks.   The Wi-Fi provider wants to prevent other service provider management authorities from disabling particular application capabilities on its customer devices.

The method chosen by OpenDestiny is to send a MO to the device that will instruct the device to always enable the device to use particular applications.

5.y.2    Actors
· Service Provider
· Device
· User
5.y.2.1        Actor Specific Issues
· Service Provider: The service provider needs to ensure that its associated devices can always accept the execution of certain applications and accept application data.   They do not want to see other service providers changing this.
· Device: The device will need to detect, interpret and react to a DCMO that instructs the device to regard an application as being “Always Available”.   This will include any exceptions – these exceptions will allow the device to reject application data that originates/terminates at identified source/destination addresses
· User: The user may want to see their device always able to execute certain applications, and may choose the service provider on the basis of their ability to offer this.
5.y.2.2        Actor Specific Benefits
· Service Provider: May see this as a service differentiator.   Also will be able to protect the availability of certain application services they offer.
· Device: Devices will become more attractive to users and service providers who are looking to manage the device’s disposition to applications.
· User: The user can be more confident that they are using only the applications services that are intended by their employer or network provider.
5.y.3    Pre-conditions
· Device is capable of interfacing with the Device Management System

· The device can recognise the DCMO format
5.y.4    Post-conditions
· The device is (during the management context) able to act on the DCMO and always allow the execution of an application, or always accept application data traffic not in the list of source/destination exceptions.
5.y.5    Normal Flow
1. The device is provisioned with the DCMO either by the smartcard or an OTA management operation

2. The DCMO will contain information that will instruct the device, during the same management context, to either:

· Always accept the execution of certain applications, and the exchange of application service data targeting that application (“Always Available”)

· Do the above, but disallow the exchange of an application’s application service data to a list of unapproved source/destination addresses

3. The “Always Available” information in the management database on the device can only be changed by the originator of the DCMO message.

4. The behaviour specified in the DCMO is enforced by the device until the management context is changed (e.g. SIM removed, edited by the user, subscription expires, etc.)

5.y.6    Alternative Flow
None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To consider and accept this input contribution as a use case into the DCMO Requirements Document.
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