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1 Reason for Change

This CR provides an architecture diagram, corresponding description and flows to facilitate the DCMO AD work.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG agrees this contribution and incorporates it into DCMO AD.
Detailed Change Proposal

Change 1:  (optional)Brief description of specific change
2.2    Informative References
	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.5, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_5, URL:http://www.openmobilealliance.org/

	[DPERD]
	“Device Profile Evolution Requirements”, Version 1.0, Open Mobile Alliance™,
OMA-RD-DPE-V1_0, URL:http://www.openmobilealliance.org/

	
	


Change 2:  (optional)Brief description of specific change
5. Architectural Model

5.1 Dependencies
The DCMO architecture diagram indicates dependencies on the OMA DM enabler v1.2 or later release.
5.2 Architectural Diagram
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Figure 1: Example Diagram of an Architectural Model

5.3 Functional Components and Interfaces
5.3.1 Components
5.2.1.1 Device Management System
The Device Management system is comprised of a DM Server and potentially other external management systems named ‘External Management Infrastructure’.  
The DM Server component supports device discovery, determination of an appropriate device capability management operations to the device over various bearer technologies, represented by the DM-1 interface. It can also receive notification from the DM Client component for success or failure of management activities or device capability exposure.
The External Management Infrastructure interacts with the DM Server component to participate in the overall process of managing devices. The External Management Infrastructure is used but not defined within the scope of the DCMO.
5.2.1.2 DCMO
5.2.1.3 The DCMO component encapsulates the Device Capability Management Object (DCMO) as well as associated functionality including execution of DCMO Operations.
The Device Capability Management Object (DCMO) is exposed by the DM Client component through its DM Tree. It allows a Device Management System to invoke DCMO Operations which are executed upon it. The DCMO component is responsible for executing DCMO Operations delivered to the device.  And it is expected to relay a success or failure result to the DM Client component at the termination of DCMO Operations for communication back to the DM Server. The DCMO component can also be used to expose the removable device capability utilizing the Generic Alert mechanism defined in [DMPRO].
5.2.1.4 DM Client
The DM client component makes it possible for the DM Server to manage the device using the DM protocol defined in [DMPRO]. The DCMO enabler provides a device capability management object that the DM Client provides access to, such that the DM Server can manipulate it. The DM Client interacts with a DCMO Agent in the device that is responsible for conducting the management activities using a delivered device capability management object. The DM Client employs the Generic Alert mechanism defined in [DMPRO] to communicate the result of the management activities. 
5.2.1.5 Device Capability Set
The Device Capability Set provides the set of device capabilities that may be remotely managed by the DCMO enabler. It may reuse parts of the property set defined in [DPERD]. It is out of scope of DCMO enabler that how these properties are represented and stored on the device. 
5.3.2 Interfaces
5.2.1.6 DM-1: DM Server - DM Client
The DM-1 interface is defined in the OMA DM Enabler and is the subject of those specifications. It provides an interface over which DM Servers may send device management commands to DM Clients and DM Clients may return status and alerts to DM Servers.


5.2.1.7 DCMO-1: Device Management System - DCMO
The DCMO-1 interface allows a Device Management System to invoke DCMO Operations on the device using the underlying DM-1 interface. It also allows the removable device capabilities to be exposed to the Device Management System.
5.4 Flows
5.4.1  Device Capability Disabled/Enabled Flow
5.4.1.1 Normal Flow
In this flow the Device Management System would like to keep disable some device capabilities such as Cameras, Bluetooth, and USB which could not be enabled by the user and could only be enabled by the original DM Server within this Device Management System. 
1. The External Management Infrastructure detects the presence of the device. 
2. The External Management Infrastructure sends notifications to DM Server to keep disable some device capabilities on the device.

3.  The DM server initiates the device management session and delivers the appropriate DCMO Operations to the device.
4.  The device consumes the operations therefore the corresponding device capabilities are keep disabled.
5.  The device notifies the results to the DM Server and the results are relayed to External Management Infrastructure as well.
5.4.1.2 Alternative Flow - 1 

In this flow the Device Management System would like to temp disable an abnormal device capability to protect the device against potential abnormal behaviours. The temporally disabled capability can be enabled by the user manually or by any Device Management System remotely.
1. The External Management Infrastructure detects a specific capability on the device is abnormal or misbehaving. 

2. The External Management Infrastructure sends notifications to DM Server to temp disable the device capability on the device.

3. The DM server initiates the device management session and delivers the appropriate DCMO Operations to the device.

4. The device consumes the operations therefore the corresponding device capability is temp disabled.

5. The device notifies the results to the DM Server and the results are relayed to External Management Infrastructure as well.
5.4.2 Expose Removable Hardware Capability Flow
5.4.2.1 Normal Flow
In this flow the updated device capability will be exposed to the Device Management System when a removable hardware such as Camera, keyboard and removable storage is inserted or removed from the device.
1. User inserts/removes the removable hardware to/from the device.

2. The device automatically detects the presence of the corresponding removable device capability and updates the related information on the device capability management object. 
3. The device initiates the device management session.
4. The device notifies the updated device capability information to the DM Server which could be relayed to External Management Infrastructure for further processing.












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 5 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

_1231253746.vsd
DM-1


DCMO-1


Device Management System



