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1 Reason for Change

This CR proposes a solution to the DM-SEC-001 requirement on the need to improve the DM bootstrapping message with better security using a truly shared secret between network and device. 
2 Impact on Backward Compatibility

The proposal below maintains backwards compatibility with OMA DM 1.2.
3 Impact on Other Specifications

For the solution to work, it is necessary to contact OMNA to register a GBA protocol id for OMA DM.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend to agree on the changes proposed herewith and incorporate them in OMA Security TS 1.3.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change
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3.3 Abbreviations

	GBA
	Generic Bootstrapping Architecture

	DM
	Device Management

	ESN
	Electronic Serial Number

	HMAC
	Hash Message Authentication Code

	IMSI
	International Mobile Subscriber Identity

	MAC
	Message Authentication Code 

	MD
	Message Digest

	OMA
	Open Mobile Alliance

	WAP
	Wireless Application Protocol


5.7 Security for Bootstrap Operation

Bootstrapping is a sensitive process that may involve communication between two parties without any previous relationship or knowledge about each other. In this context, security is very important. The receiver of a bootstrap message needs to know that the information originates from the correct source and that it has not been tampered with en-route. It is important that DM clients accept bootstrapping commands only from authorized DM or CP servers.

5.7.1 Bootstrap via CP

The CP bootstrap mechanism is defined in [PROVBOOT].

1. Smartcard

The CP Bootstrap mechanism from the smartcard is defined in [PROVSC].

5.7.2 Bootstrap via DM

5.7.2.1 HMAC Computation for Bootstrap

The HMAC is calculated in the following way:

First, the bootstrap document is encoded in the WBXML format [WBXML1.1], [WBXML1.2], [WBXML1.3]. The encoded document and the shared secret are then input as the data and key, respectively, for the HMAC calculation [RFC2104], based on the SHA-1 algorithm [SHA], as defined in the WTLS specification [WTLS]. The output of the HMAC (M = HMAC-SHA(K, A)) calculation is encoded as a string of hexadecimal digits where each pair of consecutive digits represent a byte. The hexadecimal encoded output from the HMAC calculation is then included in the security information.

The security method and HMAC are then passed as parameters to the content type in the format like this:

Content-Type: MIME type; SEC=type; MAC=digest

Where:

MIME type is application/vnd.syncml.dm+wbxml (cannot use XML for bootstrap) 

SEC = “NETWORKID”, “USERPIN”, “USERPIN_NETWORKID”, “NETWORKID_GBA” or “USERPIN_NETWORKID_GBA”. Other types MAY also be used.

Digest is the computed HMAC value as stated above.

5.7.2.2 Transports

Since any transport MAY be used to send the Bootstrap message to the DM client, appropriate security for bootstrapping a Device securely MUST be employed. If the transport has this appropriate security, it MUST be employed, otherwise, transport neutral security MUST be employed.

Transport specific security is documented in the transport binding documents [SYNCHTTP], [SYNCOBEX], [SYNCWSP].

5.7.2.3 Transport Neutral Security

The following subsections show some methods of transport neutral security. While the Server and client MUST support NETWORKID and USERPIN, they are not limited to just those – other methods MAY be used as long as they employ a level of security appropriate for bootstrap. The combined security of the secret (e.g., randomness, difficulty of obtaining, etc.), the transport and the environment of use needs to be among the considerations when a bootstrapping service is being implemented.

5.7.2.3.1 Network-Device Shared Secret
This method relies on some kind of shared secret that the Device and the network provider both know before the bootstrap process starts. What the shared secret actually is depends on the network provider and the particular Device. One advantage with this method is that is can be used without user intervention. 
The following shared secrets are supported:
· IMSI – The IMSI is an internal subscriber identity used in 3GPP networks for signaling purposes. 
· ESN– The ESN is an internal subscriber identity used in CDMA networks for signaling purposes.
· NAF key – This a shared secret key that has been generated using the 3GPP Generic Bootstrapping Architecture (GBA) Push specifications [3GPP TS 33.223]. The detailed procedures for generating the Ks_NAF are described in Appendix D.
Note that strictly speaking, the IMSI and ESN are internal network identities and not truly shared secrets since they can be easily obtained from the device. Therefore their usage for securing bootstrap messages must be carefully assessed.
The network-device shared secret method requires:

A HMAC value to be calculated using one of the above specified shared secrets and the DM bootstrap message, to be sent along with the message. See section 5.7.2.1.

The protocol used to send the bootstrap message must be capable of transporting both the HMAC value and the OMA DM bootstrap package.

The security type for a chosen shared secret SHALL be specified as follows:

· ”NETWORKID” for IMSI and ESN.
· ”NETWORKID_GBA” for Ks_NAF.
OMA DM compliant Devices and Servers MUST support the “NETWORKID” security type and SHOULD support the “NETWORKID_GBA” security type. 

5.7.2.3.2 USERPIN

This method relies on a PIN that must be communicated to the user out-of-band, or agreed to before the bootstrap process starts. 

The USERPIN method requires:

A HMAC value to be calculated using this shared secret and the DM bootstrap message, to be sent along with the message. See section 5.7.2.1.

The protocol used to send the bootstrap message must be capable of transporting both the HMAC value and the OMA DM bootstrap package.

The security type SHALL be specified as ”USERPIN”.

OMA DM compliant Devices and Servers MUST support the “USERPIN” security type. 

5.7.2.3.3 Combined USERPIN and Network-Device Shared Secret
This is a combination of the network-device shared secret and USERPIN methods. It requires the use of a secret shared between the network provider and the Device and a user PIN. 

The combined method requires:

A HMAC value to be calculated using this PIN combined with the secret shared between the network provider and the Device (with the PIN and secret combined as “PIN:secret”) and the bootstrap message, to be sent with the message. See section 5.7.2.1.

The protocol used to send the bootstrap message must be capable of transporting both the HMAC value and the OMA DM bootstrap package. 

The security type this combined method SHALL be specified as follows: 

· ”USERPIN_NETWORKID” for IMSI/ESN.
· ”USERPIN_NETWORKID_GBA” for GBA-based shared secret.
OMA DM compliant Devices and Servers MAY support the “USERPIN_NETWORKID” or the  “USERPIN_NETWORKID_GBA” security types. 

Appendix D. NAF Key Generation using GBA Push
Thus section describes the procedure for generation of the Ks_NAF secret key for protecting the DM bootstrap message. This procedure follows the GBA Push specification [3GPP TS 33.223] and MUST be executed prior to sending the DM bootstrap message itself.
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Figure 1. Procedure for generation of shared secret Ks_NAF using GBA Push
We assume that both device and DMS implements the NAF function according to GBA specifications.

1. DMS receives a Bootstrap Device request together with the IMEI and IMSI. This request can reach DMS e.g. via automatic device detection or from a point of sales console or by the end-user via web interface or using the DTMF tones.
2. Based on the provided device identity and user and subscriber information, the NAF part of DMS determines that GBA Push can be used towards the device and prepares a GBA PUSH Information (GPI) Request using the following parameters:
· The NAF_Id SHALL be constructed using as FQDN the DMS FQDN and as GBA Ua security protocol identifier the one defined for DMS in OMNA Registry [OMNA]
NOTE: The GBA Ua security protocol identifier for DMS needs to be requested.
· Other parameters are set using the available identities – MSISDN, IMSI – and also according to avaidevice management policies, e.g. key lifetime, ME-based ot UICC-based key generation.
3. The NAF part of DMS contacts the BSF using GBA Push procedures and sends the GPI Request.
4. The BSF applies GBA Push procedures such as: controlling that DMS is authorized to use the NAF_Id; key lifetime policies or whether GBA_U is allowed.  
5. The BSF contacts HSS/HLR to request an Authentication Vector (AV) for the provided user. 
6. The HSS/HLR returns the requested AV.
7. The BSF generates the NAF Security Association (SA) according to the provided NAF_Id and prepares a GPI Response that contains this NAF key and other additional data to protect the GPI.
8. The BSF sends the GPI Response to the DMS-NAF.

The DMS-NAF stores the NAF SA that links the generated keys to the user and the user identity for GPI routing purposes.
The DMS_NAF forwards the GPI message using a suitable transport mechanism such as WAP Push.

When the device receives the message containing the GPI, the device applies the GBA Push procedures to check the GPI validity and proceeds to obtain the keys to check GPI integrity and generate the NAF keys to be part of the NAF SA.

The generated NAF key can be used to protect the DM Bootstrap message.
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