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1 Reason for Change

XML encryption and security was added to the bootstrap document.  Those security issues should have been added to the security document.  This CR adds those new requirements to the bootstrap section of this document.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Section 2, References
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Change 2:  Section 5.7.2.1 change to Integrity for Bootstrap
5.7.2 Bootstrap via DM










5.7.2.1 Transports

Since any transport MAY be used to send the Bootstrap message to the DM client, appropriate security for bootstrapping a Device securely MUST be employed. If the transport has this appropriate security, it MUST be employed, otherwise, transport neutral security MUST be employed.

Transport specific security is documented in the transport binding documents [SYNCHTTP], [SYNCOBEX], [SYNCWSP].

5.7.2.2 Transport Neutral Security

The following subsections show some methods of transport neutral security. 
The DM Server and DM Client MUST support NETWORKID and USERPIN. The DM Server and DM Client SHOULD support XML-signature [XMLSIGN] and XML-encryption [XMLENC].  A DM Server SHOULD use the XML-signature [XMLSIGN] mechanism on a bootstrap message. A DM Server SHOULD use the XML-encryption [XMLENC] mechanism on a bootstrap message  when the message contains confidential information. See Appendix C for more information.

Other methods MAY be used as long as they employ a level of security appropriate for bootstrap. The combined security of the secret (e.g., randomness, difficulty of obtaining, etc.), the transport and the environment of use needs to be among the considerations when a bootstrapping service is being implemented.

5.7.2.2.1 HMAC Computation for Bootstrap

The bootstrap HMAC is calculated in the following way:

First, the bootstrap document is encoded in the WBXML format [WBXML1.1], [WBXML1.2], [WBXML1.3]. The encoded document and the shared secret are then input as the data and key, respectively, for the HMAC calculation [RFC2104], based on the SHA-1 algorithm [SHA], as defined in the WTLS specification [WTLS]. The output of the HMAC (M = HMAC-SHA(K, A)) calculation is encoded as a string of hexadecimal digits where each pair of consecutive digits represent a byte. The hexadecimal encoded output from the HMAC calculation is then included in the security information.

The security method and HMAC are then passed as parameters to the content type in the format like this:

Content-Type: MIME type; SEC=type; MAC=digest

Where:

MIME type is application/vnd.syncml.dm+wbxml (cannot use XML for bootstrap) 

SEC = “NETWORKID”, “USERPIN”, or “USERPIN_NETWORKID”. Other types MAY also be used.

Digest is the computed HMAC value as stated above.

5.7.2.2.1 NETWORKID

This method relies on some kind of shared secret that the Device and the network provider both know before the bootstrap process starts. This could be things like IMSI (for GSM) or ESN (for CDMA). What the shared secret actually is depends on the network provider and the particular Device. One advantage with this method is that is can be used without user intervention. 

The NETWORKID method requires:

A HMAC value to be calculated using this shared secret and the DM bootstrap message, to be sent along with the message. See section 5.7.2.2.1.

The protocol used to send the bootstrap message must be capable of transporting both the HMAC value and the OMA DM bootstrap package.

The security type SHALL be specified as ”NETWORKID”.

OMA DM compliant Devices and Servers MUST support the NETWORKID method. 

5.7.2.2.2 USERPIN

This method relies on a PIN that must be communicated to the user out-of-band, or agreed to before the bootstrap process starts. 

The USERPIN method requires:

A HMAC value to be calculated using this shared secret and the DM bootstrap message, to be sent along with the message. See section 5.7.2.2.1.

The protocol used to send the bootstrap message must be capable of transporting both the HMAC value and the OMA DM bootstrap package.

The security type SHALL be specified as ”USERPIN”.

OMA DM compliant Devices and Servers MUST support the USERPIN method. 

5.7.2.2.3 USERPIN_NETWORKID

This is a combination of the NETWORKID and USERPIN methods. It requires the use of a secret shared between the network provider and the Device and a user PIN. 

The USERPIN_NETWORKID method requires:

A HMAC value to be calculated using this PIN combined with the secret shared between the network provider and the Device (with the PIN and secret combined as “PIN:secret”) and the bootstrap message, to be sent with the message. See section 5.7.2.2.1.

The protocol used to send the bootstrap message must be capable of transporting both the HMAC value and the OMA DM bootstrap package. 

The security type SHALL be specified as ”USERPIN_NETWORKID”.

OMA DM compliant Devices and Servers MAY support the USERPIN_NETWORKID method. 

5.7.2.3 Smartcards

While not a transport, per se, smartcards allow for a very secure delivery of bootstrap information.

Smartcard is a generic name for a set of specific specifications: [GSM11.11], [TS151.011], [TS102.221], [TS131.102], [C.S0023-B_v1.0]. 

Bootstrap data MAY be stored on the smartcard. The behaviour of a DM Client regarding bootstrap data is specified in [DMBOOT].
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