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1 Reason for Change

In following diagram one issue was found for ACL processing:

· Node3 has empty ACL. While a Get command on the ACL property of such child node MUST return an empty data value, e.g. <Data/>. 
· To get the real ACL value of the child node, another Get command needs to be issued on its parent node. If the parent node’s ACL is also empty, this process needs to be repeated.
There are many interactions between the Client and the Server which are unnecessary.. It is low efficient and not reasonable. 
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Resolution:

If the node’s ACL is empty, the DM Client should return the inherited value and corresponding status code to tell the DM Server that he value is inherited.

R01: online version at Singapore.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.

6 Detailed Change Proposal

7.7.1.1 ACL and inheritance

Every Node MUST implement the ACL property, but there can be no guarantee that the ACL of every Node has a value assigned to it. However, the root Node MUST always have an ACL value. If a server performs a management operation on a Node with no value set on the ACL the device MUST look at the ACL of the parent Node for a value.  If the parent does not have a value for the ACL, the device MUST look at the ACL of the parent’s parent, and so on until an ACL value is found. This search will always result in a found value since the root Node MUST have an assigned ACL value. This way, Nodes can inherit ACL settings from one of their ancestors. 

Inheritance only takes place if there is no value assigned to the complete ACL property, i.e. there are no commands present.  As soon as any value for an ACL property is present, this value is the only valid one for the current Node. ACL values MUST NOT be constructed by concatenation of values from the current Node and its ancestors. 

If an ACL does not contain any Server Identifier for a particular command, then this command MUST NOT be present in the ACL. Inheritance does not take place on a per command basis. Whenever an ACL is changed, by a server or by the client itself, care needs to be taken so that command names without Server Identifiers are not stored in the new ACL, resulting in an improperly formatted ACL.

If the ACL for a Node has no value, when a Get command is performed to get the ACL property of this node, the client MUST  check  its parent node and return the inherited ACL to the server. If the parent does not have a value for the ACL, the device MUST look at the ACL of the parent’s parent, and so on until an ACL value is found, then the client MUST return the status code (201) OK with Inherited ACL to the server. 
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