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1 Reason for Change

Currently, HTTP Binding allows any 128bit or stronger cypher suite to be used for TLS, SSL, or PSK-TLS. However, this allows several suites that are not quite suitable for DM as a whole.  Some of the 128bit cypher suites do not allow for mutual authentication, key exchange, etc.

NOTE:  This is an alternate to DM1.3 document 52.
R01: online version at Singapore.
2 Impact on Backward Compatibility

This CR will allow the specified suites to be used, as well as any other suitable 128-bit or stronger suite.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.

6 Detailed Change Proposal

Change 1:  Section 5.4, Security, last 3 bullets

· The Server MUST only accept the usage of cipher suites with all the following requirements:

· At least 128 bit symmetric keys;

·  Provide Key Exchange;
· Provide Signing
· Provide Bulk Encryption;
· Provide Message Authentication.
· The Server MUST support the requirements relating to certificates and certificate processing in section 6.3 and 6.4 of the WAP TLS Profile and Tunneling, [WAP-219-TLS].
· If the Client supports TLS1.0, it MUST support the requirements relating to certificates and certificate processing in section 6.3 and 6.4 of the WAP TLS Profile and Tunneling, [WAP-219-TLS]. 
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