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1 Reason for Change

OMA DM has agreed several requirements for DM 1.3 that concern the bootstrap functionality, such as:

	DM-HLF-013
	The DM enabler SHOULD provide a mechanism that allows a DM Client to read bootstrap data larger than 32KB from a smartcard 
	1.3
	Bootstrap


	DM-ADM-002
	The DM Client SHOULD be able to securely retrieve a bootstrap message from an URL
	1.3
	Bootstrap


Also, DM specifications have covered the smartcard bootstrap making use of a PKCS#15 file structure whose implementation technical details are found in two different documents:

· ProvSC (from OMA CP 1.1 enabler) in the case of the CP Profile
· DMBOOT Annex D (from OMA DM 1.3 enabler) in the case of the DM Profile
One way to address HLF-013 is by providing a transparent interface (such as a web server) in order for the device to get bootstrap data without this size limitation. 

In parallel, OMA DM is currently working on “Device Management Smart Card” enabler (i.e. DM_SC), that has a strong dependency on the Smart Card Web Server enabler. This dependency makes DM_SC the best place to depict the technical details on how to implement the “URL bootstrap from a smartcard”. Nevertheless, the DM 1.3 enabler needs to have a pointer to this work, and also cover the pertinent normative text that guarantees an adequate backward compatibility when compared to plain PKCS#15 support.

Due to the above, supporters of this contribution would like to propose some changes to DM 1.3 Bootstrap specification, as indicated in section 6.
During Singapore meeting DM_SC enabler has been updated removing the interface that deals with URL bootstrap as it was not accepted to introduce a draft enabler as dependency for DM 1.3. Due to this, the present contribution has been reviewed to still address requirements DM-HLF-13 and DM-ADM-002 but making use of the already Approved enabler SCWS 1.1 instead of the currently draft enabler DM_SC 1.0.
R01 also includes implementation details for URL boostrap from a smartcard.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to review the detailed proposal and agree to apply the changes to the latest draft of DMBOOT v1.3.

6 Detailed Change Proposal

Change 1:  Introduce normative reference to  SCWS 1.1
2.1   Normative References

	[ACw7DM]
	“OMA DM w7 Application Characteristic”. Working file in AC directory: http://www.openmobilealliance.org/tech/omna/dm-ac/ac_w7_dm-v1_0.txt

	[C.S0023-B_v1.0]
	“Removable User Identity Module For Spread Spectrum Systems”, 3GPP2 C.S0023-B version 1.0, URL:http://www.3gpp2.org/Public_html/specs/C.S0023-B_v1.0_040426.pdf

	
	

	[DMSecurity]
	“OMA Device Management Security, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM_Security-V1_2. URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_2. URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM_TND-V1_2. URL:http://www.openmobilealliance.org

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM_TNDS-V1_2. URL:http://www.openmobilealliance.org

	[ERELDCP]
	“Enabler Release Definition for OMA Client Provisioning Specifications, version 1.1”. Open Mobile Alliance (. OMA-ERELD-ClientProvisioning-V1_1. URL:http://www.openmobilealliance.org

	[ERELDDM]
	“Enabler Release Definition for OMA Device Management Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-DM-V1_2. URL:http//:www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org

	[ISO7816-4]
	ISO/IEC 7816-4 (1995): "Information technology - Identification cards - Integrated circuit(s) cards with contacts - Part 4: Inter-industry commands for interchange".

	[PKCS#15]
	PKCS #15 v1.1: Cryptographic Token Information Syntax Standard”, RSA Laboratories, June 6, 2000. URL: ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkcs-15v1_1.pdf

	[PROVBOOT]
	“Provisioning Bootstrap 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvBoot‑v1_1. URL:http://www.openmobilealliance.org

	[PROVCONT]
	“Provisioning Content 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvCont‑v1_1. URL:http://www.openmobilealliance.org

	[PROVSC]
	“Provisioning Smart Card Specification Version 1.1”. Open Mobile Alliance(. 
OMA-WAP‑ProvSC-v1_1. URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[SCWS]
	“Enabler Release Definition for Smartcard-Web-Server”, Open Mobile Alliance, OMA-ERELD_Smartcard_Web_Server-V1_1, URL: http://www.openmobilealliance.org/

	[TS102.221]
	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221 release 6), URL:http://www.etsi.org/

	[TS131.102]
	“Characteristics of the USIM application”, (ETSI TS 131.102), URL:http://www.etsi.org/

	[TS151.011]
	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface”,  (ETSI TS 151 011), URL:http://www.etsi.org/

	[WBXML1.1]
	“WAP Binary XML Content Format Specification”, WAP Forum(. SPEC-WBXML-19990616.pdf.  URL:http://www.openmobilealliance.org

	[WBXML1.2]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-154-WBXML.  URL:http://www.openmobilealliance.org

	[WBXML1.3]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-192-WBXML.  URL:http://www.openmobilealliance.org


Change 2:  Updates to DM Profile normative text

5.4.6 Smartcard

If the Device supports a smartcard, the DM Client MUST support detection, retrieval, and processing of bootstrap data from the smartcard as described in:

· Appendix D 
· Section 5.4.7. 
The DM Client MAY include configurable security policy to disable smartcard bootstrap functions. If the smartcard bootstrap function is enabled and the smartcard has not been rejected by the device (for example, because of a SIM-locking mechanism), the DM Client SHALL retrieve bootstrap data from the smartcard when the device is switched on and apply it to the device configuration.

The device SHOULD check that the bootstrap data for all DM servers previously bootstrapped from the smartcard are still available from the smartcard when the device is switched on; if not, the account information for any DM Servers that were previously bootstrapped from the smartcard but are no longer stored on the smartcard SHOULD be removed from the Device Management tree.

5.4.7 Bootstrap via HTTPS Get

If the Device supports the HTTPS protocol, it MAY retrieve a bootstrap message from a URL by following these steps:

1. The Device performs a HTTPS Get to a DM Server using a URL.

2. The DM Server passes the customized bootstrap message to the DM Client.

3. Upon successful verification of the bootstrap message, the DM Client process the bootstrap message.

NOTE: Further work on URL needs to be added.


A smartcard implementing bootstrap via URL based on [SCWS] MUST expose bootstrap data through the following absolute URL: “https://{SCWS@}/OMA/DM/Bootstrap.xml”, where {SCWS@} depends on the transport and IP version supported as shown in the following table:

	Transport
	IP version
	{SCWS@}

	BIP 
(Note 1)
	IPv4
	127.0.0.1:4116

	
	IPv6
	0.0.0.0.0.0.0.1:4116

	TCP/IP
	IPv4
	localuicc:443

	
	IPv6
	localuicc:443


The Device MUST use the above URL when bootstrapping through URL from a smartcard.
If the Smartcard supports [SCWS] but does not expose bootstrap data it MUST return “404” to the Device that tries to get bootstrap data through the above URL.
(Note 1) The Device MAY use “localhost” host name instead of loopback address “127.0.0.1” for IPv4 or “0.0.0.0.0.0.0.1” for IPv6.
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