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1 Reason for Change

Section 2 Reference has some errors and missing reference. RFC2045 is a revision of RFC1521 but both of them are using in the document and RFC2045 reference is missing. Suggest to replace RFC1521 with RFC2045 and add RFC2045 reference in the “Normative References”.
In this CR, also correct some editorial bugs.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Section 2, References Correction
2.1 Normative References

	[C.S0023-B_v1.0]
	“Removable User Identity Module For Spread Spectrum Systems”, 3GPP2 C.S0023-B version 1.0, URL:http://www.3gpp2.org/Public_html/specs/C.S0023-B_v1.0_040426.pdf

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Bootstrap-V1_3. URL:http://www.openmobilealliance.org

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_Notification-V1_3. URL:http://www.openmobilealliance.org

	[DMPRO]
	“OMA Device Management Protocol, Version 1.3”. Open Mobile Alliance™.

OMA-DM_Protocol-V1_3. URL:http://www.openmobilealliance.org

	[DMREPPRO]
	“OMA Device Management  Representation Protocol”, Open Mobile AllianceTM, 
OMA-TS-DM_RepPro-V1_3,   URL:http://www.openmobilealliance.org/

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_TND-V1_3. URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_3. URL:http://www.openmobilealliance.org

	[HTTPBIND]
	“OMA Device Management HTTP Binding Specification”, Open Mobile AllianceTM, 
OMA-TS-DM_HTTPBinding-V1_3, URL:http://www.openmobilealliance.org/

	
	

	
	

	[GSM11.11]
	“Digital cellular Telecommunications system (Phase 2+); Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface”, (ETSI TS 100 977). URL:http://www.etsi.org/ 

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.9, Open Mobile Alliance™, 
OMA-IOP-Process-V1_9, URL:http://www.openmobilealliance.org/

	[OBEXBIND]
	“OMA Device Management  OBEX Binding Specification”, Open Mobile AllianceTM, 
OMA-TS-DM_OBEXBinding-V1_3, URL:http://www.openmobilealliance.org/ 

	[PROVBOOT]
	“Provisioning Bootstrap 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvBoot‑v1_1. URL:http://www.openmobilealliance.org

	[PROVSC]
	“Provisioning Smart Card Specification Version 1.1”. Open Mobile Alliance(. 
OMA-WAP‑ProvSC-v1_1. 

URL:http://www.openmobilealliance.org


	[RFC1321]
	“The MD5 Message-Digest Algorithm”. Network Working Group. April 1992. 
URL:http://www.ietf.org/rfc/rfc1321.txt

	
	

	[RFC2045]
	"Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies". Network Working Group. November 1996. URL:http://www.ietf.org/rfc/rfc2045.txt

	[RFC2104]
	“HMAC: Keyed-Hashing for Message Authentication”. Network Working Group. February 1997. URL:http://www.ietf.org/rfc/rfc2104.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1”. Network Working group. June 1999.
URL:http://www.ietf.org/rfc/rfc2616.txt

	[SHA]
	“Secure Hash Standard”, NIST FIPS PUB 180-1, National Institute of Standards and Technology, U.S. Department of Commerce, DRAFT, May 1994.  URL: http://www.itl.nist.gov/fipspubs/fip180-1.htm

	[TS102.221]


	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221), URL:http://www.etsi.org/

	[TS131.102]
	“Characteristics of the USIM application”, (ETSI TS 131.102), URL:http://www.etsi.org/

	[TS151.011]


	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface”,  (ETSI TS 151 011), URL:http://www.etsi.org/

	[TS33.220]
	“Generic Bootstrapping Architecture (GBA)”

URL: http://www.3gpp.org

	[TS33.223]
	“Generic Bootstrapping Architecture (GBA) Push function”

URL: http://www.3gpp.org

	[WAP-219-TLS]
	OMA Wireless Public Key Infrastructure V1.0, Open Mobile Alliance(, WAP-219_100-TLS

URL:http://www.openmobilealliance.org/

	[WBXML1.1]
	“WAP Binary XML Content Format Specification”, WAP Forum(.
SPEC-WBXML-19990616.pdf.  URL:http://www.openmobilealliance.org

	[WBXML1.2]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-154-WBXML.  URL:http://www.openmobilealliance.org

	[WBXML1.3]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-192-WBXML.  URL:http://www.openmobilealliance.org

	[WSPBIND]
	“OMA Device Management  WSP Binding Specification”, Open Mobile Alliance(, 
OMA-TS-DM_WSPBinding-V1_3, URL:http://www.openmobilealliance.org/

	[WTLS]
	“Wireless Transport Layer Security”, Open Mobile Alliance(, WAP-261-WTLS,

URL:http://www.openmobilealliance.org

	[XMLENC]
	“XML Encryption Syntax and Processing”. W3C. 
URL:http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/

	[XMLSIGN]
	“XML-Signature Syntax and Processing”. W3C.  
URL:http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/


Change 2:  Section 5.4.1.3, change reference RFC1521 to RFC2045
The parameter algorithm can be omitted, in that case MD5 is assumed. The parameter username MUST be specified. The parameter mac MUST be specified.

Note that a base64-string is any concatenation of the characters belonging to the base64 Alphabet, as defined in [RFC2045].
Change 3:  Section 5.4.1.3, x-syncml-hmac header definition fix
Here is the formal definition:

x-syncml-hmac = #syncml-hmac-param

where:

syncml-hmac-param = (algorithm | username | mac)
Change 4:  Section 5.4.3, editorial fix – correct the right section number
Note that the static conformance requirements for the HMAC feature is independent of its use.  Neither client nor Server need supply the HMAC, unless challenged for it. For example, if it is deemed that an already authenticated transport protocol connection has already been established, then the Device or the Device Management Server MAY choose not to authenticate.  In this particular situation, neither Server nor client is expected to issue a challenge for it. According to the general techniques specified in [DMPRO], a DM client that supports mutual authentication at the transport layer MAY choose not to support OMA DM authentication mechanisms. In this particular case, the Server MAY still issue a HMAC challenge, but the session MUST end if the client does not respond with the requested authentication type. The use of transport layer protocols is specified further in Section 5.5.3. The provisioning of credentials/certificates for transport layer authentication however, is beyond the scope of OMA DM Security.
Change 5:  Section 5.8.2.2.2, editorial fix – correct the right section number

This method relies on some kind of shared secret that the Device and the network provider both know before the bootstrap process starts. This could be things like IMSI (for GSM) or ESN (for CDMA). What the shared secret actually is depends on the network provider and the particular Device. One advantage with this method is that is can be used without user intervention. 

The NETWORKID method requires:

A HMAC value to be calculated using this shared secret and the DM bootstrap message, to be sent along with the message. See section 5.8.2.2.1.
Change 6:  Section 5.8.2.2.3, editorial fix – correct the right section number

This method relies on a PIN that must be communicated to the user out-of-band, or agreed to before the bootstrap process starts. 

The USERPIN method requires:

A HMAC value to be calculated using this shared secret and the DM bootstrap message, to be sent along with the message. See section 5.8.2.2.1.
Change 7:  Section 5.8.2.2.4, editorial fix – correct the right section number

This is a combination of the NETWORKID and USERPIN methods. It requires the use of a secret shared between the network provider and the Device and a user PIN. 

The USERPIN_NETWORKID method requires:

A HMAC value to be calculated using this PIN combined with the secret shared between the network provider and the Device (with the PIN and secret combined as “PIN:secret”) and the bootstrap message, to be sent with the message. See section 5.8.2.2.1.
Change 8:  Section 5.8.2.4.1, editorial fix – correct the right section number

This method applies only to 3GPP Networks and devices that support GBA Push.

We assume that the DM Server has access to both a DM Bootstrap Integrity Key (DMBIK) and a DM Bootstrap Encryption Key (DMBEK) which have been derived from the long-term secret that is shared between the device smartcard and the network using the 3GPP Generic Bootstrapping Architecture (GBA) Push specifications [TS 33.223].

The GBA Push procedures MUST be executed prior to sending the bootstrap message itself in order for terminal and network to agree on the DMBIK and DMBEK that SHALL be used to protect the bootstrap message. For more information on how a DM Server can interact with GBA Push see Appendix C.

A DM Server SHOULD use the XML-signature [XMLSIGN] HMAC mechanism on a bootstrap message with DMBIK as keying material on the bootstrap message. A DM Server SHOULD use the XML-encryption [XMLENC] mechanism on a bootstrap message with DMBEK as keying material on the bootstrap message when this contains confidential data when the message contains confidential information. 

When both mechanisms are used they MUST be applied in the following sequence:

1 First, the bootstrap message integrity protected using XML-signature HMAC and the DMBIK as keying material.

2 Then, the result is then confidentiality protected using XML-encryption and the DMBEK as keying material.

3 Finally, the resulting XML document is encoded in the WBXML format [WBXML1.1], [WBXML1.2], [WBXML1.3].

The security method and combined integrity and confidentiality are passed as parameters to the content type in the format like this:

Content-Type: MIME type; SEC=type

Where:

MIME type is application/vnd.syncml.dm+wbxml

SEC = “3GPP_GBA” 

GBA Push allows the generation of a so called Ks_(ext/int)_NAF shared secret both in the network and in the device. From this master key Ks_(ext/int)_NAF, two shared secrets are generated: the DMBIK and the DMBEK.

This 3GPP_GBA method requires:

· The NAF_Id SHALL be constructed using as FQDN the DM Server FQDN and as GBA Ua security protocol identifier the one defined for DM in Open Mobile Naming Authority (OMNA)
An integrity and confidentiality protected bootstrap message using DMBIK and DMBEK shared secrets and derived from the Ks_(ext/int)_NAF using the GBA key derivation function (see Annex B of [TS 33.220] as follows (see notation style and how parameters are used in Annex B of TS 33.220):
Change 9:  Appendix C., editorial fix
This section describes the possible interactions between the DM Server and GBA according GBA Push specification [TS 33.223]. There are two possible ways of interacting with the GBA infrastructure in order to obtain the necessary key material for protecting the bootstrap message.
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