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1 Reason for Change

Chapter 5.2 (“Sessionless Mangement Content”) contains the following normative statements:
A DM Server MUST use the XML-signature [XMLSIGN] mechanism on the entire Sessionless Message.

A DM Server SHOULD use the XML-encryption [XMLENC] mechanism on part or entire Sessionless Message when the message contains confidential information.

But some points to be taken into account are the following:
1. Deciding to sign the whole sessionless message (or only part of it) is a decision/strategy from the Management Authority as it is the case for deciding to encrypt part or entire sessionless message.
2. Signing only sensitive information that will render the whole sesionless message useless without introducing security issues should not be precluded by the specification.
Because of the above, and in order to provide flexibility it is proposed to:
· Update chapter 5.2 in order to allow signature of sensitive data, as an option to signature of the whole message.

· Update the related SCR
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to review the detailed proposal and agree to apply the changes to the latest draft of DM Sessionless v1.3.
6 Detailed Change Proposal
Change 1:  Patch section 5.2

5.2     Sessionless Management Content
The content of a Sessionless Message is an OMA DM message. However, this message is a special package in many ways since it is not part of an ongoing OMA DM session but rather a one-time message. Hence, many of the elements needed to manage the session are superfluous in this context, but they must still be included so that the message may be processed by the normal DM client. 

Sessionless Messages MUST have the DM Server's ServerID value in the SyncHdr/Source/LocURI.  

If the DM Sessionless Message has been fully encrypted with XML-encryption [XMLENC], then it MUST be in XML.  Otherwise, the Sessionless Messages MUST be [WBXML1.1], or [WBXML1.2], or [WBXML1.3] encoded.

OMA DM servers MUST NOT expect any response to a Sessionless Message.

A DM Server MUST use the XML-signature [XMLSIGN] mechanism either on the entire Sessionless Message or on sensitive information only.

Change 2:  Patch DM-SM-S-004 according to section 5.2
B.2     SCR for DM Server

	Item
	Function
	Reference
	Requirement

	DM-SM-S-001-M
	Support for OMA Sessionless Management 
	Section 5.2
	

	DM-SM-S-002-M
	Encode DM message into WBXML if DM Message is not fully XML-encrypted.
	Section 5.2
	

	DM-SM-S-003-M
	Write ServerID in SyncHdr/Source/LocURI
	Section 5.2
	

	DM-SM-S-004-M
	XML-Signature applied on entire Sessionless Message or on sensitive information only
	Section 5.2
	

	DM-SM-S-005-M
	Transport specific security is employed
	Section 5.3
	

	DM-SM-S-006-M
	ACL properties for new objects are included with TNDS data.
	Section 5.4
	

	DM-SM-S-007-O
	XML-Encryption applied on part or entire Sessionless Message when the message contains confidential information
	Section 5.2
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