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1 Reason for Contribution

Now that DM 1.3 is nearing Candidate status, it is time to start compiling a centralized list of feature enhancements provided by DM 1.3 over DM 1.2.1.
R01: Editorial updates
2 Summary of Contribution

The contribution presents a summarized list of feature enhancements provided by DM 1.3 over DM 1.2.1.  
3 Detailed Proposal

Major Enhancements
1. Sessionless DM

2. Enhanced DM Notification message

3. SIP Push and HTTP Push binding for DM Notification 
4. Client initiated bootstrap

5. XML Signature and XML Encryption as additional integrity and confidentiality mechanisms respectively for DM messages

6. Relative URI based addressing

7. Enhanced DM structural query
8. Clarification regarding Inbox and TNDS Usage

The following table provides more detailed information regarding DM 1.3 enhancements, along with information on the pertinent CRs.
	#
	Feature Details
	Related CRs

	1. 
	Clarification of ACL behavior when a DM Account is deleted 
	OMA-DM-DM13-2008-0001R01

	2. 
	Support for Package 0 over SIP push and HTTP push 
	OMA-DM-DM13-2008-0002R02, OMA-DM-DM13-2009-0024R03

	3. 
	Addition of a new boolean node to DMAccount to indicate whether or not the Client must attempt an untriggered connection to DM Server upon successful completion of a bootstrap operation 
	OMA-DM-DM13-2009-0005

	4. 
	Clarification that only Add and Replace DM commands support TNDS data 
	OMA-DM-DM13-2009-0009R03

	5. 
	Specification of how the Generic Bootstrapping Architecture Push procedures must be used in conjunction with DM bootstrapping for devices that support GBA Push 
	OMA-DM-DM13-2009-0019R05

	6. 
	Support for client initiated bootstrap via HTTPS Get 
	OMA-DM-DM13-2009-0022R01

	7. 
	Recommendation to use XML Signature and XML Encryption for bootstrap messages  
	OMA-DM-DM13-2009-0023, OMA-DM-DM13-2009-0030, OMA-DM-DM13-2009-0031, OMA-DM-DM13-2009-0116R02

	8. 
	Mandating support for TLS 1.1 and recommending support for TLS 1.2 for HTTP Binding 
	OMA-DM-DM13-2009-0028R03, OMA-DM-DM13-2009-0063R03

	9. 
	Support for XML Signature as an additional integrity mechanism for OMA-DM messages 
	OMA-DM-DM13-2009-0029R01

	10. 
	Support for XML Encryption as an additional confidentiality mechanism for OMA-DM messages 
	OMA-DM-DM13-2009-0029R01, OMA-DM-DM13-2009-0117R01

	11. 
	Naming recommendation for the authentication settings placeholder node in DMAcc 
	OMA-DM-DM13-2009-0036R02

	12. 
	Clarification of DM Server behavior if it receives a Generic Alert but it is incapable of processing the data in the Generic Alert 
	OMA-DM-DM13-2009-0038, OMA-DM-DM13-2009-0039

	13. 
	Clarification of Atomic and Sequence command processing 
	OMA-DM-DM13-2009-0041R02, OMA-DM-DM13-2009-0083

	14. 
	Enhancements to the DM structural query mechanism to operate on a specified MO identifier and either retrieve only the location of the root nodes or the location of the root nodes along with the data and location of all the leaf nodes for all instances of the MO in the DM Tree 
	OMA-DM-DM13-2009-0042R01, OMA-DM-DM13-2009-0053R01, OMA-DM-DM13-2009-0113R01

	15. 
	Enhancement to the DM Notification message by addition of the following fields:
· desired transport binding to be used for connection between DM Client and Server in subsequent DM session
· authentication type for the DM Client to find the corresponding password and nonce within the DM Account Management Object

· flag to indicate whether or not the information within DevDetail MO needs to be sent in Package 1

· number of days that the DM Server will keep the session ID within the Notification Message valid

· flag to indicate whether the Vendor Specific Info is present in trigger body

· flag to indicate whether the MOID is present in trigger body

· flag to indicate whether the reason for connection is present in trigger body

· length of vendor specific data

· length of the MO Identifier for MO to be managed

· MO Identifier for the MO to be managed

· length of the reason for connection information

· reason for connection
	OMA-DM-DM13-2009-0046R02, OMA-DM-DM13-2009-0060R03, OMA-DM-DM13-2009-0076R01, OMA-DM-DM13-2009-0081, OMA-DM-DM13-2009-0103R02, OMA-DM-DM13-2010-0010R01

	16. 
	Recommendation for the location of the DMAcc objects in the DM Tree 
	OMA-DM-DM13-2009-0047R04

	17. 
	Restriction on Exec commands to support that exactly one Item element 
	OMA-DM-DM13-2009-0048

	18. 
	Support for specified Elliptic Curve Cipher Suites for HTTP binding.

Note: OMA-DM-DM13-2009-0073R01 reversed the change by removing all the cipher suites that are already supported in TLS 1.0, 1.1 and 1.2 specifications from the HTTP binding spec
	OMA-DM-DM13-2009-0050

	19. 
	Extending the right to change the ACL properties of a node to any Server that has the Replace right to any ancestor node of the node in question 
	OMA-DM-DM13-2009-0055

	20. 
	Allowing the inherited ACL value of a node to be retrieved if the node’s ACL property has no value assigned.

Note: This behavior is different from DM 1.2.
	OMA-DM-DM13-2009-0056R01, OMA-DM-DM13-2009-0061, OMA-DM-DM13-2009-0079, OMA-DM-DM13-2009-0136

	21. 
	Specification of Cypher Suites suitability for HTTP binding 
	OMA-DM-DM13-2009-0057R01

	22. 
	Addition of new nodes to DevDetail to indicate device support for optional features like Nonce Resynchronization and various types of User Interaction alerts 
	OMA-DM-DM13-2009-0059

	23. 
	Specification of bootstrapping for devices that contain the Smartcard Web Server 
	OMA-DM-DM13-2009-0064R02

	24. 
	Delineation between DM Bootstrapping and Sessionless DM 
	OMA-DM-DM13-2009-0077R03, OMA-DM-DM13-2009-0078R02, OMA-DM-DM13-2009-0114

	25. 
	Specification of backward compatibility considerations for DM Servers and DM Clients 
	OMA-DM-DM13-2009-0080

	26. 
	Mandating support for TNDS and Inbox 
	OMA-DM-DM13-2009-0085,O MA-DM-DM13-2009-0092

	27. 
	Allowing the DevDetail data to be sent to the Server in Package 1, if indicated by the Server in Package 0 
	OMA-DM-DM13-2009-0094R02, OMA-DM-DM13-2009-0121R02

	28. 
	Restricting usage of Inbox to Add commands only 
	OMA-DM-DM13-2009-0105R01

	29. 
	Specification of the ordering of integrity and encryption procedures for DM messages 
	OMA-DM-DM13-2009-0115

	30. 
	Support for relative URI based addressing

Note: This requires the use of the TargetParent SyncML element, which is not used in DM 1.2 
	OMA-DM-DM13-2009-0118R06, OMA-DM-DM13-2009-0123

	31. 
	Adding a new leaf node to DevDetail that indicates the roaming status for the current DM session
	OMA-DM-DM13-2009-0124R01


4 Recommendation

This contribution does not propose any formal recommendation to the DM WG.  However, the WG is requested to browse through this list and point to any inaccuracies.  Feedback from the group will be rolled into a revised version of the document, which will then accurately summarize the enhancements provided by DM 1.3 over previous versions of the OMA-DM protocol.
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