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1 Reason for Change

This CR is a modified version of CR 2009-0130 since the bootstrap TS has been changed significantly and some of the changes have already been implemented.

In section 5.4.4, the CR clarifies the behaviour of bootstrap and reorders the text to make the order more logical (encoding, signing, encryption, expected response).

CR also:

· Adds some missing SCRs,

· Fixes SCRs that deal with encryption,

· Adds some missing abbreviations,

· Fixes some clerical issues.

R01 – Changes from online discussion during Sorrento meeting. All signing and encryption requirements were deleted since they are described in the Security TS (which needs to be updated as well).
Also, SCRs were that deal with security were removed (should be added in the Security TS)
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group reviews and agrees on the proposed changes.

6 Detailed Change Proposal

Change 1:  Section 5.4.4 – Clarifications fixes and re-ordering

5.4.4 Bootstrap Message Content

The content of a Bootstrap Message is a normal DM Message. However, it is a special package in many ways since it is not part of an ongoing OMA DM session but rather a one-time message. Hence, many of the elements needed to manage the session are superfluous in this context, but they must still be included so that the message may be processed by the normal OMA DM client. 

A Bootstrap Message MUST set the values for the DMAcc management object defined in [DMSTDOBJ]. Other values (such as connectivity settings) MAY also be set.

A DM Server MUST put the value of one of the DMAcc’s AppAddr/<x>/Addr nodes in SyncHDR/Source/LocURI.
OMA DM bootstrap message MUST be [WBXML1.1], or [WBXML1.2], or [WBXML1.3] encoded.




DM Servers MUST NOT expect any response message for a Bootstrap Message. An implicit acknowledgement of successful processing of a Bootstrap Message can be concluded when the client connects to the server for the first Management Session.

See the section 5.8.2.2 of DM Security document [DMSecurity] for more information on XML-signature and XML-encryption applicability to a Bootstrap Message.

Change 2:  Section B.1 – Add SCRs for client

B.1 SCR for Bootstrap Client
	Item
	Function
	Reference
	Status
	Requirement

	DM-BOOT-C-001
	Support for at least one bootstrap mechanism.
	Section  5.1.2
	M
	

	DM-BOOT-C-002
	Support for OMA Client Provisioning Profile
	Section 5.3
	O
	ProvBoot:ProvBoot-B-C-001 AND DM-BOOT-C-004

	DM-BOOT-C-003
	Support for OMA Device Management Profile
	Section 5.4
	M
	

	DM-BOOT-C-004
	Provisioning Content granted Get, Replace and Delete ACL rights to ServerID in w7.
	Section 5.3.4
	O
	

	DM-BOOT-C-005
	Support for OMA Client Provisioning Profile AND OMA Device Management
	Section 5.3.6
	O
	DM-BOOT-C-006

	DM-BOOT-C-006
	Map w7, NAPDEF (if supported) and PROXY (if supported) to management tree.
	Section 5.3.6
	O
	

	DM-BOOT-C-007
	Device supports a Smartcard.
	Section 5.4.6
	O
	DM-BOOT-C-008

	DM-BOOT-C-008
	DM Client is capable of detecting, retrieving, and processing DM Profile bootstrap data from the Smartcard.
	Section 5.4.6
	O
	

	DM-BOOT-C-009
	Smartcard bootstrap function is enabled by DM client and the smartcard has not been rejected by the device.
	Section 5.4.6
	O
	DM-BOOT-C-010

	DM-BOOT-C-010
	Device retrieves bootstrap data from the Smartcard and applies it to the device configuration.
	Section 5.4.6
	O
	

	DM-BOOT-C-011
	Support for embedded WBXML encoded TNDS objects and normal TNDS objects.
	Section 5.4
	M
	

	DM-BOOT-C-012
	Support for Inbox.
	Section 5.4
	M
	

	DM-BOOT-C-013
	Support for WBXML encoded DM Bootstrap Messages.
	Section 5.4
	M
	



Change 3:  Section B.2 – Fix some, add SCRs for server

B.2 SCR for Bootstrap Server
	Item
	Function
	Reference
	Status
	Requirement

	DM-BOOT-S-001
	Support for OMA Client Provisioning Profile
	Section 5.3
	O
	

	DM-BOOT-S-002
	Support for OMA Device Management Profile
	Section 5.4
	M
	

	DM-BOOT-S-003
	Encode DM Bootstrap Message into WBXML.
	Section 5.4
	M
	

	DM-BOOT-S-004
	Support for embedded WBXML encoded TNDS objects and normal (non-WBXML-encoded) TNDS objects.
	Section 5.4
	M
	


Change 4:  Section 5.1.2.1.1 - Clerical

5.1.2.1.1 Bootstrap from smartcard

This is a convenient way to bootstrap a Device from an end user perspective because the user does not have to do anything. In this scenario the DM Client is able to obtain the Bootstrap Message from the smartcard. There is no need to transport sensitive bootstrap commands and information, e.g. shared secrets, over the air. The smartcard is secure, ensuring that the Bootstrap Message is authorized. A Device supporting the smartcard can be bootstrapped for DM without necessarily being purchased from the operator. In this scenario, either the DM Server or the DM Client initiates a Management Session after DM Client bootstraps. 

Change 5:  Section D.3.4 - Clerical

D.3.4 Access Conditions
The Device is informed of the access conditions of provisioning files by evaluating the “private” and “modifiable” flags in the corresponding DODF-bootstrap files structure.

In the case where one of the abovementioned flag is set, cardholder verification is required. The Device must evaluate the PIN references that must be verified as defined in [TS102.221] i.e. evaluate the FCP.
Access conditions for files are proposed in section D.4.

Change 6:  Section 3. – Add missing abbreviations

Section 3.3   Abbreviations 

	2G
	Second generation network i.e. GSM

	3G
	Third generation network i.e. UMTS

	ADF
	Application Dedicated File

	AID
	Application Identifier

	ALW
	Always. Access condition indicating a given function is always accessible.

	BIP
	Bearer Independent Protocol

	CHV
	Cardholder Verification

	DF
	Dedicated File

	DIR
	Directory File

	DM
	Device Management

	DODF
	Data Object Directory Files

	EF
	Elementary File

	FCP
	File Control Parameter

	IC
	Integrated Circuit

	ID
	Identifier

	MAC
	Message Authentication Code 

	ME
	Mobile Equipment

	MF
	Master File

	ODF
	Object Directory File

	OID
	Object Identifier

	OMA
	Open Mobile Alliance

	PIN
	Personal Identification Number

	R-UIM
	CDMA Removable User Identity Module

	SIM
	GSM Subscriber Identity Module

	WAP
	Wireless Application Protocol
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