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1 Reason for Change

Currently the way we validate a Sessionless DM message is by checking whether the value of the SyncHdr/Source/LocURI element matches with a Server ID in one of the DMAcc objects.  A DM Bootstrap Message is validated by matching the value of the SyncHdr/Source/LocURI element with one of the AppAddr/<x>/Addr nodes of a DMAcc object in that Bootstrap Message.

There is nothing in Stdobj that prevents the value of the ServerID node from matching the value of the AppAddr/<x>/Addr node.  This means that we cannot rely on the matching of the value of the LocURI element to the value of the ServerID node or the value of the AppAddr/<x>/Addr node to determine whether the message is a Bootstrap message or a Sessionless message.
This CR clarifies how a Client can distinguish between the DM Bootstrap Message and the Sessionless DM Message.      

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the DM 1.3 Sessionless TS be updated accordingly.
6 Detailed Change Proposal

Change 1:  Updating the description in Section 5.2 (Sessionless Management Content)
5.2   Sessionless Management Content
The content of a Sessionless Message is an OMA DM message. However, this message is a special package in many ways since it is not part of an ongoing OMA DM session but rather a one-time message. Hence, many of the elements needed to manage the session are superfluous in this context, but they must still be included so that the message may be processed by the normal DM client. 

In terms of structure and method of delivery to the Client, the Sessionless DM Message is somewhat similar to the DM Bootstrap message [DMBootstrap], although the two are used for completely different purposes.  It is, however, quite easy to distinguish between these two types of messages.  A DM Bootstrap message contains TNDS data pertaining to a DMAcc object whereas a Sessionless DM Message does not.

The value of the SyncHdr/Souce/LocURI element for a Sessionless DM Message MUST match the value of the ServerID node in one of the previously bootstrapped DMAcc objects.
  

If the DM Sessionless Message has been fully encrypted with XML-encryption [XMLENC], then it MUST be in XML.  Otherwise, the Sessionless Messages MUST be [WBXML1.1], or [WBXML1.2], or [WBXML1.3] encoded.

OMA DM servers MUST NOT expect any response to a Sessionless Message.

A DM Server MUST use the XML-signature [XMLSIGN] mechanism on the entire Sessionless Message.

A DM Server SHOULD use the XML-encryption [XMLENC] mechanism on part or entire Sessionless Message when the message contains confidential information.

A DM Client MUST support WBXML encoded TNDS objects and normal TNDS objects [DMTNDS] and MUST support the Inbox.

See the DM Security document [DMSecurity] for more information on XML-signature and XML-encryption.
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