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1 Reason for Change

Following input contribution OMA-DM-DM13-2011-0018-INP_Token_based_Authentication_Type, the present CR introduces the token authentication schema in DM Security TS.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Add syncml:auth-token schema
5.4.1 Optional Authentication Types

DM security also allows additional authentication schemes.  A list of additional types follows (but is not the definitive list):

	Authentication schemes
	Description

	syncml:auth-x509
	The data would be an actual X.509 Certificate. The data SHOULD be sent raw in WBXML, and base64 encoded in XML.

	syncml:auth-securid
	The data specific for SecurID authentication would be sent.  The data SHOULD be sent raw in WBXML, and base64 encoded in XML.

	syncml:auth-safeword
	The data specific for SafeWord authentication would be sent.  The data SHOULD be sent raw in WBXML, and base64 encoded in XML.

	syncml:auth-digipass
	The data specific for DigiPass authentication would be sent.  The data SHOULD be sent raw in WBXML, and base64 encoded in XML.  

	syncml:auth-token
	The data specific for Token authentication would be sent.  The data SHOULD be sent raw in WBXML, and base64 encoded in XML


Change 2:  Add TOKEN Authentication description

5.4.2 Optional Authentication Types

Token is written by server in DMAcct AAuthData node in the form tokenString-expirationTimestamp, where tokenString is the the content which MUST be transferred in Cred element and expirationTimestamp represents the end of token validity, encoded per [ISO8601], 
<SyncML xmlns="SYNCML:SYNCML1.2">

<SyncHdr>


<VerDTD>1.2</VerDTD>


<VerProto>DM/1.3</VerProto>


<SessionID>2</SessionID>


<MsgID>2</MsgID>


<Target>



<LocURI>http://DMServer/DM</LocURI>


</Target>


<Source>



<LocURI>IMEI:SOMEIMEI</LocURI>



<LocName>ServerId</LocName>


</Source>


<Cred>



<Meta>




<!-- token issued by server in previous session -->




<Format xmlns="syncml:metinf">b64</Format>




<Type xmlns="syncml:metinf">syncml:auth-token</Type>



</Meta>



<Data>qlAQ7RCxGhej7+RP18NyRQ==</Data>


</Cred>

</SyncHdr>

<SyncBody>


<!-- package#1 content, without DevInfo -->

</SyncBody>
</SyncML>
Change 3:  Add Normative Rerefence

	[WTLS]
	“Wireless Transport Layer Security”, Open Mobile Alliance(, WAP-261-WTLS,

URL:http://www.openmobilealliance.org

	[XMLENC]
	“XML Encryption Syntax and Processing”. W3C. 
URL:http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/

	[XMLSIGN]
	“XML-Signature Syntax and Processing”. W3C.  
URL:http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/

	[ISO8601]
	ISO 8601:2004, Data elements and interchange formats -- Information interchange -- Representation of dates and times.                                                                                                                  URL:http://www.iso.ch/
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