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1 Reason for Change

Section 5.1.2.4 of the DM v1.3 Bootstrap TS presents flow diagram for “Client Initiated Bootstrap”; however, it does not specify any method which the Device should use to automatically discover and acquire its DM Bootstrap Server information.

Via this CR, three possible options are presented for DM Bootstrap Server discovery by the Device. Other approaches are NOT precluded.

Option #1:
Allow the client to convey its FQDN to DHCP Server and use of RFC 4702 (for IPv4) and RFC 4704 (for IPv6)
RFC 4702:
The Dynamic Host Configuration Protocol (DHCP) Client Fully Qualified Domain Name (FQDN) Option

2.  The Client FQDN Option  [RFC 4702]
<...>

To allow the client to convey its FQDN to the server, this document defines a new DHCP option, called "Client FQDN".

<...>

The code for this option is 81.
<...>

2.3  The Domain Name Field  [RFC 4702]
The Domain Name part of the option carries all or part of the FQDN of a DHCP client.
<...>

A client MAY also leave the Domain Name field empty if it desires the server to provide a name.

RFC 4704:
The Dynamic Host Configuration Protocol for IPv6 (DHCPv6) Client Fully Qualified Domain Name (FQDN) Option

4.  The DHCPv6 Client FQDN Option  [RFC 4704]

<...>

To allow the client to convey its FQDN to the server, this document defines a new DHCPv6 option called "Client FQDN".

<...>

The code for this option is 39.

<...>

4.2.  The Domain Name Field  [RFC 4704]

<...>

A client MAY also leave the Domain Name field empty if it desires the server to provide a name.

Servers SHOULD send the complete fully qualified domain name in Client FQDN options.

Option #2:
Use of RFC 2782 along with RFCs 4702 and 4704.
RFC 2782: A DNS RR (Resource Record) for specifying the location of services (DNS SRV)
Abstract:
RFC 2782 defines the service resource record (SRV RR) that allows an operator to use several servers for a single domain, to move services from host to host, and to designate some hosts as primary servers for a service and others as backups. Clients ask for a specific service/protocol for a specific domain and get back the names of any available servers. 
Overview and rationale:
The Device asks for a specific service/protocol for a specific domain (the word domain is used here in the strict RFC 1034 sense), and gets back the names of any available servers.

Note that where this document refers to "address records", it means A RR's, AAAA RR's, or their most modern equivalent.
RFC 2782 also describes the policies to choose a service agent based on the preference and weight values.  The DNS SRV record may contain the preference and weight values for multiple DM Bootstrap Servers available to the Device in addition to the DM Bootstrap Server FQDNs.  If multiple DM Bootstrap servers are available in the DNS SRV record, then the Device is responsible for processing the information as per policy and for picking one DM Bootstrap Server.
The format of the SRV RR:
Here is the format of the SRV RR, whose DNS type code is 33:

_Service._Proto.Name TTL Class SRV Priority Weight Port Target

<...>

Name:   The domain this RR refers to.

<...>

Option #3:
Use of RFC 5986 along with RFC 2782.  Use RFC 5986 to acquire a domain name from the network provider and pass the resulting value to the Device. Then do RFC 2782 Resource Record Query.
RFC 5986: Discovering the Local Location Information Server (LIS)
1.1.  Discovery Procedure Overview

<...>

This document defines a DHCP option that produces a domain name that identifies the local access network in Section 3.

<...>

3.  Determining a Domain Name

<...>

This document registers a DHCP option for the access network domain name for both IPv4 and IPv6.

<...>

3.2.  Access Network Domain Name DHCPv4 Option
   This section defines a DHCP for IPv4 (DHCPv4) option for the domain name associated with the access network.

<...>

option-code:  OPTION_V4_ACCESS_DOMAIN (213)

<...>

A DHCPv4 client MAY request an access network domain name option in a Parameter Request List option, as described in [RFC2131].

<...>
3.3.  Access Network Domain Name DHCPv6 Option
   This section defines a DHCP for IPv6 (DHCPv6) option for the domain name associated with the access network.
<...>

option-code:  OPTION_V6_ACCESS_DOMAIN (57).

<...>
A DHCPv6 client MAY request an access network domain name option in an Options Request Option (ORO), as described in [RFC3315].

<...>
R01 makes updates based on offline communication between the joint contributors.
R02  Fixed typo.
2 Impact on Backward Compatibility

This is supported with DM v1.3 (and not backward compatible with DM v1.2).
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the DMBOOT TS be updated accordingly.
6 Detailed Change Proposal

Change 1:  Updates to Normative References

2.1   Normative References

	[ACw7DM]
	“OMA DM w7 Application Characteristic”. Working file in AC directory: URL:http://www.openmobilealliance.org/tech/omna/dm-ac/ac_w7_dm-v1_0.txt

	[C.S0023-B_v1.0]
	“Removable User Identity Module For Spread Spectrum Systems”, 3GPP2 C.S0023-B version 1.0, URL:http://www.3gpp2.org/Public_html/specs/C.S0023-B_v1.0_040426.pdf

	[DMSecurity]
	“OMA Device Management Security, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM_Security-V1_2.                                                                   URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_2.                                                                                  URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM_TND-V1_2.                                                                                     URL:http://www.openmobilealliance.org

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM_TNDS-V1_2.                                                                    URL:http://www.openmobilealliance.org

	[ERELDCP]
	“Enabler Release Definition for OMA Client Provisioning Specifications, version 1.1”. Open Mobile Alliance (. OMA-ERELD-ClientProvisioning-V1_1.                                 URL:http://www.openmobilealliance.org

	[ERELDDM]
	“Enabler Release Definition for OMA Device Management Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-DM-V1_2.                                                    URL:http//:www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1,                                                                                                         URL:http://www.openmobilealliance.org

	[ISO7816-4]
	ISO/IEC 7816-4 (1995): "Information technology - Identification cards - Integrated circuit(s) cards with contacts - Part 4: Inter-industry commands for interchange".

	[PKCS#15]
	PKCS #15 v1.1: Cryptographic Token Information Syntax Standard”, RSA Laboratories, June 6, 2000. URL: ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkcs-15v1_1.pdf

	[PROVBOOT]
	“Provisioning Bootstrap 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvBoot‑v1_1. URL:http://www.openmobilealliance.org

	[PROVCONT]
	“Provisioning Content 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvCont‑v1_1. URL:http://www.openmobilealliance.org

	[PROVSC]
	“Provisioning Smart Card Specification Version 1.1”. Open Mobile Alliance(. 
OMA-WAP‑ProvSC-v1_1.                                                                          URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2782]
	“A DNS RR for specifying the location of services (DNS SRV”, A. Gulbrandsen et al., February 2000
URL:http://www.ietf.org/rfc/rfc2782.txt

	[RFC4702]
	“The Dynamic Host Configuration Protocol (DHCP) Client Fully Qualified Domain Name (FQDN) Option”, M. Stapp et al., October 2006
URL:http://www.ietf.org/rfc/rfc4702.txt

	[RFC4704]
	“The Dynamic Host Configuration Protocol for IPv6 (DHCPv6) Client Fully Qualified Domain Name (FQDN) Option”, B. Volz, October 2006
URL:http://www.ietf.org/rfc/rfc4704.txt

	[RFC5986]
	“Discovering the Local Location Information Server (LIS)”, M. Thomson et al., September 2010
URL:http://www.ietf.org/rfc/rfc5986.txt

	[SCWS]
	“Enabler Release Definition for Smartcard-Web-Server”, Open Mobile Alliance, OMA-ERELD_Smartcard_Web_Server-V1_1,                                              URL:http://www.openmobilealliance.org

	[TS102.221]
	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221 release 6),                                                                                                                                      URL:http://www.etsi.org/

	[TS131.102]
	“Characteristics of the USIM application”, (ETSI TS 131.102),                                    URL:http://www.etsi.org/

	[TS151.011]
	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface”,  (ETSI TS 151 011),                                                                                                                           URL:http://www.etsi.org/

	[WBXML1.1]
	“WAP Binary XML Content Format Specification”, WAP Forum(. SPEC-WBXML-19990616.pdf.  URL:http://www.openmobilealliance.org

	[WBXML1.2]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-154-WBXML.  URL:http://www.openmobilealliance.org

	[WBXML1.3]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-192-WBXML.  URL:http://www.openmobilealliance.org


Change 2:  Updates to Abbreviations

3.3   Abbreviations

	2G
	Second generation network i.e. GSM

	3G
	Third generation network i.e. UMTS

	ADF
	Application Dedicated File

	AID
	Application Identifier

	ALW
	Always. Access condition indicating a given function is always accessible.

	BIP
	Bearer Independent Protocol

	CHV
	Cardholder Verification

	DF
	Dedicated File

	DHCP
	Dynamic Host Configuration Protocol

	DIR
	Directory File

	DM
	Device Management

	DNS
	Domain Name System

	DODF
	Data Object Directory Files

	EF
	Elementary File

	FCP
	File Control Parameter

	IC
	Integrated Circuit

	ID
	Identifier

	MAC
	Message Authentication Code 

	ME
	Mobile Equipment

	MF
	Master File

	ODF
	Object Directory File

	OID
	Object Identifier

	OMA
	Open Mobile Alliance

	PIN
	Personal Identification Number

	R-UIM
	CDMA Removable User Identity Module

	SIM
	GSM Subscriber Identity Module

	WAP
	Wireless Application Protocol


Change 3:  New section for DM Bootstrap Server discovery

5.1.2.x    Client initiated bootstrap

5.1.2.x.1   DM Bootstrap Server discovery

Discovery of the DM Bootstrap Server by the Device is an OPTIONAL feature of OMA-DM.  This technical specification specifies the following alternatives for the Device to deduce the FQDN (Fully Qualified Domain Name) of the DM Bootstrap Server.  It needs to be noted that other alternatives are not precluded. 

1. The FQDN of the DM Bootstrap Server is derived from a pre-configured list of domains on the Device, by prefixing with the fixed string “OMADM-BootSrv”


2. The Device first obtains its domain name from the response that it receives for a DHCP query that includes the "Client FQDN" option, with an empty Domain Name field, as specified in [RFC 4702] and [RFC 4704].  It then prefixes the domain name with fixed string “OMADM-BootSrv” and issues a DNS Resource Record query, as specified in [RFC 2782].  The structure of the query is as follows:

       _omadm-bootstrap._tcp.<Domain>





3. The Device first obtains its domain name from the response that it receives for a DHCP query that includes the "Access Network Domain Name" option, as specified in [RFC 5986].  It then prefixes the domain name with fixed string “OMADM-BootSrv” and issues a DNS Resource Record query, as specified in [RFC 2782].  The structure of the query is as follows:

        _omadm-bootstrap._tcp.<Domain>

DM Bootstrap Server Discovery raises some security issues because the DHCP and DNS servers may not be fully trusted.  Whether or not the DHCP and DNS servers can be trusted is a management policy issue that can be controlled via the Bootstrap Config MO, which is described in the section TBD.




Note to the reviewer:- OMA-DM-DM13-2011-0022R03-CR_DMBoot_Restructuring proposes a new section on client initiated bootstrap.





Note to reviewer: It is not mandated; however, it is recommended that we register the “omadm-bootstrap” tag with IANA.
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