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1 Reason for Change

Additional information was required to clarify the delegation process and protocol.
R01: targets the new DM Server to Server Protocol TS and includes the feedback received in Italy
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG is requested to review and approve this CR.
6 Detailed Change Proposal
Change 1:  Section 2. References

2. References

2.1 Normative References

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Notification-V1_3.                                                          URL:http://www.openmobilealliance.org

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Bootstrap-V1_3.                                                              URL:http://www.openmobilealliance.org

	[DMREPPRO]
	“OMA Device Management Representation Protocol, Version 1.3”. 
Open Mobile Alliance(. OMA-TS-DM_RepPro-V1_3.                           URL:http://www.openmobilealliance.org

	[DMSEC]
	“OMA Device Management Security, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Security-V1_3.                                                                 URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_3.                                                                                 URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_TND-V1_3.                                                                                    URL:http://www.openmobilealliance.org

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization Specification, Version 1.3”. Open Mobile Alliance. OMA-TS-DM_TNDS-V1_3.                                                  URL:http://www.openmobilealliance.org

	[CONNMO]
	“OMA Device Management Connectivity Management Object, Version 1.0”. Open Mobile Alliance(.
URL:http://www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, 
OMA-IOP-Process-V1_1,                                                                        URL:http://www.openmobilealliance.org

	[META]
	“SyncML Meta Information, version 1.2”. Open Mobile Alliance(. 
OMA-TS-SyncML_MetaInfo-V1_2.                                                     URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2396]
	“Uniform Resource Identifiers (URI): Generic Syntax”. T. Berners-Lee, et al.  August 1998. URL:http://www.ietf.org/rfc/rfc2396.txt

	[RFC2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”. R. Fielding, et al. June 1999.
URL:http://www.ietf.org/rfc/rfc2616.txt


2.2 Informative References

 
	[DMDICT]
	"OMA Device Management Dictionary", Draft Version 1.0, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/


Change 2:  Section 5 Client Authority Delegation
5.1 Process Flows
The following figure depicts the delegation process initiated by the Delegating DM Server:
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Figure 1: Delegating DM Server initiates the delegation process
The following figure depicts the delegation process initiated by the Delegated DM Server:
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Figure 2: Delegated DM Server initiates the delegation process
5.1.1 Step1: Delegation Notification
The delegation process may be initiated by the Delegating DM Server or by the Delegated DM Server.
If the delegation process is initiated by the Delegating DM Server (DMS-1 in the above figures):
 The DM Server receiving the request to initiate management delegation of the DM Client is known as the Delegated DM Server (DMS-2). This consists in providing the following information by the DMS-1 to the DMS-2: the Delegating DM Server ID, DM Client information, Delegation Information (parts of the DM Tree to which the management delegation will apply), and which one of the following two types of delegations is requested: Full Delegation or Partial Delegation as defined in [DMDICT].
If the delegation process is initiated by the Delegated DM Server (DMS-2 in the above figures):
The DM Server receiving the request to initiate management delegation of the DM Client is known as the Delegating DM Server (DMS-1). This consists in providing the following information by the DMS-2 to the DMS-1: the Delegated DM Server ID, DM Client information, Delegation Information (parts of the DM Tree to which the management delegation will apply) and which one of the following two types of delegation is requested: Full Delegation or Partial Delegation as defined in [DMDICT].
5.1.2 Step 2a: Mutual Authentication

Mutual authentication of the DM Servers will be done during an HTTPS session between the two DM Servers (i.e., Delegating DM Server and Delegated DM Server).

5.1.3 Step 2b: DMS-2 DMAcc information transfer
The Delegated DM Server (DMS-2) sends to the Delegating DM Server (DMS-1) its DM Account information.
5.1.4 Step 3: DM Client preparation
The Delegating DM Server (DMS-1) updates the DM Client: it installs the DMS-2 DMAcc and updates the DM Tree ACLs accordingly.
The Delegating DM Server (DMS-1) indicates to the DM Client that no DM session must be initiated to the Delegated DM Server (DMS-2).
5.1.5 Step 4: DM Client prepared
The Delegating DM Server (DMS-1) notifies the Delegated DM Server (DMS-2) that the DM Client preparation is done.
5.1.6 Step 5: DM session initiation
The Delegated DM Server (DMS-2) initiates a DM session with the DM Client. 
5.1.7 Step 6: Delegation complete
The Delegated DM Server (DMS-2) notifies the Delegating DM Server (DMS-1) that the delegation process is complete.
5.2 DM Server to DM Server Interface

The message exchange between two DM Servers interacting to pass over delegation of a DM Client is shown in the chart above as steps 1, 2a, 2b, 4 and 6. The execution of these steps is dependent on the success of the protocol exchange (shown as steps 3 and 5 in the above charts) between each of the DM Servers and the DM Client. If at any point in the delegation process through the step 6 fails, the delegation session between the DM Servers (i.e., DMS-1 and DMS-2) would be terminated immediately.  Upon sending or receipt of a failure message, the DM Servers would undo all changes done to the DM Client, purge any saved state information associated with the delegation process and revert to the existing delegation scheme prior to the start of the delegation. The DM Server may start the delegation process again at any time.
5.2.1 Delegation Protocol

The messages exchanged between DM Servers are defined in this section.

A message flow diagram illustrates the protocol exchanges in the true case, where no error conditions occur. The format of the messages MUST be encoded as specified in [DMTNDS] and MAY specify the connectivity to use as specified in [CONNMO]. Note the DM Client shown on the left and right sides of the diagram is the DM Client (device) being delegated, it is shown twice to simplify the diagram.
The below message flow presents the overall flow when a delegation protocol message exchange is initiated by the Delegating DM Server. 
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The protocol messages are described using XML and XML documents are exchanged between DM Servers. 
Note to editor: the XML structure (XML Schema/DTD) is FFS
DELEGATION_NOTIF – Delegation Notification is the first message sent from the Delegating DM Server to the Delegated DM Server. This message is a simple notification asking the Delegated DM Server if it is willing to accept management of a DM Client. This message contains the Delegating DM Server ID (DMServerID), Delegation Information (Del_Info), and the delegation type (Del_Type). The Del_Type defines the delegation type for the Delegated DM Server. The Del_Type can be Full or Partial delegation. Del_Info contains the DM Client information and the Delegation Information (parts of the DM Tree to which the management delegation applies).
DELEGATION_RES – Delegation Response is sent from the Delegated DM Server to the Delegating DM Server with an acknowledgement (ack) if it is willing to accept management of the DM Client. If the Delegated DM Server does not wish to accept the request it sends a DELEGATION_RES with a negative acknowledgement (nack).
DELEGATION_START – Delegation Start is sent from the Delegated DM Server to the Delegating DM Server after mutual authentication. This message MUST contain the Delegated DM Server DM Account MO as specified in [DMSTDOBJ]. Upon receiving the DELEGATON_START message the Delegating DM Server will create the DMS-2 DMAcc and update the ACLs on the DM Client. The Delegating DM Server will notify the DM Client that no DM session must be automatically established with the Delegated DM Server (DMS-2).
DELEGATION_PREPARED – A Delegation Prepared message is sent by the Delegating DM Server to notify the Delegated DM Server that the DM Client is ready. Upon receiving the DELEGATION_PREPARED message the Delegated DM Server will establish a DM session with the DM Client.
DELEGATION_FAILURE – A Delegation Failure message maybe sent at anytime from either the Delegating or Delegated DM Server to halt the delegation process. Reason codes for a failure are TBD.
DELEGATION_CONFIRM – Delegation Confirm is sent from the Delegated DM Server to the Delegating DM Server once a DM session has been established between the Delegated DM Server and the DM Client.
The below message flow presents the overall flow when a delegation protocol message exchange is initiated by the Delegated DM Server. 
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The protocol messages are described using XML and XML documents are exchanged between DM Servers. 
Note to editor: the XML structure (XML Schema/DTD) is FFS
DELEGATION_NOTIF – Delegation Notification is the first message sent from the Delegated DM Server to the Delegating DM Server. This message is a simple notification asking the Delegating DM Server if it is willing to delegate the management of a DM Client. This message contains the Delegated DM Server ID (DMServerID), Delegation Information (Del_Info), and the delegation type (Del_Type). The Del_Type defines the delegation type for the Delegated DM Server. The Del_Type can be Full or Partial delegation. Del_Info contains the DM Client information and the Delegation Information (parts of the DM Tree to which the management delegation applies).

DELEGATION_RES – Delegation Response is sent from the Delegating DM Server to the Delegated DM Server with an acknowledgement (ack) if it is willing to delegate the management of the DM Client. If the Delegating DM Server does not wish to accept the request it sends a DELEGATION_RES with a negative acknowledgement (nack).

DELEGATION_START – Delegation Start is sent from the Delegated DM Server to the Delegating DM Server after mutual authentication. This message MUST contain the Delegated DM Server DM Account MO as specified in [DMSTDOBJ]. Upon receiving the DELEGATON_START message the Delegating DM Server will create the DMS-2 DMAcc and update the ACLs on the DM Client. The Delegating DM Server will notify the DM Client that no DM session must be automatically established with the Delegated DM Server (DMS-2).

DELEGATION_PREPARED – A Delegation Prepared message is sent by the Delegating DM Server to notify the Delegated DM Server that the DM Client is ready. Upon receiving the DELEGATION_PREPARED message the Delegated DM Server will establish a DM session with the DM Client.
DELEGATION_FAILURE – A Delegation Failure message maybe sent at anytime from either the Delegating or Delegated DM Server to halt the delegation process. Reason codes for a failure are TBD.
DELEGATION_CONFIRM – Delegation Confirm is sent from the Delegated DM Server to the Delegating DM Server once a DM session has been established between the Delegated DM Server and the DM Client.
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Figure � SEQ Figure \* ARABIC �43�: Delegation Protocol message exchange (initiated by the Delegating Delegated DM Server)
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Figure � SEQ Figure \* ARABIC �32�: Delegation Protocol message exchange (initiated by the Delegating DM Server)
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