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1 Reason for Change

This CR intends to clarify the usage of timestamp as the random nonce to prevent replay attack.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Add reference
6.2.13 Timestamp

The <ts-data> field specifies the current server time in POSIX time form as defined in [POSIX]. The data in this field MUST be 32 bits in length.

The DM Client MAY ignore this notification if the message is older than the number of days specified in <timeout>. The age of the message is determined by comparing the value of <ts-data> and the current date and time on the device.
The <ts-data> is also used as the random nonce to prevent replay attack.
6.2.23 Digest

The <digest-data> field specifies the SHA-1 digest of the notification message [RFC3174]. The digest is computed as digest-data = H(server-secret:trigger). The server-secret is the same value in the SRVCRED/AAuthData for that server’s DM Account. The Timestamp field included in the trigger message is used as the random nonce in the digest computation. Therefore the replay attack can be avoided. 
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