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1 Reason for Change

WG members identified the technical difficulties to apply XML-Security as the transport neutral security at the process of bootstrapping.

This CR intends to remove the part of XML Signature/Encryption for Bootstrap message.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG agrees with this CR.
6 Detailed Change Proposal

Change 1:  Remove the part of XML Signature/Encryption for Bootstrap message
5.11 Security for Bootstrap Operation

Bootstrapping is a sensitive process that may involve communication between two parties without any previous relationship or knowledge about each other. In this context, security is very important. The receiver of a bootstrap message needs to know that the information originates from the correct source and that it has not been tampered with en-route. The sender also wants end-to-end confidentiality to prevent impersonation by eavesdroppers who could see the contents of the bootstrap message containing credentials to access the DM server. It is important that DM clients accept bootstrapping commands only from authorized DM or CP servers.

…
5.11.2.3.1 Basic Requirements
The DM Server and DM Client MUST support NETWORKID and USERPIN. 
The DM Server and DM Client MAY support USERPIN_NETWORKID.




Other methods MAY be used as long as they employ a level of security appropriate for bootstrap. The combined security of the secret (e.g., randomness, difficulty of obtaining, etc.), the transport and the environment of use needs to be among the considerations when a bootstrapping service is being implemented.
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