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1 Reason for Change

MD5 Digest algorithm was widely used, but many organizations decided not to use MD5 due to its weakness against the various attacks.

This CR proposed SHA-2 based challenge-response type authentication alternative for DM 1.3 protocol.

R01: Remove the specification change regarding behaviour when the nonce was given from the Server.
2 Impact on Backward Compatibility

MD5 Digest Authentication was left as is for backward compatibility with pre DM1.3 Clients.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree on this CR.
6 Detailed Change Proposal

Change 1:  Authentication texts
5.4 Authentication

Both OMA DM Protocol [DMPRO] client and Server MUST be authenticated to each other.  Authentication can be performed at different layers. OMA DM servers MUST support both client and Server authentication at the transport layer. OMA DM Servers MUST request client authentication at the transport layer when transport layer security is requested by the OMA DM client during session establishment. Some clients may not support transport-layer client authentication. Servers MUST authenticate such clients at the application layer.  If the transport layer does not have a sufficiently strong authentication feature, OMA DM Protocol layer authentication MUST be used.
Either the client or the Server MAY send credentials to each other or challenge the other to send them.  

The Basic scheme is identified by the URI syncml:auth-basic. This authentication scheme is a Base64 character encoding, as defined in  [RFC4648], of the concatenation of the originator's userid, followed by the COLON (i.e., ":") separator character, followed by the password associated with the specified userid. This authentication scheme is susceptible to the threat of network eavesdrop, but is simple to implement. However, take care when using this scheme. For example, a user is strongly advised to consider using additional security considerations, such as an encrypted transport connection.
The MD5 Digest scheme is identified by the URI syncml:auth-md5. The computation of MD5 digest is specified in section 5.4.3. The maximum duration that the nonce string can be used by the originator is the current DM session. Note that issuing a nonce does not constitute use – a nonce MAY be issued for use in the next session. More frequent changes to the nonce string can be specified with the NextNonce element type within the Meta element type of the Chal element type. The MD5 digest algorithm and a publicly available source code for generating MD5 digest strings is specified by [RFC1321]. The MD5 digest value, a 128-bit binary value, MUST be Base64 character encoded when transferred as clear-text XML. For WBXML representation, the additional Base64 character encoding is not necessary.
The SHA2 Digest scheme is identified by the URI syncml:auth-sha256. The computation of SHA-256 digest is specified in section 5.4.3. The SHA-256 algorithm and a publicly available source code for generating digest string is specified by [RFC6234]. The SHA-256 digest value d, 256-bit binary value, MUST be Base64 character encoded([RFC4648]) when transferred as clear-text XML. For WBXML representation, the additional Base64 character encoding is not necessary.
Other authentication schemes can be specified by prior agreement between the originator and the recipient. 

OMA DM clients that do not support client authentication at the transport layer MUST support OMA DM syncml:auth-md5 type authentication. OMA DM clients that support mutual authentication at the transport layer MAY support OMA DM authentication mechanisms such as the syncml:auth-md5 type. The DM Server MAY still issue a MD5 challenge when transport layer mutual authentication has already been completed but the session MUST be terminated if the client does not respond with the requested authentication type. The provisioning of credentials/certificates for transport layer authentication is beyond the scope of OMA DM Security.

It is assumed that OMA DM Protocol will often be used on top of a transport protocol that offers session layer authentication so that authentication credentials are exchanged only at the beginning of the session (like in TLS or WTLS). If the transport layer is not able to provide session authentication, however, each request and response MUST be authenticated.
Change 2:  Generalize MD-5 to Digest Authentication string format 
5.4.2 Digest Authentication string format in OMA DM 
To specify the userid for the credentials, when the credentials do not include it in the resolvable form, the userid MUST be transferred in the LocName element of Source in SyncHdr. MD-5 authentication [RFC1321] or SHA-256 authentication [RFC5843] works by supplying primitive userid:password in the Cred element of the SyncHdr. A SyncML message example is shown below.

<SyncML xmlns='SYNCML:SYNCML1.2'>

  <SyncHdr>

    <VerDTD>1.2</VerDTD>

    <VerProto>DM/1.3</VerProto>

    <SessionID>1</SessionID>

    <MsgID>1</MsgID>

    <Target>

      <LocURI>http://www.syncml.org/mgmt-server</LocURI>

    </Target>

    <Source>

      <LocURI>IMEI:493005100592800</LocURI>

      <LocName>Bruce1</LocName>    <!-— userid -->

    </Source>

    <Cred>

      <Meta>

        <Type xmlns=’syncml:metinf’>syncml:auth-md5</Type>
        <!-- digest algorithm name -->
        <Format xmlns=’syncml:metinf’>b64</Format>

      </Meta>

      <Data>18EA3F……</Data> 

          <!-- base64 formatting Digest Computation result -->

    </Cred>

    <Meta>

      <MaxMsgSize xmlns=’syncml:metinf’>5000</MaxMsgSize>

    </Meta>

  </SyncHdr>

         <!—- regular body information here -->

  <SyncBody>

  </SyncBody>

</SyncML>

Change 3:  Generalize Computation
5.4.3 Computation of the Digest

The digest supplied in the Cred element is computed as follows:

Let H = the MD5 or SHA-256 Hashing function.
Let Digest = the output of the Hashing function.

Let B64 = the base64 encoding function.

Digest = H(B64(H(username:password)):nonce)

This computation allows the authenticator to authenticate without having knowledge of the password. The password is neither sent as part of the Cred element, nor is it required to be known explicitly by the authenticator, since the authenticator need only store a pre-computed hash of the username:password string.
Change 4:  
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