Doc# OMA-DM-DM13-2011-0066R01-CR_DigestSHA256inNotification.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-DM13-2011-0066R01-CR_DigestSHA256inNotification.doc
Change Request



Change Request

	Title:
	Digest SHA-256 in Notification
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM WG

	Doc to Change:
	OMA-TS-DM_Notification-V1_3-20110720-D

	Submission Date:
	28 Jul 2011

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Shingo Fujimoto,Fujitsu,shingo_fujimoto@jp.fujitsu.com

	Replaces:
	R00


1 Reason for Change

Notification format should be updated for the authentication type “Digest-SHA256”.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree on this CR.
6 Detailed Change Proposal

Change 1:  Change on Syntax
6.1 Syntax for the DM Notification

The following ABNF [RFC5234] defines the syntax for the DM Notification Message. The order and the size of the fields MUST be same as specified in the following syntax of the DM Notification Message.

<trigger-message> ::= <trigger><digest>

<trigger> ::= <trigger-header><trigger-body>
<trigger-header> ::= <version><ui-mode><initiator><transport><auth-type><vendor-present><MO-ind-present><reason-present><preferred-bearer-1><preferred-bearer-2><pad><timeout><ts-data><sessionid><length-identifier><server-identifier>

<version> ::= 10*BIT
; ‘Device Management Version’
<ui-mode> ::= <not-specified> / <background> /
; ‘Background/Informative/ 
                       <informative> / <user-interaction>
;  User Interaction session’
<not-specified> ::= “00”
; ‘2*bit value “0”’
<background> ::= “01”
; ‘2*bit value “1”’
<informative> ::= “10”
; ‘2*bit value “2”
<user-interaction> ::= “11”
; ‘2*bit value “3”’ 
<initiator> ::= <user> / <server>
; ‘User/Server initiated’
<user> ::= “0”
; ‘1*bit value “0”’
<server> ::= “1”
; ‘1*bit value “1”’
<transport>::=<not-specified> / <HTTP> / <HTTPS>
; ‘transport bindings’
<not-specified> ::= “00”
; ‘2*bit value “0”’’
<HTTP>::=”01”
; ’2*bit value “1”’

<HTTPS>::=”10”
; ’2*bit value “2”’
<auth-type>::=<not-specified> / <HTTP-DIGEST> /
; ‘authentication type

                        <DIGEST>  / <HMAC>  / <DIGEST-SHA256>
<not-specified> ::=”000”
; ’3*bit value “0”’
<HTTP-DIGEST>::=”001”
; ’3*bit value “1”’
<DIGEST>::=”010”                                                                       
; ’3*bit value “2”’
<HMAC>::=”011”                                                                         
; ’3*bit value “3”’
<DIGEST-SHA256> ::= “100”
; ’3*bit value “4”’
<vendor-present> ::= 1*BIT
; Whether Vendor Specific Info is present (‘1’)

;  or not-present (‘0’) in trigger body’

<MO-ind-present> ::= 1*BIT                               
; Whether MO index data is present (‘1’) 

;  or not-present (‘0’) in trigger body’

<reason-present> ::= 1*BIT
; ‘Whether reason for connection is present (‘1’)

;  or not-present (‘0’) in trigger body’
<preferred-bearer-1> ::= <not-specified> /                                  
                       <NETWORK_TYPE_3GPP_CIRCUIT_SWITCHED> /   
                       <NETWORK_TYPE_3GPP_PACKET_SWITCHED> /   
                       <NETWORK_TYPE_3GPP_LTE> /   
                       <NETWORK_TYPE_3GPP2_CDMA_PACKET_DATA> /
                       <NETWORK_TYPE_WIMAX> /   
                       <NETWORK_TYPE_WLAN> /
                       <NETWORK_TYPE_DSL> /
                       <NETWORK_TYPE_ETHERNET> / 
                       <NETWORK_TYPE_OBEX> /
                       <NETWORK_TYPE_LOCAL> /   
<not-specified> ::= “0000”


; ‘4*bit value “0”’
< NETWORK_TYPE_3GPP_CIRCUIT_SWITCHED > ::= “0001”           
; ‘4*bit value “1”’
< NETWORK_TYPE_3GPP_PACKET_SWITCHED > ::= “0010”            
; ‘4*bit value “2”
< NETWORK_TYPE_3GPP_LTE > ::= “0011”        

; ‘4*bit value “3”
< NETWORK_TYPE_3GPP2_CDMA_PACKET_DATA > ::= “0100”      
; ‘4*bit value “4”’ 
< NETWORK_TYPE_WIMAX > ::= “0101”                                        
; ‘4*bit value “5”’
< NETWORK_TYPE_WLAN > ::= “0110”                                          
; ‘4*bit value “6”’
< NETWORK_TYPE_DSL >::=”0111”                                         
; ‘4*bit value “7”’ 
< NETWORK_TYPE_ETHERNET >::=”1000”                                  
; ‘4*bit value “8”’
< NETWORK_TYPE_OBEX >::=”1001”                                          
; ‘4*bit value “9”’
< NETWORK_TYPE_LOCAL >::=”1010”                                          
; ‘4*bit value “10”’
<preferred-bearer-2> ::= <not-specified> /                                  
                       <NETWORK_TYPE_3GPP_CIRCUIT_SWITCHED> /   
                       <NETWORK_TYPE_3GPP_PACKET_SWITCHED> /   
                       <NETWORK_TYPE_3GPP_LTE> /   
                       <NETWORK_TYPE_3GPP2_CDMA_PACKET_DATA> /
                       <NETWORK_TYPE_WIMAX> /   
                       <NETWORK_TYPE_WLAN> /
                       <NETWORK_TYPE_DSL> /
                       <NETWORK_TYPE_ETHERNET> / 
                       <NETWORK_TYPE_OBEX> /
                       <NETWORK_TYPE_LOCAL> /   
<not-specified> ::= “0000”


; ‘4*bit value “0”’
< NETWORK_TYPE_3GPP_CIRCUIT_SWITCHED > ::= “0001”           
; ‘4*bit value “1”’
< NETWORK_TYPE_3GPP_PACKET_SWITCHED > ::= “0010”            
; ‘4*bit value “2”
< NETWORK_TYPE_3GPP_LTE > ::= “0011”        

; ‘4*bit value “3”
< NETWORK_TYPE_3GPP2_CDMA_PACKET_DATA > ::= “0100”      
; ‘4*bit value “4”’ 
< NETWORK_TYPE_WIMAX > ::= “0101”                                        
; ‘4*bit value “5”’
< NETWORK_TYPE_WLAN > ::= “0110”                                          
; ‘4*bit value “6”’
< NETWORK_TYPE_DSL >::=”0111”                                         
; ‘4*bit value “7”’ 
< NETWORK_TYPE_ETHERNET >::=”1000”                                  
; ‘4*bit value “8”’
< NETWORK_TYPE_OBEX >::=”1001”                                          
; ‘4*bit value “9”’
< NETWORK_TYPE_LOCAL >::=”1010”                                          
; ‘4*bit value “10”’
<future-use> ::= 8*BIT
            ; ‘Reserved for future DM use’
; 20 bits used up to this point – need to add 4 bits

<pad> ::= 1*BIT
; bits added to bring timeout to a byte boundary
<timeout> ::=16*BIT
; number of minutes to keep <sessionid> valid
<ts-data> ::= 32*BIT
; Current server time in POSIX time format

<sessionid> ::= 16*BIT
; ‘Session identifier’
<length-identifier> ::= 8*BIT
; ‘Server Identifier length’
<server-identifier> ::= <length-identifier>*CHAR
; ‘Server Identifier’

<trigger-body> ::=<length-vendor><vendor-data><num-MO-ind><MO-ind-data><length-reason><reason-data>
<length-vendor> ::= 16*BIT
                                            ; ‘Vendor Specific Info Length’
<vendor-data> ::= <length-vendor>*BYTE                                  ; ‘Vendor Specific Info’

<num-MO-ind> ::= 8*BIT                                                                ; ‘the number of MO indexes specified in <MO-ind-data>’

<MO-ind-data> ::= <num-MO-ind>*16*BIT
               ; ‘list of MO Indexes for MO to be sent 

;  in Package 1’
<length-reason> ::= 16*BIT
                                              ; ‘Reason for Connection Length’
<reason-data> ::= <length-reason>*BYTE
                 ; ‘Reason for Connection Data’

<digest> ::= 256*BIT
                                              ; ‘Digest data’
Change 2:  change on Authentication Type definition
6.2.9 Authentication Type

The <auth-type> field indicates the authentication type for the DM Client to find the corresponding password and nonce within the DM Account Management Object [DMSTDOBJ] in order to calculate the digest for notification message. This value is specified using 3 bits.

The values of the <auth-type> field MUST be one of the following:
	Value
	Semantics
	Description

	000
	not specified
	Indicates the authentication type is not specified.

	001
	HTTP-DIGEST
	Indicates the HTTP-DIGEST authentication type.

	010
	DIGEST
	Indicates the DIGEST authentication type.

	011
	HMAC
	Indicates the HMAC authentication type.

	100
	DIGST-SHA256
	Indicates the DIGEST-SHA256 authentication type.
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