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1 Reason for Change

Existing ACL mechanism lacks the ability to control the behaviour for ACL operation which is required for MMA use cases. 

The device should be controlled by ACL for Replace on the node value and ACL property independently.
This CR proposed to add the Command for ACL definition.

2 Impact on Backward Compatibility

The DM Server should aware of specification change since DM 1.3, when Replacing ACL to allow other DM Server(s) performing ‘Replace’ command against ‘ACL’ property.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree on this CR.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

7.7.1.3 Changing the ACL


· 
· 
The right to change the ACL of the Node is also controlled by the ACL of the Node with 'ACL’ permission. Unlike other permissions, permission for ‘ACL’ is inherited from its ancestor nodes. 
To provide the end user with the ability to change which Server Identifier that controls the root Node some devices MAY implement a UI for this purpose.

Servers can explicitly set ACL values by performing a Replace operation on the ACL property of any given Node. A successful completion of such an operation is signalled by an (200) OK status code. If the operation fails due to lack of device memory status code (420) Device full is returned. In addition, if the reason for failure is access violation the status code (425) Permission denied is returned. 

If a server successfully creates a new Node with the Add command, the value of the Node’s ACL property is initially set to no value, e.g. <Data/>. This means that the value is inherited from the parent Node. 
In cases where the above rule does not apply it is RECOMMENDED that the current Server Identifier explicitly set the new Node ACL. This is achieved by using a Replace command on the ACL URI of the new Node. The current server SHOULD set the ACL value so that itself has Delete, Get and Replace access. 

Note that since the only command available to change an ACL is Replace, all existing Server Identifiers and access rights are overwritten. If a server wishes to keep the existing entries in an ACL it MUST read the ACL, perform the needed changes and then Replace the existing ACL with the new one.

Change 2:  ACL syntax change

7.7.1.5 ACL syntax

The ACL structure is a list of Server Identifiers where each identifier is associated with a list of OMA DM command names [DMPRO]. The permission to ‘Replace’ on  ACL attribute of the Node is represented as ‘ACL’. The right to perform a command is granted if an identifier is associated with the name of the command that is to be performed. 

The Server Identifier can also have a wildcard value assigned to it. This means that any Server Identifier used to access the Node and/or its properties is granted access.

ACL are carried over OMA DM as a string. The string MUST be formatted according to the following simple grammar.

<acl> ::= <acl-value> | ”No value”

<acl-value> ::= <acl-entry> | <acl-value> & <acl-entry>

<acl-entry> ::= <command> = <server-identifiers>

<server-identifiers> ::= <server-identifier> | <server-identifier> ‘+’ <server-identifiers>

<server-identifier> ::= * | “All printable characters except ‘=’, ‘&’, ‘*’, ‘+’ or white-space characters.”

<command> ::= Add | Delete | Exec | Get | Replace | ACL
For uniqueness, it is RECOMMENDED that the Server Identifier contain the domain name of the server. For efficiency reasons it is also RECOMMENDED that it is kept as short as possible. The wildcard value for a Server Identifier is character ‘*’. If a <server-identifier> has the value ‘*’, then there SHOULD NOT be any other <server-identifier> values associated with this command in the current ACL. If an ACL entry contains both a wild card, ‘*’, and a <server-identifier>, the access right granted by the <server-identifier> is overridden by the wild card.

Example ACL value:
Add=www.sonera.fi-8765&Delete=www.sonera.fi-8765&Replace=www.sonera.fi-8765+321_ibm.com&Get=*

There is no ACL representation for the Copy command.  Copy exists as a command on its own mainly for efficiency reasons. Any result of a Copy command can always be created by a sequence of other commands. To successfully execute a Copy, a server needs to have the correct access rights for the equivalent Add, Delete, Get, and Replace commands.

Change 3:  Change example

7.7.1.6 ACL Example

Consider the following Management Tree:
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Figure 2: Example Management Tree with ACLs

The following statements about this Management Tree are true:

· Any server can Get the value of ./NodeA/Node1, but only ServerC can modify ./NodeA/Node1?prop=ACL in one operation.

· No server can directly Delete or Replace the value of ./NodeA/Node1.

· A Get request on ./NodeA/Node1?prop=ACL will return Get=*.
· A Get request on ./NodeB/Node3/Node4?prop=ACL will return Get=ServerA+ServerB&Replace=ServerB&Delete=ServerB, and with the status code (217) OK with Inherited ACL. 
· A Replace request on ./NodeB/Node3/Node5 by ServerA will be successful.
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