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1 Reason for Change

The Security TS describes USERPIN as one type of shared secret that is used during the DM Bootstrap process.  At present, the Security TS does not provide any suggestion regarding how to exchange the USERPIN between the user and the network operator.  The purpose of this CR is to describe one approach for communicating the USERPIN between the user and the network operator, while not precluding other approaches.  The proposed approach is based on the extremely well known Diffie-Hellman key exchange protocol.   

2 Impact on Backward Compatibility

None 
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the Security TS be updated accordingly.
6 Detailed Change Proposal

Change 1:  Adding an Informative Reference in section 2.2  

2.2.   Informative References


	[DH76]
	W. Diffie and M.E. Hellman, “New directions in cryptography”, IEEE Transactions on Information Theory 22 (1976), 644-654, http://www.rsa.com/rsalabs/node.asp?id=2466#DH76


Change 2:  Changing the verbiage in section 5.9.2.3   

5.9.2.3 Transport Neutral Security

It is very important for the Device to be able to verify the data integrity and the authenticity of the Bootstrap Message.  OMA-DM defines the following types of shared secrets for use between the Device and the network provider during the DM Bootstrap process.  It needs to be emphasized that other types of shared secrets are not precluded.

NETWORKID:  In this case the shared secret is known by the Device and the network provider before the bootstrap process starts.  What the shared secret actually is depends on the network provider and the particular Device.  This could be things like IMSI (for GSM) or ESN (for CDMA).  One advantage with this method is that it does not involve any user intervention.
USERPIN:  In this case the shared secret is selected by the user or selected by the network operator and then communicated to the user.    Appendix D describes one method for communicating the USERPIN between the user and the network operator.  Other methods for communicating this information are not precluded.
USERPIN_NETWORKID: In this case the shared secret is the concatenation of the USERPIN and the NETWORKID, delimited by the ":" character.  For example, if the USERPIN is abc and the NETWORKID is xyz, the shared secret is "abc:xyz". 
Change 3:  Adding a new Appendix section to describe the Diffie-Hellman based USERPIN exchange approach   

Appendix D.   Secure USERPIN dissemination over SMS
(Informative)

This section describes one possible approach which can be used to share the USERPIN between the user and the network operator. The approach presented here relies upon the use of the Diffie-Hellman key exchange method [DH76], which allows two parties that have no prior knowledge of each other to jointly establish a shared secret key over an insecure communications channel. 
D.1
Diffie-Hellman algorithm overview
The Diffie-Hellman key exchange protocol [DH76] enables secure exchange of keys, between two parties, over an insecure channel.  The various steps involved in the protocol are as follows:
i. Alice and Bob agree on using the multiplicative group of integers modulo p, where p is prime and g is a primitive root mod p.

ii. Alice picks a random natural number a and sends  (ga mod p) to Bob.

iii. Bob picks a random natural number b and sends (gb mod p) to Alice.

iv. Alice computes (gb mod p)a.

v. Bob computes (ga mod p)b.

Both Alice and Bob are now in possession of the group element gab, which can serve as the shared secret key, as shown in Figure x.
[image: image1.jpg]



Figure x: Diffie-Hellman Key Exchange Protocol

D.2
Secure USERPIN exchange
This section describes a secure method, based on the Diffie-Hellman key exchange protocol, for sharing the USERPIN between the user and the network operator.  For the sake of simplicity, it will be assumed that the USERPIN is selected by the user and communicated to the network operator.
The USERPIN exchange approach described here entails the following steps:

1. The network operator selects Diffie-Hellman attributes “g” and “p”.  The network operator also picks a random natural number “a” .  It then sends an unencrypted WAP Push message to the Device.  This message contains “g”, “p” and “(ga mod p).  It also contains the return push message address (e.g., the SMSC E164 address).  Additionally it may also contain a text message that prompts the user to select a USERPIN.

2. The Device picks a random number “b”.  The shared key is derived as follows: (ga mod p)b
3. The user selects the USERPIN.  The Device encrypts the USERPIN using the shared key.  The Device also generates a small digest, using the shared key.

4. The Device sends a WAP Push message to the return address.  This message contains the Diffie-Hellman attribute (gb mod p), the encrypted USERPIN and the digest.

The network operator derives the shared key as follows: (gb mod p)a.  It then validates the message (using the digest) and decrypts the USERPIN.

Once the USERPIN is decrypted, it can be used as shared secret between the Device and the network provider during the DM Bootstrap process.

D.3
Format of WAP PUSH Message for USERPIN Exchange
TBD
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