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1 Reason for Change

This CR defines the response codes that may be used with the Server-Delegation Protocol DELEGATION_FAILURE message. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG is requested review and approve this CR.
6 Detailed Change Proposal
Change 1:  Section 5.3.1 Delegation Protocol
5.3.1 Delegation Protocol

The messages exchanged between DM Servers are defined in this section.

A message flow diagram illustrates the protocol exchanges in the true case, where no error conditions occur. The format of the messages MUST be encoded as specified in [DMTNDS] and MAY specify the connectivity to use as specified in [CONNMO]. Note the DM Client shown on the left and right sides of the diagram is the DM Client (device) being delegated, it is shown twice to simplify the diagram.

The below message flow presents the overall flow when a delegation protocol message exchange is initiated by the Delegating DM Server. 
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Figure 3: Delegation Protocol message exchange (initiated by the Delegating DM Server)
The protocol messages are described using XML and XML documents are exchanged between DM Servers. 

DELEGATION_NOTIF – Delegation Notification is the first message sent from the Delegating DM Server to the Delegated DM Server. This message is a simple notification asking the Delegated DM Server if it is willing to accept management of a DM Client. This message contains the Delegating DM Server ID (DMServerID), Delegation Information (Del_Info), and the delegation type (Del_Type). The Del_Type defines the delegation type for the Delegated DM Server. The Del_Type can be Full or Partial delegation. Del_Info contains the DM Client information and the Delegation Information (parts of the DM Tree to which the management delegation applies).

DELEGATION_RES – Delegation Response is sent from the Delegated DM Server to the Delegating DM Server with an acknowledgement (ack) if it is willing to accept management of the DM Client. If the Delegated DM Server does not wish to accept the request it sends a DELEGATION_RES with a negative acknowledgement (nack).

DELEGATION_START – Delegation Start is sent from the Delegated DM Server to the Delegating DM Server after mutual authentication. This message MUST contain the Delegated DM Server DM Account MO as specified in [DMSTDOBJ]. Upon receiving the DELEGATON_START message the Delegating DM Server will create the DMS-2 DMAcc and update the ACLs on the DM Client. The Delegating DM Server will notify the DM Client that no DM session must be automatically established with the Delegated DM Server (DMS-2).

DELEGATION_PREPARED – A Delegation Prepared message is sent by the Delegating DM Server to notify the Delegated DM Server that the DM Client is ready. Upon receiving the DELEGATION_PREPARED message the Delegated DM Server will establish a DM session with the DM Client.
DELEGATION_FAILURE – A Delegation Failure message maybe sent at anytime from either the Delegating or Delegated DM Server to halt the delegation process. Reason codes for a failure are defined in [DMREPRO] Section 11 Response Status Codes. The most applicable codes for the DELEGATION_FAILURE message are:

· 400 bad request
· 403 forbidden.

DELEGATION_CONFIRM – Delegation Confirm is sent from the Delegated DM Server to the Delegating DM Server once a DM session has been established between the Delegated DM Server and the DM Client.

The below message flow presents the overall flow when a delegation protocol message exchange is initiated by the Delegated DM Server. 
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Figure 4: Delegation Protocol message exchange (initiated by the Delegated DM Server)
The protocol messages are described using XML and XML documents are exchanged between DM Servers. 

DELEGATION_NOTIF – Delegation Notification is the first message sent from the Delegated DM Server to the Delegating DM Server. This message is a simple notification asking the Delegating DM Server if it is willing to delegate the management of a DM Client. This message contains the Delegated DM Server ID (DMServerID), Delegation Information (Del_Info), and the delegation type (Del_Type). The Del_Type defines the delegation type for the Delegated DM Server. The Del_Type can be Full or Partial delegation. Del_Info contains the DM Client information and the Delegation Information (parts of the DM Tree to which the management delegation applies).

DELEGATION_RES – Delegation Response is sent from the Delegating DM Server to the Delegated DM Server with an acknowledgement (ack) if it is willing to delegate the management of the DM Client. If the Delegating DM Server does not wish to accept the request it sends a DELEGATION_RES with a negative acknowledgement (nack).

DELEGATION_START – Delegation Start is sent from the Delegated DM Server to the Delegating DM Server after mutual authentication. This message MUST contain the Delegated DM Server DM Account MO as specified in [DMSTDOBJ]. Upon receiving the DELEGATON_START message the Delegating DM Server will create the DMS-2 DMAcc and update the ACLs on the DM Client. The Delegating DM Server will notify the DM Client that no DM session must be automatically established with the Delegated DM Server (DMS-2).

DELEGATION_PREPARED – A Delegation Prepared message is sent by the Delegating DM Server to notify the Delegated DM Server that the DM Client is ready. Upon receiving the DELEGATION_PREPARED message the Delegated DM Server will establish a DM session with the DM Client.
DELEGATION_FAILURE – A Delegation Failure message maybe sent at anytime from either the Delegating or Delegated DM Server to halt the delegation process. Reason codes for a failure are defined in [DMREPRO] Section 11 Response Status Codes. The most applicable codes for the DELEGATION_FAILURE message are:
· 400 bad request
· 403 forbidden.

.
DELEGATION_CONFIRM – Delegation Confirm is sent from the Delegated DM Server to the Delegating DM Server once a DM session has been established between the Delegated DM Server and the DM Client.
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