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1 Reason for Change

Transport neutral integrity mechanism for Session-less DM must be applied when the transport is unable to provide authentication and integrity, and it must to be stateless since its delivery cannot be guaranteed in its delivery order and reliability. Note that nonce (number only used once) value cannot be reused more than once, and it is easy to be out of sync.
However, since none of existing authentication mechanisms meet the requirement, this CR proposed to use HMAC-SHA256 authentication mechanism which is currently under WG’s review. 
Related CONRR comments are below:

	S004
	2011.12.22
	T
	5.2.1
	Source: Fujitsu
Form: 138

Comment: MD5-Digest and SHA256Diegest authentication mechanism requires to update nonce value with NextNonce which is included in the Pkg#2 message.

Since reusing nonce is abuse of the security  mechanism. 

Separate credential should be used for authentication.
Proposed Change: add the specification to use new authentication level (ex. SLRCRED) as the part of DM Account MO
	Status: OPEN


	S005
	2011.12.22
	T
	5.3
	Source: Fujitsu
Form: 138

Comment: related to S004 comment, new authentication mechanism should be introduced for Sessionless Reporting 
Proposed Change: calculate digest value with concatinated string of "timestamp "  + "deviceId" + "shared-secret" is recommended. Note that timestamp value should be also given as opaque data with calculated result.
	Status: OPEN



2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

WG member should agree on this CR.
6 Detailed Change Proposal

Change 1:  (optional)Brief description of specific change

5.2.1 Authentication Credentials

When the transport to send the Sessionless Report Message is unable to provide authentication and integrity, HMAC-SHA256 authentication mechanism, which is defined in [DM-Security], MUST be used as transport neutral integrity.
  

Change 2:  Removes Cred element from the example
5.3 Illustrative Example 
(Informative)

The following is an example of a Sessionless Report Message that includes two Sessionless Report Alerts.

	<SyncML xmlns='SYNCML:SYNCML1.2'>

  <SyncHdr>

    <VerDTD>1.2</VerDTD>

    <VerProto> DM/1.3</VerProto>

    <SessionID>1</SessionID>

    <MsgID>1</MsgID>

    <Target>

      <LocURI>http://www.syncml.org/mgmt-server</LocURI>

    </Target>

    <Source>

      <LocURI>IMEI:493005100592800</LocURI>

    </Source>









  </SyncHdr>

  <SyncBody>

    <Alert>  <!-- First Sessionless Report Alert  -->

      <CmdID>1001</CmdID>

      <Data>1230</Data>
<!-- Sessionless Report Alert code -->

      <Item>

        <Meta>

          <Mark xmlns='syncml:metinf'>informational</Mark>

          <Type xmlns='syncml:metinf'>urn:oma:mo:samplealert1:1.0

                                 <!-- Sessionless Report Alert identifier -->

          </Type>

          <Format xmlns='syncml:metinf'>bin</Format>

        </Meta>

        <Data>

<![CDATA[

<!-- Sessionless Report Alert data goes here -->

]]>

        </Data>

      </Item>

    </Alert>

    <Alert>  <!-- Second Sessionless Report Alert -->

      <CmdID>1002</CmdID>

      <Data>1230</Data>
<!-- Sessionless Report Alert code -->

      <Item>

        <Meta>

          <Mark xmlns='syncml:metinf'>critical</Mark>

          <Type xmlns='syncml:metinf'>urn:oma:mo:samplealert2:1.0

                                 <!-- Sessionless Report Alert identifier -->

          </Type>

          <Format xmlns='syncml:metinf'>bin</Format>

        </Meta>

        <Data>

<![CDATA[

<!-- Sessionless Report Alert data goes here -->

]]>

        </Data>

      </Item>

    </Alert>

  </SyncBody>

</SyncML>
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