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1 Reason for Change

The specification for bootstrapping using HTTPS is not complete.

This CR proposed to add detailed specification using HTTP POST method
Related CONRR comment is following:
	E010
	2011.12.21
	T
	5.1.2.4
5.5.7
	Source: Fujitsu
Form: 138

Comment: there is no specification for Client what kind of information to send to the Bootstrap Server Proposed Change: create the specification with HTTP-POST to send necessary parameters in form of multipart/form-data in 5.5.7
	Status: OPEN

AP to Kong Posh and Shingo to provide CR (DM-2012-A009)


2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree with this CR.
6 Detailed Change Proposal

Change 1:  Changing Get to Post for allowing sending device information
5.1.2.4 Client initiated bootstrap

In this scenario, the DM Client retrieves the bootstrap package from a DM Bootstrap Server, whose URL is known to the Device a priori, as shown in Figure 4; in Appendix E a method to discovery Bootstrap Server is described. After the bootstrap package gets installed successfully, the DM Client attempts to initiate a management session with the DM Server. 
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Figure 4: Client initiated bootstrap

Change 2:  Bootstrap using HTTPS Post
5.5.7 Bootstrap via HTTPS 
If the Device supports the HTTPS protocol, it MAY retrieve a Bootstrap Message from a URL by following these steps:

1. The device performs a HTTPS Post to a HTTPS Bootstrap Server. The content type of the body part of the request MUST be “multipart/form-data” as defined in [RFC2388]. 
2. The Bootstrap Server returns a TNDS [DMTNDS] encoded Bootstrap Message to the Device or indicates the Bootstrap Message is not available (e.g. returns error code 404).

3. If the Bootstrap Message is returned to the device, it is handled by the DM Client following procedures explained in Section 5.5 “OMA DM Management Profile”. 

4. 
The valid URN name which is used as the Device ID to identify the device in Device Management protocol, MUST be provided as a partial data of the multipart “multipart/form-data” in step 1. Following parameters are allowed to specify:
	Parameter Name
	Mandatory
	Content-Disposition
	Content-Type
	Description

	Device ID
	Yes
	name=”devid”
	text/plain
	The URN of Device

	User ID
	No
	name=”username”
	text/plain
	The username for user authentication

	Passphrase
	No, if username is not provided
	name=”passphrase”
	text/plain
	Base64 encoded ([RFC4648]) passphrase text for user authentication.

	Push address
	No
	name=”push-address”
	text/plain
	URI for receiving Notification Message


Following example illustrates the typical HTTPS request data send by the bootstrapping Device:
	POST ./servlet/boot.jsp HTTP/1.1
Host: bootsrv.foo.org

(other headers may be specified here)
Content-Type: multipart/form-data; boundary=AaB03x
--AaB03x

Content-Disposition: form-data; name="devid"
IMEI:1234567890123
--AaB03x

Content-Disposition: form-data; name="username"
alice
--AaB03x

Content-Disposition: form-data; name="passphrase"
(base64 encoded passphrase text)
--AaB03x


The device vendor MAY provide the HTTPS Bootstrap Server URL as preconfigured value, or the device User MAY set the Server URL as part of personalization procedure on the Customized bootstrap (see section 5.1.2.1).  
Alternatively, the Device MAY discover the Bootstrap Server as discussed in Appendix E.
If the Server URL is not available, the Device MAY retrieve a Bootstrap Message by following the above steps and using the following absolute URL: “https://{SCWS@}/OMA/DM/Bootstrap.xml”, where {SCWS@} depends on the transport and IP version supported as shown in the following table:


	Transport
	IP version
	{SCWS@}

	BIP 
(Note 1)
	IPv4
	127.0.0.1:4116

	
	IPv6
	[::1]:4116

	TCP/IP
	IPv4
	localuicc:443

	
	IPv6
	localuicc:443


(Note 1) The Device MAY use “localhost” host name instead of loopback address “127.0.0.1” for IPv4 or “[::1]” for IPv6.
Change 3:  Change on Normative reference
2.1 Normative References

	[ACw7DM]
	“OMA DM w7 Application Characteristic”. Working file in AC directory: URL:http://www.openmobilealliance.org/tech/omna/dm-ac/ac_w7_dm-v1_0.txt

	[C.S0023-B_v1.0]
	“Removable User Identity Module For Spread Spectrum Systems”, 3GPP2 C.S0023-B version 1.0, URL:http://www.3gpp2.org/Public_html/specs/C.S0023-B_v1.0_040426.pdf

	[DMDICT]
	“OMA Device Management Dictionary, Version 1.0”. Open Mobile Alliance(. 
OMA-SUP-DM_Dictionary-v1_0.                                                          URL:http://www.openmobilealliance.org 

	[DMSecurity]
	“OMA Device Management Security, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM_Security-V1_2.                                                                   URL:http://www.openmobilealliance.org

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_2.                                                                                  URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM_TND-V1_2.                                                                                     URL:http://www.openmobilealliance.org

	[DMTNDS]
	“OMA Device Management Tree and Description Serialization, Version 1.2”. Open Mobile Alliance(. OMA-TS-DM_TNDS-V1_2.                                                                    URL:http://www.openmobilealliance.org

	[ERELDCP]
	“Enabler Release Definition for OMA Client Provisioning Specifications, version 1.1”. Open Mobile Alliance (. OMA-ERELD-ClientProvisioning-V1_1.                                 URL:http://www.openmobilealliance.org

	[ERELDDM]
	“Enabler Release Definition for OMA Device Management Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-DM-V1_2.                                                    URL:http//:www.openmobilealliance.org

	[PKCS#15]
	PKCS #15 v1.1: Cryptographic Token Information Syntax Standard”, RSA Laboratories, June 6, 2000. URL: ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkcs-15v1_1.pdf

	[PROVBOOT]
	“Provisioning Bootstrap 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvBoot‑v1_1. URL:http://www.openmobilealliance.org

	[PROVCONT]
	“Provisioning Content 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvCont‑v1_1. URL:http://www.openmobilealliance.org

	[PROVSC]
	“Provisioning Smart Card Specification Version 1.1”. Open Mobile Alliance(. 
OMA-WAP‑ProvSC-v1_1.                                                                          URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2388]
	“Returning Values from Forms:  multipart/form-data”, L. Masinter,  August 1998,
URL: http:/www.ietf.org/rfc/rfc2388.txt

	[RFC4648]
	“The Base16, Base32, Base64 Data Encodings”. S. Josefsson. October 2006.
URL:http://www.ietf.org/rfc/rfc4648.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[SCWS]
	“Enabler Release Definition for Smartcard-Web-Server”, Open Mobile Alliance, OMA-ERELD_Smartcard_Web_Server-V1_1,                                              URL:http://www.openmobilealliance.org

	[TS102.221]
	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221 release 6),                                                                                                                                      URL:http://www.etsi.org/

	[TS151.011]
	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface”,  (ETSI TS 151 011),                                                                                                                           URL:http://www.etsi.org/

	[WBXML1.1]
	“WAP Binary XML Content Format Specification”, WAP Forum(. SPEC-WBXML-19990616.pdf.  URL:http://www.openmobilealliance.org

	[WBXML1.2]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-154-WBXML.  URL:http://www.openmobilealliance.org

	[WBXML1.3]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-192-WBXML.  URL:http://www.openmobilealliance.org
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